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Foreword
General

This manual introduces the functions, configuration, general operation, and system maintenance of network camera.

Safety Instructions
Thefollowing categorized signal words with defined meaning might appearinthe manual.

Symbol ‘ Meaning

A Indicates a medium or low potential hazard which, if not avoided,could
WARNING resultin slight or moderate injury.
Indicates a potential risk which, if not avoided, may result in property
CAUTION damage, data loss, lower performance, or unpredictableresult.
©__nﬂ, TIPS Provides methods to help you solve a problem or save youtime.
Provides additional information as the emphasis and supplementto the
[];—D] NOTE text.

Privacy Protection Notice
As the device user or data controller, you might collect the personal data of others such as their face, fingerprints, and car plate

number. You need to follow your local privacy protection laws and regulations to protect the legitimate rights and interests of
other people by implementing measures which include but are not limited: Providing clear and visible identification to inform

people of the existence of the surveillance area and provide required contact information.

About the Manual

e The manual is for reference only. Slight differences might be found between the manual and the product.

e We are not liable for losses incurred due to operating the product in ways that are not incompliance with the
manual.

o The manual will be updated according to the latest laws and regulations of related jurisdictions. For detailed
information, see the paper user's manual, use our CD-ROM, scan the QR code or visit our official website. The manual
is for reference only. Slight differences might be found between the electronicversion and the paperversion.

o All designs and software are subject to change without prior written notice. Product updates might result in some
differences appearing between the actual product and the manual. Pleasecontact customer service for the latest
program and supplementary documentation.

e There might be errors in the print or deviations in the description of the functions, operations and technical data. If
there is any doubt or dispute, we reserve the right of final explanation.

e Upgrade the reader software or try other mainstream reader software if the manual (in PDFformat) cannot be
opened.

o Alltrademarks, registered trademarks and company names in the manual are properties of their respective owners.

e  Please visit our website, contact the supplier or customer service if any problems occur while using the device.



If there is any uncertainty or controversy, we reserve the right of final explanation.

Important Safeguards and Warnings
Electrical Safety

All installation and operation shall conform to your local electrical safety codes.

The power source shall conform to the Safety Extra Low Voltage (SELV) standard, and supply power with rated voltage
which conforms to Limited power Source requirement according to IEC60950-1. Note that the power supply
requirement is subject to the device label.

Make sure that the power supply is correct before operating the device.

A readily accessible disconnecting device shall be incorporated in the building installation wiring.

Prevent the power cable from being trampled or pressed, especially the plug, power socket andthe junction

extruded fromthe device.

Environment

Donotaimthedeviceatstronglighttofocus, suchaslamp light and sunlight otherwise, it mightcause over brightness
or light marks, which are not the device malfunction, and affect the longevity of Complementary Metal-Oxide
Semiconductor (CMOS).

Do not place the device in a damp, dusty extremely hot or cold environment, or the locations with strong
electromagnetic radiation or unstable lighting.

Keep the device away from any liquid to avoid damage to the internal components.

Keep the indoor device away from rain or damp to avoid fire or lightning.

Keep sound ventilation to avoid heat accumulation.

Transport, use and store the device within the range of allowed humidity and temperature.

Heavy stress, violent vibration or water splash are not allowed during transportation, storage and installation.

Pack the device with standard factory packaging or the equivalent material when transporting the device.

Install the device in the location where only the professional staff with relevant knowledge of safety guards and
warnings can access. The accidental injury might happen to the non-professionals who enter the installation area

whenthe device is operating normally.

Operation and Daily Maintenance

Do not touch the heat dissipation component of the device to avoid scald.

Carefully follow the instructions in the manual when performing any disassembly operation about the device;
otherwise, it might cause water leakage or poor image quality due to unprofessional disassembly. Please contact after-
sale service for desiccant replacement if there is condensed fog on the lens after unpacking or when the desiccant
turns green. (Not all modelsare included with the desiccant).

Itis recommended to use the device together with lightning arrester toimprove lightningprotection effect.

It is recommended to ground the device to enhance reliability.

Do not touch the image sensor (CMQS) directly. Dust and dirt could be removed with air blower,or you can wipe the

lens gently with soft cloth that is moistened with alcohol.

Youcan cleanthe device body with soft dry cloth, and for stubbornstains, use the cloth with mild detergent. To avoid



possible damage on device body coating which could cause performance decrease, do not use volatile solvent such

as alcohol, benzene, diluent and so on to clean the device body, nor can strong, abrasive detergent be used.

Dome cover is an optical component. Do not touch or wipe the cover with your hands directlyduring installation
or operation. For removing dust, grease or fingerprints, wipe gently with moistened oil-free cotton with diethyl or

moisten soft cloth. You can also remove dust with an air blower.

A WARNING

Strengthen the protection of network, device data and personal information by adopting measures whichinclude
but not limited to using strong password, modifying password regularly,upgrading firmware to the latest version,
and isolating computer network. For some device with old firmware versions, the ONVIF password will not be
modified automatically along with the modification of the system password, and you needto upgrade the firmware
or manually update the ONVIF password.

Use standard components or accessories provided by manufacturer and make sure that thedevice is installed and
maintained by professional engineers.

Thesurface of theimage sensor should not be exposed to laser beam radiationin anenvironment where alaser beam
device is used.

Do not provide two or more power supply sources for the device unless otherwise specified. Afailure to follow this

instruction might cause damage to the device.
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1. Overview

1.1. Introduction
IP camera (Internet Protocol camera) is a type of digital video camera that receives control data andsends image data through

internet. They are commonly used for surveillance, requiring no local recording device, butonlyalocalarea network.
IPcamerais divided into single-channel camera and multi-channel cameraaccording to the channelquantity. For multi-channel

camera, you can set the parameters for each channel.

1.2. Network Connection
Inthe general IPC network topology, IPCis connected to PC through network switch or router.

Figure 1-1 General IPC network

/Cable/\ /\Cable
Switch or Router

¥ or
V. w =

IPC PC

Get IP address by searching on IP Finder, and then you can start accessing IPC through network.

1.3. Function

Functions might vary with different devices.

1.3.1. Basic Function
1.3.1.1. Real-time Monitoring

1.3.1.1.1. Live view
When live viewing the image, you can enable audio, voice talk and connect monitoring center forquick processing on the
abnormality.

1.3.1.1.2, Adjust the image to the proper position by PTZ.

Snapshot and triple snapshot abnormality of the monitoring image for subsequent view andprocessing.

1.3.1.1.3. Record

e Record abnormality of monitoringimage for subsequent view and processing.

e  Configure coding parameters and adjust live view image.



e Auto record as schedule.
e Playbackrecorded video and picture as needed.
o Downloadrecorded video and picture.

e Alarm linked recording.

1.3.1.1.4. Account

e Add, modify and delete user group, and manage user authorities according to user group.
e Add, modify and delete user, and configure user authorities.

e  Modify user password.

1.3.2. Intelligent Function

1.3.2.1. Alarm
e  Setalarm prompt mode and tone accordingto alarm type.
e  Viewalarm prompt message.

1.3.2.1.1. Smart Track

e  Set calibration and parameters for smart track and enable alarm track.

e Switch between smart track and speed dome auto track.

1.3.2.1.2. Video Detection

e Motion detection, video tampering detection and scene changing detection.
e When an alarm is triggered, the system performs linkages such as recording, alarm output, sending email, PTZ

operation, and snapshot.

1.3.2.1.3. Smart Motion Detection

e Avoidthealarmstriggered by the environment changes.
e When an alarm is triggered, the system performs linkages such as recording, alarm output, sending email, PTZ

operation, and snapshot.

1.3.2.1.4. Audio Detection

o Audioinput abnormal detection and intensity change detection.
e When an alarm is triggered, the system performs linkages such as recording, alarm output, sending email, PTZ

operation, and snapshot.



1.3.2.1.5. IVS
e Tripwire, intrusion, abandoned object, moving object, fast moving, parking detection, people gathering, and
loitering detection.
e When an alarm is triggered, the system performs linkages such as recording, alarm output, sending email, and
snapshot.

1.3.2.1.6. Crowd Map

e View crowd distribution in real time for the timely arm to avoid accidents like stampede.
e When an alarm is triggered, the system performs linkages such as recording, alarm output, sending email, PTZ
operation, and snapshot.

1.3.2.1.7. Face Detection

e Detect face and display the related attributes on the live interface.
e When an alarm is triggered, the system performs linkages such as recording, alarm output, sending email, PTZ

operation, and snapshot.

1.3.2.1.8. Face Recognition

e  After detecting face, make comparison between the detected face with the face in face database,and activatesalarm
output.

e Query the recognition result.

1.3.2.1.9. People Counting

e  Count the people flow in/out the detection area and generate report.
e When an alarm is triggered, the system performs linkages such as recording, alarm output, sending email, PTZ

operation, and snapshot.

1.3.2.1.10. Heat Map

e Count cumulative density of moving objects.

o View report of heat map.

1.3.2.1.11. Vehicle Density

e  Supports traffic congestion detection and parking upper limit detection.
e Viewthe statistical data on the Live interface.
o  When an alarm is triggered, the system performs linkages such as recording, alarm output, sending email, and

snapshot.

1.3.2.1.12. Stereo Analysis

o Include Activation Analysis, Back Detection, Fall Detection, Walking Detection, Blackboard Writing Detection, Violence
Detection, People No. Error, Stand Detection, Running Detection, People Approaching Detection, and Strand
Detection.

e When an alarm is triggered, the system performs linkages such as recording, alarm output, sending email, PTZ



operation, and snapshot.

1.3.2.1.13. ANPR
e Recognize plate number in detection area and display the related information on live interface.

e Whenanalarmistriggered, the system links alarm output and snapshot.

1.3.2.1.14. Video Metadata

e  Snap people, non-motor vehicle and vehicle, and display the related information on the live interface.

e When an alarm is triggered, the system links alarm output.

1.3.2.1.15. Alarm Setting

e The alarmis triggered when an external alarm input device inputs alarm.
e When an alarm is triggered, the system performs linkages such as recording, alarm output, sending email, PTZ

operation, and snapshot.

1.3.2.1.16. Abnormality

e SDcard error, network disconnection, illegal access, voltage detection and security exception.

e  When SD card error orillegal access s triggered, the system links alarm output and sendingemail.

o Whennetwork disconnection alarmis triggered, the system links recording and alarm output.

e Whentheinput voltage is more or less than the rated voltage, the alarm is triggered and thesystem links sending

email.



2.  Configuration Flow

For the device configuration flow, see Figure 2-1. For details, see Table 2-1. Configure the deviceaccording to the actual

situation.
Figure 2-1 Configuration flow
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@ 'ain tesk
() SubTask
<> Judging Task
Table 2-1 Description of flow
Configuration Description ‘ Reference
Open IE browser and enter IP address
Login to log in to the web interface, The "4.1 Login"
camera IP address is 192.168.1.250 by
default.
Initialization Initialize the camera when you useit for "3 Device Initialization"
the firsttime.
Modify IP address according to network
IP address planning for the first use or during | 461 TCP/IP
network adjustment.
Basic parameters Date & time Set date andtime to ensure therecording "4 8 Date & Time"
timeis correct.
Adjust image parameters according to
Image S ; "4.5.1 Conditions"
the actual situation to ensure theimage -2.1 Lonartions
parameters .
quality.
Detectionrules Configure the necessary detection rules,
such as video detection and IVS. 5Event
Intelligent Event
. Subscribe alarm event. When the o
Subscribe subscribed alarm is triggered, the system | 1.2 SubscribingAlarm
alarm will record the alarm on thealarm tab.




3.  Device Initialization
Device initialization is required for the first use. This manual is based on the operation on the web interface. You can alsoinitialize

device through IP Finder, NVR, or platform devices.

1

e To ensure the device safety, keep the password properly after initialization and change the password regularly.

o  Wheninitializing device, keep the PC IP and device IP in the same network.

[L]
Step 1 Open IE browser enter the IP address of the device in the address bar, and then press Enter key.
TheIPis 192.168.1.250 by default.

Figure 3-1 Device initialization

Device Initialization

Username admin

Password The minimum pass phrase length is 8 characters

Confirm Password

Use a password that has 8 to 32 characters, it can be a combination of letter(s),
number(s) and symbol{s) with at least two kinds of them.(please do notuse
special symbols like'™;: &)

[v] Email Address
To reset password, please input properly or update in time.

Step 2 Set the password for admin account.

Table 3-1 Description of password configuration

Parameter Description

Username The default username is admin.

Password The password must consist of 8 to 32 non-blank characters and contain at
least two types of characters among upper case, lower case, number, and
Confirm password special character (excluding ' " ; : &). Set a high security level password
according to the password security notice.

Enter an email address for password reset, and it is selected bydefault.

When you need to reset the password of the admin account, asecurity
E-mail code for password resetting will be sent to the reservedemail address.




Step3 Click Save.

Step 4 Select the I have read and agree to all terms check box, and then click Next.

Figure 3-3InstaOn

InstaOn Server

Insta0n Seneer

This Feature enables user to Register Device on Instaln Server which can help to realize remote surveillance, device record playback,

Alarm setup of device through Inst=0n.

Secan and Download ¢MO8 APP

Step 5 You can register the camera to InstaOn, select the check box as needed, and then click Next.

Figure 3-4 Online upgrade

Cmline Upgrade

Aute-check for updates

Automatically notify me when updates are available. The system checks for updates daily.

To infiorm you of the lstest firmware upgrades for your device, we need to collect device info such as IP address, device name, firmware
wersion, device SN, efc. All collected info is wsed only for the purposes of werifying device validity and pushing upgrade notifications.

Step 6 Select the upgrading method as needed.



If you select Auto-check for updates, the system checks new version once a day automatically. There will be system notice on

Upgrade interface and Version interface if any new versionis available.

[

Select Setting = System = Upgrade - Online Upgrade, and you can enable the auto-check function.

Step 7 Click Save.
Device initialization is completed.



4. Basic Configuration

The chapter introduces the basic configuration, including login, live view, PTZ operation, playback, camera configuration,

network configuration, storage configuration and system configuration.

4.1. Login

This section introduces how to log in to and log out of the web interface. This section takes IE Explorer 9asan example.
(L]

e  You need to initialize the camera before logging in to the web interface.
o  Wheninitializing the camera, keep the PC IP and device IP in the same network.

e  Follow the instruction to download and install the plug-in for the first login.

Step 1 Open IE browser enter the IP address of the camera (192.168.1.250 by default) in theaddress bar and press Enter.

Figure 4-1 Login
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Step 2 Enter the username and password.The username is admin by default.

@)—f_'-".

Click Forget password? and you can reset the password through the email address that is set during theinitialization. For details,

see "6.3 Resetting Password".

Step3  Click Login.
e Live: Click Live, and you can view the real-time monitoring image.
e  Playback: Click Playback, and you can play back or download recorded video or image files.
e  Setting: Click Setting, and you can configure the basic and intelligent functions of the camera.
e  For the camera with multiple channels, through selecting channel numbers, you canset the parameters of the

channels.

4.2. Live

e  Alarm: Click Alarm, and you can subscribe and view alarm information.

e Logout: Click Logout to go to login interface.



e The system will sleep automatically after idling for a period of time.

Figure 4-2 Live
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This section introduces the layout of the interface and function configuration.

4.2.1. Live Interface

This section introduces system menu, encode bar, live view function bar, and window adjustment bar. Login and click the Live
tab.

The functions and interfaces of different models might vary.

Figure 4-3 Live
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Table 4-1 Description of function bar

No. Function Description
1 Encode bar Sets stream type and protocol.
2 Live view Displays the real-time monitoring image.
3 Live view function bar Functions and operations in live viewing.
4 Window adjustment bar | Adjustment operationsin live viewing.

4.2.2. Encode bar

For encode bar, see Figure 4-4.

Figure 4-4 Encode bar

Main Siream Sub Stream 1 Sub Stream 2 e TCP '

e Mainstream: It has large bit stream value and image with high resolution, but also requires large bandwidth. This
option can be used for storage and monitoring. For details, see "4.5.2.1 Video".

e Sub Stream: It has small bit stream value and smooth image and requires less bandwidth. This optionis normally used
toreplace mainstreamwhen bandwidth is not enough. For details, see"4.5.2.1 Video".

e  Protocol: You can select the network transmission protocol as needed, and the options are TCP, UDP and Multicast.

Before selecting Multicast, make sure that you have set the Multicast parameters.



4.2.3. Live View Function Bar

For the live view function bar, see Table 4-2.

Icon

Table 4-2 Description of live view function bar

Function

Manual Position

Description

Manually position the tracking speed dome to the selected
location of corresponding panoramic camera.

Click the icon and click or select randomly on the image of
panoramic camera channel, the tracking speed dome will
automatically position the selected location.

1]

e For multi-sensor panoramic network camera + PTZ
camera, before enabling manual position, make sure that
you have enabled alarm track and smart trac calibration.
For details, see "5.2 Setting Smart Track".

e For panoramic network camera, before enabling manual
position, make sure that you have enabled panoramic

linkage

Regional Focus

Select channel image of the tracking speed dome, clickthe icon
and click or select randomly on the channel image of the tracking
speed dome, and then the speeddome can realize auto focus
upon the selected region.

Wiper

e  Controls the wiper of the camera.

o  Click the icon to enable or disable wiper function.

il

Ranging

Click the icon, select a point on the ground, and the distance
between the camera and the selected point willbe displayed.

Before using this function, you need to set the installation of
device first.

Gesture

Controls PTZ by operating the mouse on the live view oftracking
speed dome.

Select the live view of tracking speed dome, click the icon,press left
button and drag image to control PTZ. And you can zoom in or
out the image through rolling mouse wheel.




Manual Track

Click the icon and select tracking target on the live viewof tracking
speed dome, the camera tracks the selected target automatically.

Vehicle Density

Click the icon, and select an area on the live image, the camera will
automatically count the number of the vehicles in the selected
area and display the number onthe Live interface.

Relay-out

Displays alarm output state. Click the icon to force toenable or
disable alarm output.

Alarm output state description:
e  Red: Alarm output enabled.

o  Grey: Alarm output disabled.

Warning Light

Displays the warning light state.

Clicktheiconto enable or disable the warning lightforcibly.

B0 B B

Alarm

Displays alarm sound state.

Clickthe iconto enable or disable the alarm soundforcibly.

Crowd Map

Clicktheiconto display the crowd map on the Live
interface.

L]
e  Only after enabling the function, can you see the icon on
the Liveinterface.

e The positions of the icon might vary depending on
models.

Digital Zoom

You can zoom in or out video image through twooperations.
e (licktheicon, and then select an areain the video imageto
zoom in; right-click on the image to resumethe original

size. In zoom in state, drag the image to check otherarea.

Click the icon, and then scroll the mouse wheel in thevideo image
tozoomin or out.

Snapshot

Click the icon to capture one picture of the current image,and it will
be saved to the configured storage path.

About viewing or configuring storage path, see "4.5.2.5 Path".




Click the icon to capture three pictures of the current image, and
they will be saved to the configured storagepath.

Click the icon to enable or disable the audio talk.

|| Triple Snapshot
1]
About viewing or configuring storage path, see "4.5.2.5 Path".
Click the icon to record video, and it will be saved to theconfigured
storage path.

‘ Record
1]
About viewing or configuring storage path, see "4.5.2.5 Path".
Click the icon, the AF Peak (focus eigenvalue) and AF Max
(maxfocus eigenvalue) are displayed on the video image.
® AF Peak: The eigenvalue of image definition, itdisplays during

focus.
e ® AF Max: The best eigenvalue of image definition.
+ Easy Focus
L J ® The smaller the difference between AF peak value andthe AF
max value, the better the focus is.

1]
Easy focus closes automatically after five minutes.

*?)) Audio Click the icon to enable or disable audio output.

‘, Talk




4.2.4. Window Adjustment Bar
Adjustment

4.2.4.1.

This section introduces the adjustment of image.

Icon

Table 4-3 Description of adjustment bar

Function

Image Adjustment

Description

Click the icon, and then the Image Adjustment interface is
displayed at the right side of the Live interface. You can adjust
brightness, contrast, hue, andsaturation.

(L]

The adjustment is only available on the web interface,and it does
not adjust the camera parameters.

E (Brightness adjustment): Adjusts the overall image
brightness and changes the value when theimage is too bright

ortoodark. The bright and darkareas will have equal changes.

m (Contrast adjustment): Changes the value whenthe image

brightness is proper, but contrast is not enough
E (Hue adjustment): Makes the color deeper or lighter. The

default value is made by the light sensor,and itis recommended.

ﬂ (Saturation adjustment): Adjusts the image saturation, this

value does not change imagebrightness.

Click the icon, and it changes to, and then the videodisplays with

m Original Size R . ] ) )
original size, and the video displays with adapted size.
(o] Click the icon to enter full screen mode; double-click orpress Esc
== Full Screen to exit.
:H W:H Click the icon to resume original ratio or change ratio.
Click the icon to select the fluency from Realtime,Fluency and
Normal.
Realtime: Guarantees the real time of the image. When the
bandwidth is not enough, the image might not be smooth.
Fluency Fluency: Guarantees the fluency of the image. Theremight be
delay between live view image and
real-time image.
Normal: It is between Realtime and Fluency.
Click the icon, and then select Enable to display smartrules and
Rule Info detection box; select Disable to stop the display. Itis enabled by

default.




FTZ

PTZ

Click the icon, and the PTZ control panel is displayed atthe right
side of the Live interface. You can control andcall PTZ function.
For details, see"4.3.3 Calling PTZ".

Zoom and Focus

Adjust focal length to zoom in and out video image. Click the
icon, and the Zoom and Focus configurationinterface is displayed
at theright side of the Live interface. You can control and call PTZ
function. For details, see "4.2.4.2 Zoom and Focus".

Click the icon, and then the Fisheye configurationinterface is

E Fisheye displayed at the right side of the Live interface. For details, see
"4.2.4.3 Fisheye".
Click the icon, and the face detection or facerecognition results
E are displayed on the Live interface.
Face For face recognition, see "5.10.1 Setting FaceDetection".
For face detection: see "5.11 Setting Face Detection".
Click the icon, and the ANPR results are displayed on the
ANPR Liveinterface. For details, see "5.16 Setting ANPR".
(o Click the icon, the video metadata results are displayed on the
- Video Metadata

Live interface. For details, see "5.17 Setting VideoMetadata".

Window Layout

When view multi-channel image, you can select displaylayout.

Crowd Map

Click the icon and select the Enable check box. The Crowd Map
interface is displayed. For details, see"5.9Setting Crowd Map".




4.2.4.2.

Zoom and Focus

You can adjust focal length to zoomin or out video image and the image clarity.

The focus would adjust automatically after zooming in or out.

Parameter ‘

Zoom

Figure 4-5Zoom and focus
Zoom and Focus
Zoom  Speed

= |

Zoom out Zoomin

Focus Speed

Mear

Far
=+, Auto Focus
Restore All

Refresh

Regional Focus

Table 4-4 Description of zoom and focus

Description

Changes the focal length of the camerato zoom in or out the image.
1. Set the Speed value. The Speed is the adjustment range in one click. Thelarger the

value is, the more the image would zoom in or out in one click.

2. Click or hold + or=button or drag the slider to adjust zoom.

Focus

Adjusts the optical back focal length to make the image clearer.
1. Set the Speed value. The Speed is the adjustment range in one click. Thelarger the
valueis, the more the adjustment in one click.

2. Click or hold + or=button or drag the slider to adjust focus.

Auto Focus

Adjusts image clarity automatically.
[1]

Do not make any other operation during auto focus process.

Restore All

Restores focus to default value and corrects errors.
[LI

You can restore the focus if the image has poor clarity or has been zoomed too
frequently.




Focus on the subject of aselected area.

Regional Focus Click Regional Focus, and then select an area in the image, the cameraperforms auto
focusinthatarea.

Refresh Get the latest zoom setting of the device.

4.2.4.3. Fisheye

You can select the installation mode, display mode and VR mode of Fisheye devices as needed. Fordetails, see Table 4-5.

e Install Mode: Select the installation mode according to the actual situation.

e Display Mode: Select the display mode of live view.

e VR Mode: Select VR mode to display images in stereo mode.

Figure 4-6 Fisheye
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Parameter

Installation mode

Table 4-5 Description of fisheye configuration

‘ Description

Includes ceiling mount, wall mount, and ground mount.

Display mode

|.-.._—_|

The display mode of the current image. There are different display modes foreach
installation mode.

Ceiling: 1P+1, 2P, 1+2, 1+3, 1+4, 1P+6, 1+8.
Wall: 1P, 1P+3, 1P+4, 1P+8.
Ground: 1P+1, 2P, 1+3, 1+4, 1P+6, 1+8.

Theimage will be on original size by default when switching installationmode.

Ceiling/Wall/Ground
mount

O

Originalimage

The original image before correction.

Ceiling/Ground

1P+1

360° rectangular panoramic image screen +
independent sub-screens. You can zoom or drag the
image in all thescreens. You can move the start point
(left and right)on rectangular panoramicimage screen.

3|1

Two associated 180° rectangular image screens,and at
any time, the two screens form a 360° panoramicimage.
Itis also called dual-panoramic image. You can movethe
start point (left and right) on the two rectangular
panoramic image screens, and the two screens link each
other.

Q| | 5

1+2

Original image screen + two independent sub-
screens. Ground Mount does not supportthis display
mode. You can zoom or drag the image in all the
screens. Youcanrotatetheimage onthe originalimage
screen to change the start point.

Original image screen + three independent sub-

mount Q screens. You can zoom or drag the image in all the
screens. Youcanrotatetheimage onthe originalimage
1+3 screen to change the start point.
Original image screen + four independent sub-
QH— screens. You can zoom or drag the image in all the
screens. You canrotatetheimage onthe originalimage
1+4 screen to change the start point.
] 360° rectangular panoramic screen + sixindependent
‘!b sub-screens. You can zoom or drag the image in allthe
screens. You can move the start point (left and right)on
1P+6 rectangular panoramic image screen.
Original image screen + eight independent sub-
(7] screens. You can zoom or drag the image in all the
screens. You canrotatetheimage onthe originalimage
1P+8 screen to change the start point.
X 180° rectangular panoramic image screen (fromleft to
right). You can drag the image in all the screens (upand
Wall mount

1P

down) to adjust the vertical view.




180° rectangular panoramic image screen + three
independent sub-screens. You can zoom or drag the
image in all thescreens. You can drag the image in all
the screens (upper and lower) to adjust the vertical
view.

180° rectangular panoramic image screen + four
independent sub-screens. You can zoom or drag the
image in all thescreens. You can drag the image in all
the screens (upper and lower) to adjust the vertical
view.

1P+8

180° rectangular panoramic image screen + eight
independent sub-screens. You can zoom or drag the
image in all thescreens. You can drag the image in all
the screens (upper and lower) to adjust the vertical
view.

VR mode

2]

Panorama

Drag or cross the screen 360° to unfold thedistortion
panorama, and you can drag theimage in left/right
direction.

)
S

Semi-circle

You can drag the image in upper/lower/left/right
direction. Press | todisplay the panorama, and press O
to resume the original size. Press S to rotate the image
in anticlockwise direction, and press E to stop the

rotation.

Scrollthe mouse wheelto zoom theimage.

M a

Cylinder

Display the distortion panoramain360°circularity.
You can drag the image in upper/lower/left/right
direction. Press | to display the panorama, and press O
toreturnto the original size.

Press S to rotate the image in anticlockwisedirection,
and press E to stop the rotation. Scrollthe mouse wheel

tozoomtheimage.

()

Asteroid

e You can drag the image in
upper/lower/left/right direction. Press | to
display the panorama, and press O to returnto
the original size.

e Press the left mouse-button to slide downto

display the image on the plane surface.

e Scrollthe mouse wheelto zoom theimage.




4.3. PTZ Operation

This section introduces PTZ parameter configuration, PTZ control and PTZ function configuration.

4.3.1. Configuring External PTZ Protocol

You need to configure PTZ protocol when accessing external PTZ camera; otherwise, the cameracannot control external PTZ

camera.

43.1.1. Prerequisites
e Access external PTZ through RS-485.

e You have configured the parameters of serial port. For details, see "4.8.6.1 Serial Port Settings".

4.3.1.2. Procedure

Step 1 Select Setting > PTZ Setting - Protocol.
Step 2 Select the PTZ protocol.

Step 3 Click OK.

4.3.2. Configuring PTZ Function
4.3.2.1. Preset

Preset means a certain position that the camera can make quick orientation to. It includes PTZ pan and tilt angles, camera
focus, and location.

Step 1 Select Setting > PTZ Settings - Function - Preset.
Figure 4-8 Preset
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Step 2 Set the speed, and click *ﬁ;", @ and @ to adjust the parameters of direction, zoom,focus and iris, to move the
camera to the position you need.

Step 3 Click Add to add the current position to be a preset, and the preset is displayed in preset list.

Step 4 Double-click the preset title to edit it.

Step 5 Click & tosavethe preset.

4.3.2.1.1. Related Operations
e C(Click & todeletethe preset.

e  Click RemoveAll to remove all presets.

43.2.2. Tour

Tour means a series of movements that the camera makes along several presets.

4.3.2.2.1. Prerequisites

You have set several presets.

Step 1 Select Setting > PTZ Settings 2 Function - Tour.
Figure 4-9 Tour
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Step 2 CIickAdd@ to add tour. Double-click the tour name to edit the name.
Step 3 CIickAdd@ to add preset. Double-click the duration to set the duration.
Step 4 Select the tour mode.
e  Original path: The PTZ camera moves in the order of the selected presets.
o  Shortest path: The PTZ camera ranks presets by distance and moves in the optimal path.
Step 5 Click Save.
Step 6 Click Start to start touring.



e |f you operate PTZ during tour, the camera will stop tour.

e  Click Stop to stop touring.

4.3.2.3. Scan

Scan means the camera moves horizontally at a certain speed between the configured left and rightlimits.

Step 1 Select Setting = PTZ settings = Function 2 Scan.
Figure 4-10 Scan
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» Idie Motion
» PowerUp

» PTZ Limit

» Time Task
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Step 2 Select the scan number, and set the speed.
Step 3 Click Setup to set left limit and right limit.

e  Click Set Left Limit to set the current position to be the left limit.
o  C(lick Set Right Limit to set the current position to be the right limit.

Step 4 Click Start to start scanning. Click Stop to stop scanning.



4.3.2.4. Pattern
Pattern means a recording of a series of operations that you make to the camera, and when pattern starts, the camera performs

the operations repeatedly. The operations include horizontal and vertical movements, zoom and preset calling. Record and
save the operations, and then you can call the pattern path directly.

Step 1 Select Setting = PTZ settings = Function - Pattern.

Figure 4-11 Pattern
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Step 2 Select the pattern number.

Step 3 Click Setup, and then click Start Rec. Adjust the parameters of direction, zoom, focus andiris according to the actual
situation.

Step 4 Click Stop Rec to stop recording.

Step 5 Click Start to start patterning.

Step 6 Click Stop to stop patterning.



4.3.2.5. Pan

Enable Pan, the camera can realize continuous 360° horizontal rotation at a certain speed.
Step 1 Select Setting 2 PTZ settings - Function - Pan.

Figure4-12 Pan
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Step 2 Set the pan speed and click Start, and the camera starts horizontal rotation.

Click Stop to stop rotation.

4.3.2.6. PTZ Speed

PTZ speed means the rotation speed of the PTZ camera during touring, pattern, or auto tracking.
Step 1 Select Setting > PTZ settings = Function - PTZ Speed.

Figure 4-13 PTZ speed
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Step 2 Select the PTZ speed: Low, Middle, and High.

PTZ Speed () Low ®) Medium ()

High



Speed under the direction buttons refers to the rotation angle of the PTZ camera for each press of the direction button.

4.3.2.7. Idle Motion

Idle motion means that the PTZ camera implements the operation which is configured in advance when it does not receive

anyvalid command within the set time.
43.2.7.1. Prerequisites
You have configured the PTZ motions, including preset, scan, tour, or pattern.

4.3.2.7.2. Procedure
Step 1 Select Setting = PTZ settings = Function = Idle Motion.

Figure 4-14dle motion
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Step 2 Select the Enable check box to enable the idle motion function.

Step 3 Select theidle motion and set theidle time.

You needtoselect the corresponding number for some selected idle motions, such asPreset001.

Step 4 Click Save.



4.3.2.8. Powerup

After setting Powerup motion, the camera will perform the configured motion after it is powered on.

Step 1 Select Setting = PTZ settings = Function - Power UP.

Figure 4-15 Power Up
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Step 2 Select the Enable check box to enable the power up function.

Step 3 Select the power up motion.
[1]

When you select Auto, the system will perform the last motion that is executed for more than 20s before power-off.

Step4 Click OK.



4.3.2.9. PTZ Limit

After setting PTZ limit, the camera can only rotate within the configured area.
Step 1 Select Setting 2 PTZ settings > Function - PTZ Limit.

Figure 4-16 PTZ limit
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Step 2 Adjust the direction buttons, and then click Setting@ to set the up line; click Setting@ to set the down line.

Click Live to view the configured-upline and down line.

Step 3 Select the Enable check box to enable the PTZ limit function.

4.3.2.10. Time Task

After setting time task, the camera performs the motions during the configured period.

4.3.2.10.1. Prerequisites

You have configured the PTZ motions, including preset, scan, tour, and pattern.

4.3.2.10.2. Procedure
Step 1 Select Setting 2 PTZ settings 2 Function - Time Task.



Figure 4-17 Time task
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Step 2 Select the Enable check box to enable time task function.
Step 3 Select the time task number.
Step 4 Select the time task action.

You needtoselect the corresponding action number for some selected time task actions.

Step 5 Set the auto home time in Auto Home.

Auto Home: When you call PTZ, the time task will be interrupted. After setting Auto Home time, the camera will resume the time
task automatically.

Step 6 Click Period setting to set the time of the task, and then click Save.

Forsetting arm time, see "5.1.1.1 Setting Period".

Step 7 Click Save.

4.3.2.10.3. Related Operations
You can copythe configurations of existing task number to other task number.
a. Select the existing task number in Time Task num.
b. Select the task number to be configured in Copy To Task No.
¢. Click Copy.
d. Click Save.



43.2.11. PTZ Restart

Step 1 Select Setting = PTZ settings = Function - PTZ Restart.
Figure 4-18 PTZ restart
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Step 2 Click PTZ Restart to restart PTZ.

4.3.2.12. Default

A\

Be careful when doing this operation. It will restore the camera to default configuration, and result in data loss.

Step 1 Select Setting - PTZ settings - Function - Default.
Figure 4-19 Default
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Step 2 Click Default and the PTZ function is restored to default.

4.3.3. Calling PTZ
Click on Live interface, and the PTZ configuration panel is displayed. You can control PTZ andcall PTZ function.

4.3.3.1. PTZ Control

You can rotate device, zoom image, and adjust iris through PTZ control or virtual joystick. See Figure 4-20 and Figure 4-21.

Figure 4-20 PTZ control
PTZ Control Joystic
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Speed(1-8)
e Zoom °




(A N«
[a > ): Rotate PTZ direction through direction button. PTZ supports eight directions: left/right/up/down/upper

left/upper right/bottom left/bottom right. Click , and draw a box in the image, PTZ will rotate, focus and quickly
position the defined scene.

: Rotate PTZ direction through joystick. Select and hold @, and drag it to the direction that you need, then
PTZ will move to the defined direction.

e  Speed: Measure the rotation speed. The higher the speed value is, the faster the speed becomes.

e Zoom, focus and iris: Click @ or @ to adjust zoom, focus and iris.

4.3.3.2. PTZ Function

Select the PTZ function from the drop-down list to call the corresponding functions, including Scan, Preset, Tour, Pattern, Pan,
Go to, Assistant and Light Wiper. See Figure 4-22. For details, see Table 4-6.Before calling PTZ function, see "4.3.2 Configuring PTZ

Function" to configure PTZ function.

e Ifanexternal PTZ is connected to the camera, the configurations are valid only when the corresponding functions are
available on the external PTZ.
e Therange of PTZ function (such as preset and tour) depends on the PTZ protocol.

Figure 4-22 PTZ function

Table 4-6 Description of PTZ function

Parameter Description

Set the scan number and click Start, the camera moves horizontally at a certain speed
Scan between the set left and right limit. Click Stop to stop scanning.

Set the preset number and click Go to, the camera quickly positions thecorresponding
Preset preset.

Set the tour number and click Start, the camera moves in the order of theselected
Tour presets. Click Stop to stop touring.

Set the pattern number and click Start, the camera moves continuouslyaccording to the

Pattern operation recording. Click Stop to stop patterning.

Operation recording includes the information of manual operation, focus andzoom.




Pan Click Start, and the camera rotates 360° at a certain speed in horizontaldirection.

Set the horizontal angle, vertical angle, and zoom. Click Go to to position acertain point
Goto accurately.

Set the assistant number and click Aux Onto enable the corresponding assistant
Assistant function, and then you can adjust the camera. Click Aux Off todisable the corresponding
assistant function.

Set the light or wiper of the camera.
Light/Wiper e C(lick Enable to enable light/wiper function.
® (lick Disable to disable light/wiper function.




4.4. Playback

This section introduces playback related functions and operations, including video playback and picture playback.

o Before playing back video, configure record time range, record storage method, record schedule and record control.
For details, see "5.1.1.2.1 Setting Record Plan".

o Before playing back picture, configure snapshot time range, snapshot storage method, snapshot plan. For details,
see"5.1.1.3.1 Setting Snapshot Plan".

4.4.1. Playback Interface
Click the Playback tab, and the Playback interface is displayed.

Figure 4-23 Video playback
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Figure 4-24 Picture playback
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Table 4-7 Playback interface description

Function

Fisheye

Description ‘

Click E, you can select display mode according tothe
installation mode during playback.

This function is only available on fisheye cameras.

Rules Info

Click intelligent rules and object detection boxare
displayed. Itis enabled by default.
1]

Rules Info is valid only when you enabled the rule during
recording.

Sound

Controls the sound during playback.

° .: Mute mode.

. E; Vocal state. You can adjust the sound.

Play control bar

Control’s playback.
° m: Click the icon to play back recorded videos.

E; Click the icon to stop playing back recorded
videos.

m: Click the icon to play the next frame.

m: Click the icon to slow down the playback.

E]: Click the icon to speed up the playback.

Progress bar

Displays the record type and the corresponding period.
Click any point in the colored area, and the system will play
back the recorded video fromthe selected moment. Each
record type has its own color, and you can see their relations
in Record Type bar.

Record/Snapshot Type

Select the record type or snapshot type.
e Record typeincludes General, Event, Alarm,Manual.

e Snapshot typeincludes General, Event, Alarm.

Assistant

selected area through two operations.

. m: Click the icon to capture one picture of the

current video, and it will be saved to the configured
storage path.

Playback video

You can select the file type, data source, and recorddate.




. ‘ Clip a certain recorded video and save it. For details,see "4.4.3
8 Video clip Clipping Video".
9 Time format ofprogress Includes 4-time formats:;,| @1hr | | @30min |. Take as an
bar example, the whole progress stands for 24 hours.

4.4.2. Playingback Video or Picture

This section introduces the operation of video playback and picture playback. This section takes video playbackasanexample.
Step 1 Select dav from the Record Type drop-down list and SD card from the Data Src drop-down list.
Select jpg from Record Type drop-down list when playing back pictures, and you do not need toselectdatasource.

Figure 4-25 File type selection
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Step 2 Select the record type in Record Type.

Figure 4-26 Record type selection
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When selecting Event as the record type, you can select the specific event types from theplayback file list, such as Motion

Detection, Video Tamper and Scene Changing.



Figure 4-27 Specific event types
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Step 3 Select the month and year of the video that you want to play.

Those dates with blue color indicate there were videos recorded in those days.

Step 4 Play video.

click [»)

inthe control bar.

The system plays the recorded video of the selected date (in the order of time).

The system plays the recorded video of the selected date (in the order of time).

Clickany pointinthe colored areaonthe progress bar.The playback starts from that moment.

Figure 4-28 Progress bar

Click = =

, the video files of the selected date would be listed. Enter the start time andend time, and then click m

to search all files between the start time and end time. Double-click the file in the list, and the system plays the video

and displays file size, starting time, and ending time.



4.4.3. Clipping Video

Figure 4-29 Playback file list
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Step 1 Click , the video files of the selected date are listed.

Step 2 Select dav or mp4 in Download Format.
Step 3 Click on the progress bar to select the start time of the target video, and then click . See Figure 4-30.

Figure 4-30 Clipping video
00000 O

Step 4 Click again on the progress bar to select the end time of the target video, and then click .



Step 5 Click sl 1 to download the video.

The system will prompt that it cannot play back and download at the same time.

Step 6 Click OK.
The playbackstops andtheclipped fileis saved in the configured storage path. For theconfiguration of storage path, see "4.5.2.5
Path".

4.4.4. Downloading Video or Picture
Download videoor pictureto a defined path. You can download single video or picture file or download themin batches. This

section takes downloading video as an example.

[

e Playbackand downloading at the same time is not supported.
e  QOperations might vary with different browsers.

e  Fordetails of viewing or setting storage path, see "4.5.2.5 Path".

444.1. Downloading A Single File

Step 1 Select dav from the Record Type drop-down list and SD card from the Data Src drop-down list.

Select jpg from Record Type drop-down list when playing back pictures, and you do not need to select datasource.

Step 2 Click | £ , the video files of the selected date are listed. See Figure 4-29.
Step 3 Select dav or mp4 in Download Format. Click E next to the file to de download.

The system starts to download the file to the configured path. When downloading pictures,you do not need to select the

download format.

4.4.4.2. Downloading Files in Batches

Step 1 Clickl ® . onthe playback interface.



Figure 4-31 Batch download
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Step 2 Select the record type, set the start time and end time, and then click Search. The searched files are listed.
Step 3 Select the files to be downloaded, select dav or mp4 from the Format drop-down list, andthen set the storage path. Click
Download.

The system starts to download the file to the configured path. When downloading picture,you do not need to select the

download format.

4.5. Camera
This section introduces the camera setting, including conditions, video and audio.
11

Camera parameters of different devices might vary.

4.5.1. Conditions

Configure camera parameters of the camera to ensure surveillance goes properly.

4.5.1.1. Conditions

Configure camera parameters according to the actual situation, including picture, exposure, backlight and white balance.

45.1.1.1. Interface Layout
Configure camera parameters to improve the scene clarity and ensure that surveillance goes properly. See Figure 4-32.

e You can select normal, day or night mode to view the configuration and the effect of the selected mode, such as
picture, exposure, and backlight.

o Camera with PTZ function supports zoom, focus and iris operations. See Figure 4-33. Configure speed, click direction
button, @ and @ to adjust the direction, zoom, focus and iris and soon, to adjust the camera to the proper

position.



Figure 4-32 Camera conditions
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Figure 4-33 Camera conditions (PTZ camera)
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4.5.1.1.2. Picture
You can configure picture parameters as needed.

Stepl Select Setting = Camera = Conditions = Conditions = Picture.



Figure 4-34 Picture

Style | Standard V|
Brightness [ (] [+] 50
Contrast [=| U [+] 50
Saturation [= | U [+] 50
Chroma CNT [=] (] [+] 50
Sharpness [~ U [+] 50
Sharpness CHT [=] U [+] 50
Gamma [—] U [+] 50

Flip | 130° V|

EIS({ 7 On (@ Off

Picture Freeze () On (@) Off

L

Step 2 Configure picture parameters.

Table 4-8 Description of picture parameters

Parameter Description

Select the picture style from soft, standard and vivid.

e  Soft: Defaultimage style, displays the actual color of the image.
Style e Standard: The hue of the image is weaker than the actual one, andcontrast
issmaller.

e Vivid: The image is more vivid than the actual one.

Changes the value to adjust the picture brightness. The higher the value is, the
Brightness brighter the picture will be, and the smaller the darker. Thepicture might be hazy
if the value is configured too big.

Changes the contrast of the picture. The higher the value is, the more the contrast
will be between bright and dark areas, and the smaller theless. If the value is set
too big, the dark area would be too dark and bright area easier to get
overexposed. The picture might be hazy if the valueis set too small.

Contrast

Makes the color deeper or lighter. The higher the value is, the deeper the color
Saturation will be, and the lower the lighter. Saturation value does not change image
brightness.

Changes the sharpness of picture edges. The higher the value is, theclearer the
Sharpness picture edges will be, and if the value is set too big, picturenoises are more likely to
appear.

Changes the picture brightness and improves the picture dynamicrange in a
Gamma non-linear way. The higher the value is, the brighter the picture will be, and the
smaller the darker.

Mirror Select On, and the picture would display with left and right sidereversed.




Changes the display direction of the picture, see the options below.
e 0°:Normaldisplay.
e  90°: The picture rotates 90° clockwise.
e 180°:Thepicture rotates 90° counterclockwise.
Flip e 270°: The picture flips upside down.
L]
For some models, please set the resolution to be 1080p or lower whenusing 90°
and 180°. For details, see "4.5.2.1 Video".
Corrects the device shaking with difference comparison algorithm andimproves
EIS the image clarity, effectively solves the picture shaking problem.
When you call a preset, the image displays the preset location, not therotation
Picture Freeze image.

Step 3 Click Save.

4.5.1.1.3. Exposure
Configure iris and shutter to improve image clarity.
1]

Cameras with true WDR do not support long exposure when WDR is enabled in Backlight.

Stepl Select Setting > Camera - Conditions - Conditions - Exposure.

Figure 4-35 Exposure
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Step 2 Configure exposure parameters.



Table 4-9 Description of exposure parameters

Parameter ‘ Description

You canselect from 50 Hz, 60 Hz and Outdoor.
e 50 Hz: When the electric supply is 50 Hz, the system adjusts the exposure
according to ambient light automatically to ensure thatthere is no stripe
o appears.
Anti-flicker e 60 Hz: When the electric supply is 60 Hz, the system adjusts the exposure
according to ambient light automatically to ensure thatthere is no stripe
appears.

e Qutdoor: Youcanselect any exposure mode as needed.

Device exposure modes.
e Auto: Adjusts the image brightness according to the actualcondition

automatically.

e  Gain Priority: When the exposure range is normal, the system prefers
the configured gain range when auto adjusting accordingto the
ambient lighting condition. If the image brightness is not enoughand
the gain has reached upper or lower limit, the system adjusts shutter
value automatically to ensure the image at ideal brightness. You can
configure gain range to adjust gain level when using gain priority
mode.

e Shutter priority: When the exposure range is normal, the system
prefers the configured shutter range when auto adjusting according

Mode to the ambient lighting condition. If the image brightness is not
enough and the shutter value has reached upperor lower limit, the
system adjusts gain value automatically to ensure the image at ideal
brightness.

e lris priority: The iris value is set to a fixed value, and the device adjusts
shutter value then. If the image brightness is not enoughand the
shutter value has reached upper or lower limit, the systemadjusts gain
value automatically to ensure the image at ideal brightness.

e Manual: Configure gain and shutter value manually to adjust image
brightness.

L1

When the Anti-flicker is set to Outdoor, you can select Gain priority
or Shutter priority in the Mode list.

Sets the value, and it ranges from 0 to 50. The higher the value is, thebrighter the
Exposure Comp image will be.

Set the effective exposure time. The smaller the value, the shorter theexposure
Shutter time will be.

When selecting Shutter Priority or Manual in Mode, and setting Customized

Shutter range ; ’°
Range in Shutter, you can set shutter range, and the unit is ms.




When selecting Gain Priority or Manual in Mode, you can set shutterrange. With
Gain minimum illumination, the camera increases Gain automatically to get clearer
images.
Iris When selecting Aperture Priority in Mode, you can set iris range.
This configuration is available only when the camera is equipped withauto-iris
lens.
e When auto iris is enabled, the iris size changes automaticallyaccording
Autolris to the ambient lighting condition, and the image brightness changes
accordingly.
e When auto iris is disabled, the iris stays at full size and does not
change no matter how ambient lighting condition changes.
2DNR Averagesingle-frame dots and other dots around to reduce noise.
3DNR Works with multi-frame (no less than 2 frames) images and reducesnoise by
using the frame information between previous and latter frames.
Grade This configurationis available only whenthe 3DNRis enabled.The higher the DNR
levelis, the better the result will be.

Step 3 Click Save.

4.5.1.1.4.

Backlight

You can select backlight mode from Auto, BLC, WDR, and HLS.

Step 1 Select Setting > Camera - Conditions - Conditions - Backlight.

» Picture
v Exposure

» Backlight

Figure 4-36 Backlight
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Step 2Configure backlight parameters.
Table 4-10 Description of backlight parameters

Backlight mode ‘ Description

Auto The system adjusts image brightness according to ambient lighting condition
automatically to ensure image clarity.

Enable BLC, the camera can get clearer image of the dark areas on thetarget when
shooting against light. You can select Default mode or Customized mode.

e  When in Default mode, the system adjusts exposure according to ambient

BLC lighting condition automatically to ensure the clarity of thedarkest area.

e  When in Customized mode, the system auto adjusts exposure only to

e the set area according to ambient lighting condition to ensure theimage of
the set area at ideal brightness.

The system dims bright areas and compensates dark areas to ensure the clarity of all
the area. The higher the value is, the brighter the dark will be,but the more the noise will
be.

|.-.._—_|

There might be a few seconds of video loss when the device is switchingto WDR
mode from other mode.

WDR

Enable HLS when extreme strong light is in the environment (such as tollstation or
HLS parking lot), the camera will dim strong light, and reduce the size of Halozone to lower
the brightness of the whole image, so that the camera can capture human face or car
plate detail clearly. The higher thevalue is, the more obvious the HLS effect will be.

Step 3 Click Save.

4.5.1.1.5. WB
WB function makes the image color display precisely as it is. When in WB mode, white objects would always display white

colorindifferent environments.

Step 1 Select Setting - Camera - Conditions - Conditions - WB.

Figure 4-37 WB
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Step 2 Configure WB parameters.



Table 4-11 Description of WB parameters

WB mode Description

The system compensates WB according to color temperature to ensurecolor
Auto precision.

The system auto compensates WB to environments without artificial light to
Natural ensure color precision.
Streetlamp The system compensates WB to outdoor night scene to ensure colorprecision.

The system auto compensates WBto most outdoor environments withnatural or
Outdoor artificial light to ensure color precision.

Configure red and blue gain manually; the system auto compensates WB
Manual according to color temperature.

. The system compensates WB only to the set area according to colortemperature

Regional Custom to ensure color precision.

Step 3 Click Save.

4.5.1.1.6. Day & Night
Configure the display mode of the image. The system switches between color and black-and-whitemode according to the

actual condition.

Step 1 Select Setting - Camera - Conditions 2 Conditions 2 Day & Night.

Figure 4-38 Day and night
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Step 2 Configure day and night parameters.



Table 4-12 Description of day and night parameters

Parameter Description

You can select device display mode from Color, Auto, and B/W.
(11
Day & Night configuration is independent from profile management

configuration.
Mode °

e  Color: The system displays color image.
e Auto: The system switches between color and black-and-whitedisplay
according to the actual condition.

e  B/W: The system displays black-and-white image.

This configuration is available only when you set Auto in Mode.

Sensitivity You can configure camera sensitivity when switching between color andblack-
and-white mode.

This configuration is available only when you set Auto in Mode.

You can configure the delay when camera switching between color andblack-and-
white mode. The lower the value is, the faster the camera switches between color
and black-and-white mode.

Delay

Step 3 Click Save.

4.5.1.1.7. Zoom and Focus
Initialize lens to adjust zoom and focus. Only PTZ camera supports lens initialization.

Step 1 Select Setting - Camera - Conditions 2 Conditions > ZoomFocus.

Figure 4-39 Zoom and focus
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Step 2 Configure zoom and focus parameters.



Table 4-13 Description of zoom and focus parameters

Parameter Description

. Select On to enable digital zoom function.

Digital Zoom
After the optical zoom reached the upper limit, enable digital zoomfunction, you
still can-do digital zoom operation.

Zoom Speed Adjusts zoom speed. The higher the value is, the higher the speed willbe.

Mode Sets focus mode.

e Auto: When image moves or object changes in the scene, thecamera
will focus automatically.

e Semi Auto: Click @ or @ corresponding to Focus or Zoom,the
camera will focus. Calling preset, positioning accurately or rotating PTZ
also will trigger focus.

e  Manual: Click @ or @corresponding to Focus to adjust the

o focus.

Focus Limit When thefocus lengthistoo short, the camera will focus on the domecover. Sets
the shortest focus distance to avoid focusing on the dome cover. You can also
changethefocus speed by changing focus length.

Sensitivity The éensmwty of triggering focus. The higher the value is, the easier thefocus will
be triggered.

Step 3 Click Save.
11

Click Lens Initialization, the lens will adjust the zoom and focus parameters.

45.1.1.1 llluminator

This configuration is available only when the device is equipped with illuminator.

Step1 Select Setting > Camera - Conditions 2 Conditions = Illuminator.

Figure 4-40 llluminator

Profile | Day v
b Ficture Mode | Auto V|
» Exposure
+ Backlight
+ WB
v Day & Might



Step 2 Configure illuminator parameters.

lHluminator

Fill Light

Table 4-14 Description of illuminator parameters

Description
Set Fill Light for sound and siren cameras.
¢ |RMode:EnablethelRilluminator,and the white lightis disabled.
e  White Light: Enable the white light, and the IR illuminator isdisabled.
e  Smart illumination. The system will switch the illuminatorsaccording
to the actual condition.
When the ambient light reaches the threshold of IR illuminator, the IR
illuminator is enabled. The white light is enabled when the target appears in
surveillance area, disabled when the target is out of the surveillance area, and
then the IR illuminator is enabledaccording to the ambient light.

When selecting Smart lllumination as Fill Light, you need to set theilluminator
delay. Itis 60seconds by default, and the range is 30-300 seconds.

Manual

Adjust the brightness of illuminator manually, and then the systemwill supply
illuminatortotheimage accordingly.

Auto

Smart IR

The system adjusts the illuminator intensity according to the ambientlighting
condition.

Mode

Zoom Prio

The system adjusts the illuminator intensity automatically accordingto the
change of the ambient light.

e  Whenthe ambientlight turns darker, the systemturnsonthe low
beam lights first, if the brightness is still not enough, it turns on the
high beam lights then.

e  Whentheambientlight turns brighter, the system dims highbeam
lights until they are off, and then the low beam lights.

e When the focus reaches certain wide angle, the system will not turn
on high beam light in order to avoid over-exposure in short
distance. In the meantime, you can configure light compensation

manually to fine-tune IR light intensity.

off

llluminator is off.

Step 3 Click Save.




4.5.1.1.8. Defog
The image quality is compromised in foggy or hazy environment and defog can be used toimproveimage clarity.

Step 1 Select Setting - Camera - Conditions 2 Conditions 2 Defog.

Figure 4-41 Defog

Profile | Day v
¢ Ficture Mode | off Vl
» Exposure
» Backlight
+ WB
» Day & Might

» Focus & Zoom

¥ [lluminator

Step 2 Configure defog parameters.

Table 4-15 Description of defog parameters

Defog Description

Configure function intensity and atmospheric light mode manually, and thenthe
Manual system adjusts image clarity accordingly. Atmospheric light modecan be adjusted
automatically or manually.

Auto The system adjusts image clarity according to the actual condition.

off Defog function is disabled.

Step 3 Click Save.



4.5.1.1.9. Fisheye
Select install mode and record mode according to the actual installation scene. When the camera accesses to the platform with

corrective stream, the platform displays the corrective image.

This function is only available on fisheye device.

Step 1 Select Setting - Camera - Conditions - Conditions - Fisheye.

Figure 4-42 Fisheye

Profile | Day v |

> Ficture Inztall Mode | Ceiling w |

» Exposure

» Backlight

r WB

v Day & Might

» lluminator

Step 2 Set installation mode and record mode.

Table 4-16 Description of fisheye parameters

Parameter Description

Install Mode You can select Ceiling, Wall, or Ground.

e 10:The original image before correction.

e 1P:360°rectangular panoramic image.

e 2P: When the install mode is Ceiling or Ground, you can set this mode.
Two associated 180° rectangular image screens, and at anytime, the
two screens form a 360° panoramic image.

e 1R:Originalimage screen +independent sub-screen. You canzoom or

Record Mode dragtheimageinall the screens.

e 2R: Original image screen + two independent sub-screens. Youcan
zoom or drag theimage in all the screens.

e 4R: Original image screen + four independent sub-screens. Youcan
zoom or drag theimage in all the screens.

e 10+3R:Originalimage screen +threeindependent sub-screens.You
can zoom or drag the image in original image screen and move the
image (upper and lower) in sub-screens to adjust the vertical view.

Step 3 Click Save.



4.5.1.1.10. Image Correction
Enable theimage correction function to correct some bent objects (such as roads) in the image ofpanoramic splicing cameras,

but it willinfluence the field of view.

Figure 4-43 Image correction

+ Image Correction

4,5.1.1.11. Splicing Mode
Select the splicing mode to splice several images of different lens to a panoramic image. You can select Merged Splicing or

Splicing for Mode.

Figure 4-44 Splicing mode

Day |7
Merged Splicing Ea

+ Splicing Mode




45.1.2. Profile Management
The surveillance system works in different ways as profile configured in different time.

Step 1 Select Setting = Camera = Conditions - Profile Management.
The Profile Management interface is displayed.

Step 2 Manage profile.

o  When Profile Management is set as General, the surveillance system works under General configuration.

Figure 4-45 General

Conditions Profile Management| Zoom and Focus

Profile Management ) General (@ Full Time () Schedule ) Day/Might

Always Enable | Day V|

| Default | | Refresh | | Save

e When Profile Management is set as Full Time, you can select Day or Night in the Always Enable list, the surveillance
system works under Always Enable configuration.
Figure 4-46 Full time

Conditions Profile Management, Zoom and Focus

Profile Managemeant ) General (@ Full Time () Schedule () Day/Might

Always Enable | Day V|

| Default | | Refresh | | Save

o  When Profile Management is set as Schedule, you can drag the slide block to set certain time as Day or Night. For
example, set 8:00-18:00 as day, and 0:00-8:00 and 18:00-24:00 as night.



Figure 4-47 Schedule

N

Profile Management () General ( Full Time (@) Schedule (' Day/Night

Porcaseun | R S S SR S S
0:00 4:00 300 12:00 16:00 20:00 2400

W Day @ Night

Default ‘ | Reiresh ‘ | Save

e  When Profile Management is set as Day & Night, the surveillance system works under Day & Night configuration.

Figure 4-48 Day/Night

Conditions IFroﬂIe Hanagementl Zoom and Focus _

Profile Management () General () Full Time () Schedule (! Day/Might

| Default | | Refresh | | Save |

Step 3 Click Save.

4.5.1.3. Zoom and Focus

You can adjustimage clarity through auto or manual focus; and adjust the image size through zoom.For details, see "4.2.4.2

Zoom and Focus".

4.5.1.4. Splicing

When the panorama contains multiple images of various lens, enable this function. Before splicing, make sure that the
surveillance scene is large and there is no shield on the image, and do not movethe camera; otherwise, the splicing might
fail.

For some models, you need to select Setting = System = General = Splicing to enable the splicing function. For details, see
"4.8.3Splicing".

Step 1 Select Setting » Camera = Conditions = Splicing.



Figure 4-49 Splicing

cotors ot arscenen]  spicrs

Splicing Distance E]'ﬁo ~(] 50

~ Auto Fine Tuning

A
Auto Fine Tuning

Step 2 Click [=], ordrag 0 to adjust the splicing distance. Then the splicing starts, andafter splicingis completed, there

is successful note on the interface.
Step 3 (Optional) Click Auto Fine Tuning when the splicing effect is not good, and the cameraautomatically adjusts the splicing

finely.

4.5.2. Setting Video Parameters

This section introduces video parameters, such as video, snapshot, overlay, ROl (region of interest), and path.
[1]

Click Default, and the device is restored to default configuration. Click Refresh to view the latest configuration.

4.5.2.1. Video

Configure video stream parameters, such as stream type, encode mode, resolution, frame rate, bit rate type, bit rate, | frame

interval, SVC, and watermark.

Step 1 Select Setting - Camera - Video - Video.

Figure 4-50Video

Video Snapshot Overlay ROI Path
Main Stream Sub Stream
Enatie
Encode Mode Encode Mode
Resolution Frame Rale(FPS) |12 v
Frame Rate(FPS)  [50 ~ Bit Rate Type
Bit Rate Type CBR ~ Quality
Reference Bit Rate  1792-5120KbiS Reference Bit Rate  52-155Kb/S
[ — N S—
1 Frame Interval (50~150) | Frame Interval (12~150)
R Watermark Settings
Watermark Gharacier
| Default | ‘ Refresh ‘ | Save




Step 2 Configure video parameters.
Table 4-17 Description of video parameters

Parameter ‘ Description

Select the Enable check box to enable sub stream, it is enabled bydefault.
Enable (1]

You can enable multiple sub streams simultaneously.

Select encode mode.
e H.264: Main profile encode mode. Compared with H.264B, itrequires
smaller bandwidth.
e H.264H: High profile encode mode. Compared with H.264, itrequires
smaller bandwidth.
Encode Mode e H.264B: Baseline profile encode mode. It requires smallerbandwidth.
e H.265: Main profile encode mode. Compared with H.264, it requires
smaller bandwidth.
e  MIPEG: When under this mode, the image requires high bit rate value to
ensure clarity, you are recommended to set the Bit Rate value to the

biggest value in the Reference Bit Rate.

Select the encoding strategy as needed.

e  General: Disable smart codec.

e Smart Codec: Enable smart codec to improve video compressibility
and save storage space. Itis applicable to static scenes.

e Al Code: When the bandwidth and storage space are restricted, the
camera will select the encoding strategy with lower bit rate to save
storage space. Itis applicable to dynamic scenes.

Encoding Strategy After Al codec is enabled, Bit Rate Type is CBR, and it cannot be changed.
Comparing with general mode, Al codec has lower biterate. This function is only

available on cameras with Al functions.

A\

After smart codec and Al codec are enabled, the camera would stop supporting

the third stream, ROI, and smart event detection, and the

actual interface shall prevail.

The resolution of the video. The higher the value is, the clearer theimage will be,

Resolution but the bigger the bandwidth will be required.




Video Clip

This function is available only for sub stream 2 of some selects models.

e  Mainstream

e Select the resolution as needed and click %X next to Resolution. The
Area interface is displayed.

a. Cliptheimage on the Area interface, and then click Save.View the clipped
video on Live interface.
e Substream?2
1. Select Video Clip and click ¥ .The Area interfaceis displayed.
2. View the clipped video on Live interface (only the live interface
of sub stream 2 displays the clipped area).

Frame Rate (FPS)

The number of frames in one second of video. The higher the value is,the clearer
and smoother the video will be.

The bit rate control type during video data transmission. You can select bit rate
type from:

e (CBR (Constant Bit Rate): The bit rate changes a little and keeps closeto

the defined bit rate value.

Bit Rate Type e VBR (Variable Bit Rate): The bit rate changes as monitoring scene
changes.
The Bit Rate Type can be only be set as CBR when Encode Mode is setas MJPEG.
This parameter can be configured only when the Bit Rate Type is set as
Quality VBR.

The better the quality is, the larger the bandwidth will be requested.

Reference Bit Rate

The most suitable bit rate value range recommended to user accordingto the
defined resolution and frame rate.

This parameter can be configured only when the Bit Rate Type is set as
VBR.

Max Bit Rate You can select the value of the Max Bit Rate according to the Reference Bit Rate
value. The bit rate then changes as monitoring scene changes, but the max bit
rate keeps close to the defined value.

This parameter can be configured only when the Bit Rate Type is set as
CBR.
Bit Rate

Select bit rate value in the list according to actual condition. You can also
customize the value.

| Frame Interval

This parameter can be configured only when Encoding Strategy is setas General
orAl Codec.

The number of P frames between two | frames. The smaller the value, the higher
the image quality, and the range changes as Frame Rate(FPS) changes. It is
recommended to set | Frame Interval twice ashig as Frame Rate(FPS).

When selecting Al Codec in Encoding Strategy, you can only select thevalue same
as ortwice as big as Frame Rate(FPS).




SvC

Scaled video coding, able to encode a high quality video bit stream thatcontains
one or more subset bit streams. When sending stream, to improve fluency, the
system will quit some data of related lays according to the network status.

e 1:The default value, which means that there is no layered coding.

e 2,3 and 4: The lay number that the video stream is packed.

Watermark Settings

Watermark Character

You can verify the watermark to check if the video has been tampered.
o Select the check box to enable watermark function.
o The default character is Digital CCTV.

Stream Smooth

Click [=], or drag (} tosetthevalue of Stream Smooth.

The higher the value is, the less smooth the stream, but the higher theimage
definition; the lower the value is, the more smooth the stream, but the lower the
image definition.

(1]
The value of Stream Smooth is 100 by default.

Step 3 Click Save.

4,5.2.2. Snapshot

You can configure snapshot parameters, including snapshot type, image size, quality and interval.

Step 1 Select Setting > Camera - Video - Snapshot.

Figure 4-51 Snapshot

Video snapshot |  Overlay | ROI | Path .
Snapshot Type | General V|
Image Size 1080P (1920°1080)
Quality [5 v|
Interval [1S V|
‘ Default ‘ ‘ Refresh ‘ ‘ Save

Step2 Configure snapshot parameters.




Table 4-18 Description of snapshot parameter

Parameter Description

You can select General and Event.
e General: The system takes snapshot as scheduled. For details,see
"4,7.2 Setting Schedule".
e Event: The system takes snapshot when the video detection,

Snapshot Type

e audio detection, event, or alarm is triggered. This functionrequires the
corresponding snapshot being enabled.

Image Size The same resolution with main stream.

) Configures the snapshot quality. There are six levels of Image quality,and the
Quality sixth is the best.

Configures the snapshot frequency.

Interval Select Customized, and then you can configure snapshot frequency
manually.

Step3 Click Save.

4,5.2.3. Overlay
Configure overlay information, and it will be displayed on the Live interface.

45.2.4. Configuring Privacy Masking

You can enable this function when you need to protect privacy of some area onthe videoimage.
[1]

Functions might vary with different models.

4.5.2.4.1. Privacy Masking (1)

Step 1 Select Setting - Camera = Video - Overlay - Privacy Masking.



Figure 4-52 Privacy masking (1)
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Figure 4-53 Privacy masking (PTZ dome)

vae | swemat | oy | o

» Privacy Masking (L1 [ v|
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FUS R [ | » Time Title

» OSD info
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Step2 Configure privacy masking.
e PTZdome
1. Select the SN.
2. Adjust the live image to the proper location through PTZ, select the color, and thenclick Draw. Press the mouse
button to draw rectangles. The configuration takes effectimmediately.

3. Other operations:



v Select the SN, and click Go to, the speed dome rotates to the masked area.
v' Select the SN, and click Delete to delete the masking rectangles.

v Click Clear, and the click OK to clear all masking rectangles.

e Other cameras
1. Select Enable, and then drag the block to the area that you need to cover.

(1]
v" Youcan drag 4 rectangles at most.
v Click Remove All to delete all the area boxes; select one box, and then click
v Delete or right-click to delete it.
2. Adjust the size of the rectangle to protect the privacy.
3. Click Save.
4.5.2.4.2. Privacy Masking (2)

You can select the type of the masking from Color Lump and Mosaic.
o When selecting Color Lump only, you can draw triangles and convex quadrilaterals as blocks. You can drag 8 blocks at
most, and the coloris black.
e When selecting Mosaic, you can draw rectangles as blocks with mosaic. You can draw 4 blocks at most.

e  Color Lump + Mosaic(<4): You can draw 8 blocks at most.

Step 1 Select Setting - Camera - Video - Overlay 2 Privacy Masking.

Step 2 Select Enable.
Step 3 Click Add, select the masking type, and then draw blocks in image as needed.

Figure 4-54 Privacy masking (2)
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4.5.2.4.3. Related Operations
e Viewand edit the block
Select the privacy masking rule to be edited in the list, then the rule is highlighted, and the block frameis displayedinthe
image. You can edit the selected block as needed, including moving theposition, and adjusting the size.
e Editthe blockname
Double-click the name in Name to edit the block name.
e Delete the block
Click & todelete blocks one by one. Click Clear to delete all blocks.

4.5.2.4.4. Configuring Channel Title
You can enable this function when you need to display channel titlein the video image.

Step 1 Select Setting - Camera - Video - Overlay - Channel Title.

Figure 4-55 Channel title

021-12-00 17:53:47 [
g » Channel Title Input Channel Title:
‘\ ¥
3 ) » Time Title CPIP Cam [ +
74 \__/ L\

» Text Overlay Text Align

» Font Attribute | Right v|

» Custom Overlay

CP IP Cam

Default I | Refresh I I Save l

Step 2 Select the Enable check box, enter the channel title, and then select the text align.
(1]

Click == to expand the channel title, and you can expand 1 line at most.

Step 3 Move the title boxtothe position that youwant inthe image.
Step 4 Click Save.



4.5.2.4.5. Configuring Time Title
You can enable this function when you need to display time in the videoimage.

Step 1 Select Setting > Camera - Video - Overlay - Time Title.

Figure 4-56 Time title

» Privacy Masking @ Enable (O Disable

» Channel Title [C] Week Display

» Text Overlay
» Font Attribute

» Custom Overlay

Step 2 Select the Enable check box.
Step 3 Select the Week Display check box.
Step 4 Move the time box to the position that you wantintheimage.

Step 5 Click Save.

4.5.2.4.6. Configure Text Overlay

You can enable this functionif you need to display text in the video image.

[

Text overlay and picture overlay cannot work at the same time, and the IPC that connects to mobile NVR with private protocol

would display GPS information as priority.

Step 1 Select Setting - Camera = Video - Overlay - Text Overlay.



Figure 4-57 Text overlay
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» Time Title | FISHEYE
|
» Font Attribute ‘
» Custom Overlay } +
Text Align
| Right v

FISHEYE

pefaut |[ Rewesn ][ sae |

Step 2 Select the Enable check box, enter the text you need, and then select alignment. The text is displayed in the video
image.

Click == to expand the text overlay, and you can expand 9 lines at most.

Step3 Movethetext boxtothe positionthat you wantintheimage.

Step4 ClickSave.

4.5.2.4.7. Configure Font Attribute
You can enable this function if you need to adjust the font size in the video image.

Step 1 Select Setting > Camera = Video - Overlay - Font Attribute.

Figure 4-58 Font attribute

vao | swemat | owy | ro

» Privacy Masking Color

021-12-09 18:00:38

» Channel Title Font Size
» Time Title | Self-adaptation v

» Text Overlay

» Custom Overlay

FISHEYE

Defaut || Refresn “ sae |




Step 2 Select the font color and size.
Click More Color to customize the font color.
Step 3 Click Save.

4.5.2.4.8. Configure Picture Overlay
You can enable this function if you need to display picture information on the video image.

Text overlay and picture overlay cannot work at the same time.
Step 1 Select Setting = Camera = Video = Overlay - Picture Overlay.

Figure 4-59 Picture overlay

Video Snapshot Overlay ROI
» Privacy Masking (O Enable (@ Disable
» Channel Title Picture Preview:
» Time Title
» OSD info

» Font Attribute
» Custom Overlay

» Abnormal

Upload Picture

. . } ; Requirement for picture upload
CPiPCam S| A4 FaEaia & 1. Max size is 16k

) ) - i 2. Max resolution is 128x128 pixels.
3. 256 colors, bmp format.

Default | | Reiresh | I Save |

Step 2 Select the Enable check box, click Upload Picture, and then select the picture to beoverlaid.
The picture is displayed on the video image.

Step 3 Move the overlaid picture to the position that you want inthe image.

Step 4 Click Save.

4.5.2.4.9. Configure Custom Overlay
You can enable this function if you need to display custominformation on the video image.

Step 1 Select Setting = Camera = Video = Overlay = Custom Overlay.



Figure 4-60 Custom overlay
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Step 2 Select the Enable check box, and then select the text align.

1

Click -¢= toexpandthe custom overlay, and you can expand 1 line at most.

Step 3 Move the custom boxto the position that you wantinthe image.
Step 4 Click Save.

4.5.2.4.10. Configuring OSD Info
You can enable this function if you want to display the information of preset, PTZ coordinates, zoom, tourand location on

thevideoimage.
[1]

Onlytracking speed dome supports OSD info function.
Step 1 Select Setting - Camera = Video - Overlay - 0SD Info.



Figure 4-61 OSD information
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Step 2 Configure OSD information.

Table 4-19 Description of OSD information

Parameter Description

Select Enable, and the preset name is displayed in the image when thecamera turns
Preset to the preset, and it will disappear 3 s later.
Temperature Select Enable and the internal temperature of the current device isdisplayed.
Coordinates Select Enable and the PTZ coordinates info is displayed in the image.
Zoom
North Select Enable and the north direction is displayed in the image.
RS485 Select Enable and it will enable RS-485 communication function.
Text
Input Text Select Enable and set text, and the text is displayed in the image.
Text Align Alignment mode of the displayed information intheimage.

Step 3 Move the OSD boxtothe position that you want inthe image.
Step 4 Click Save.



4.5.2.4.11. Configuring Counting
The image displays statistics of the enter number and leave number. When the overlay function is enabled during intelligent

rules configuration, this function is enabled simultaneously.

Step1 Select Setting > Camera = Video = Overlay = Counting.

Figure 4-62 Counting

Step 2 Select the Enable check box, and then configure counting method and alignment.
Step 3 Move the counting box to the position that you want in the image.
Step 4 Click Save.

4.5.2.4.12, Configuring Structured Statistics
The image displays structured statistics. When the overlay function enabled during intelligent rules configuration, this function

is enabled simultaneously.

Step 1 Select Setting > Camera = Video - Overlay - Structured Statistics.



Figure 4-63 Structured statistics
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Step 2 Select the Enable check box, select the statistics type, and then select text align.
Step 3 Move the structured statistics box to the position that you wantintheimage.

Step 4 Click Save.

4.5.2.4.13. Configuring GPS Position
The image displays GPS position. When the overlay function enabled during intelligent rulesconfiguration, this function is

enabled simultaneously.
Step 1 Select Setting - Camera - Video - Overlay 2 GPS Position.

Figure 4-64 GPS position

weo | s | oows | owo [ e

Channel Panorama v

» Privacy Masking GPS Position @ Enable () Disable

» Channel Title Mode Manual E]
» Time Title
» Text Overiay LON'@WEOE| 0 0 e
» Font Attribute
LAT @N @S (0 |°(0 ||0

» Picture Overlay

» Custom Overlay

» GPS Position

Default l | Refresh , l Save




Step 2 Select the Enable check box, and then select the Mode to Auto or Manual.
e Auto: The GPS positions the longitude and latitude automatically.
e Manual:Enterthe longitude and latitude manually.
Step 3 Move GPS position box to the position that you want in the image.
Step 4 Click Save.

4.5.2.4.14. Configuring Ranging
Configure camera height and the display time of overlay information. Click any point onthe groundthat the pole is installed on

the image, and the overlay information between camera and the selected pointis displayed.

Step 1 Select Setting > Camera - Video - Overlay - Ranging.

Figure 4-65 Ranging
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Step 2 Select the Enable check box, and then set the installation height and time display. Time display: The display time of the
ranging information on live image.

Step 3 Click Save.



4.5.2.4.15. Configuring ANPR
The image displays ANPR statistics information. When the overlay function enabled duringintelligent rules configuration, this

function is enabled simultaneously.
Step 1 Select Setting > Camera - Video - Overlay - ANPR.

Figure 4-66 ANPR
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Step 2 Select the Enable check box, select the statistics type, and then select text align.
Step 3 Move the ANPR boxto the position that you want in the image.
Step 4 Click Save.

4.5.2.4.16. Configuring Face Statistics
The image displays face statistics information. When the overlay function enabled during intelligent rules configuration, this

functionis enabled simultaneously.

Step 1 Select Setting > Camera - Video - Overlay - Face Statistics.

Figure 4-67 Face statistics
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Step 2 Select the Enable check box, and select text align.
Step 3 Move the structured statistics boxto the position that you wantin the image.
Step 4 Click Save.

4.5.1.2 ROI
Select ROI (region of interest) on the image and configure the image quality of ROI, and then the selectedimageis display at
defined quality.

Step 1 Select Setting = Camera = Video - ROI.
Figure 4-68 ROI
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l Default I I Refresh I I Save

Step 2 Select the Enable check box, draw the area on the image, and then configure the image quality of ROI.
11

e  You can draw four area boxes at most.
o The higher the image quality value is, the better the quality will be.

o ClickRemove All to delete all the area boxes; select one box, and then click Delete or right-click to deleteit.

Step 3 Click Save.

4.5.2.5. Path

You can configure the storage path for live snapshot, live record, playback snapshot, playback download, and video clips.

Step 1 Select Setting = Camera = Video = Path.



Figure 4-69 Path

CEEEEE T T
Live Snapshot C:\Users\admin\WebDownload\LiveSnapshot
Live Record C:\Users\admin\WebDownload\LiveRecord
Playback Snapshot  C:\Users\admin\WebDownload\PlaybackSnapshot
Playback Download  C:\Users\admin\WebDownload\PlaybackRecord
Video Clips C:\Users\admin\WebDownload\VideoClips
petaut__|[ save |

Step 2 Click Browse to select the storage path for live snapshot, live record, playback snapshot, playback download, and
video clips.

Table 4-20 Description of path

Parameter Description

The snapshot of live interface.

The default path is

Live Snapshot
C:\Users\admin\WebDownload\LiveSnapshot.

The recorded video of live interface.

Live Record The default path is
C:\Users\admin\WebDownload\LiveRecord.

The snapshot of playback interface.

. L]
Playback Snapshot The default path is e
C:\Users\admin\WebDownload\PlaybackSn Admin in the path refers to
apshot. the account being used.

The downloaded video of playbackinterface.

Playback Download The default path is
C:\Users\admin\WebDownload\PlaybackRecord.

The clipped video of playback interface.

Video Clips The default path is
C:\Users\admin\WebDownload\VideoClips.

Step 3 Click Save.

4.5.3. Audio

You can configure audio parameters and alarm audio.

4,5.3.1. Configuring Audio Parameter
This sectionintroduces audio parameters, including encode mode, sampling frequency, audiointype, and noise filter.

Step 1 Select Setting = Camera = Audio = Audio.



Figure 4-70 Audio

—— Encode

Main Stream
Enable
Encode Mode [6711A ~ |
Sampling Frequency | 8000 ~ |
Sub Stream
[] Enable | Sub Stream 1 v|
Encode Mode [G711A ~|
Sampling Frequency | 8000 ~|
—— Attribute
Audioln Type | Lineln ~|
Noise Filter | Disable ~|
Micrephone Volume [—] 0 50
Speaker Volume = 0 50
| Default | | Refresh | | Save |

Step 2 Select the Enable check box in Main Stream or Sub Stream.

For the camera with multiple channels, select the channel number.

A\

Please carefully activate the audio acquisition function according to the actual requirements of the application scenario.

Step 3 Configure audio parameters.

Parameter

Encode Mode

Table 4-21 Description of audio parameters

Description

You can select audio Encode Mode from G.711A, G.711Mu, AAC,G.726.

The configured audio encode mode applies to both audio andintercom. The
default value is recommended.

Sampling Frequency

Sampling number per second. The higher the sampling frequency is,the more
the sample in a second will be, and the more accurate the restored signal will
be. You can select audio Sampling Frequency from 8K, 16K, 32K, 48K, 64K.

You can select audio in type from:

Audio in Type ® Line in: Requires external audio device.
® Mic: Not require external audio device.
Noise Filter Enable this function, and the system auto filters ambient noise.

Microphone Volume

Adjusts microphone volume.

Speaker Volume

Adjusts speaker volume.

Step 4 Click Save.




45.3.2. Configuring Alarm Audio

You can record or upload alarm audio file. The audio file will be played when the alarm is triggered.

e Click o to play the selected audio.

e C(lick % todownloadtheaudiotolocalstorage.

Step1 Select Setting = Camera = Audio = Alarm Audio.

Figure 4-71 Alarm audio

g
O Danger no climbing wav O ® 7 @ =
Danger zone keep away wav [+ ] @® 4 L
Deep water be cautious.wav (] & & -
No parking here wav [+ ] @ & L
Private land no entry.wav (] & & -
Sidewalk only no vehicles wav ° 0 4 -
Valuables Don't touch. wav (] & # -
O Vehicle lane only no pedesirians.wav (] ® & -
Step 2 Click Add Audio File.
Figure 4-72 Add audiofile
| Add Audio File X
@ Record ) Upload
| Audio File | | pcm
| Record N

Step 3 Configure the audio file.
o Select Record, enter the audio name in the input box, and then click Record.

o  Select Upload, click ) toselect the audio file to be uploaded, and then click Upload.
[1]

The camera supports audio file with .pcm format only, and you can upload audio files with .pcm or .wav2 formats.

Step 4 Select the file that you need.



4.6. Network

This section introduces network configuration.

4.6.1. TCP/IP

You can configure IP address and DNS (Domain Name System) server and so on according tonetwork planning.

4.6.1.1. Prerequisites
The camera has connected to the network.

4.6.1.1.1. Procedure
Step 1 Select Setting - Network - TCP/IP.

Figure 4-73 TCP/IP

Step 2 Configure TCP/IP parameters.



Table 4-22 Description of TCP/IP parameters

Parameter Description

Host Name Enter the host name, and the maximum length is 15 characters.

Select the Ethernet card that need to be configured, and the defaultone is
Ethernet Card Wire.

The mode that the camera gets IP:

® Static
Configure IP Address, Subnet Mask, and Default Gateway manually, and

then click Save, the login interface with the configured IP address is

Mode
displayed.
e DHCP
When there is DHCP server in the network, select DHCP, and thecamera
acquires IP address automatically.
MAC Address Displays host MAC address.
IP Version Select IPv4 or IPv6.
IP Address

When you select Static in Mode, enter the IP address and subnetmask that you
Subnet Mask need.

e |Pv6 does not have subnet mask.

Default Gateway
e The default gateway must be in the same network segment with the IP

address.

Preferred DNS IP address of the preferred DNS.

Alternate DNS IP address of the alternate DNS.




Enable ARP/Ping to setIP
address service

Select the check box, get the camera MAC address, and then you can modify
and configure the device IP address with ARP/ping command.

Thisis enabled by default. During reboot, you will have no more than2 minutes
to configure the device IP address by a ping packet with certain length, the
server will be turned off in 2 minutes, or it will be turned off immediately after
the IP address is successfully configured.If this is not enabled, the IP address
cannot be configured with pingpacket.

A demonstration of configuring IP address with ARP/Ping.
1. Keep the camera that needs to be configured and the PC withinthe same
local network, and then get a usable IP address.
2. Get the MAC address of the camera from device label.

3. Opencommand editor on the PC and enter the followingcommand.

Windows syntaxe

arp —s <IP Address> <MAC> +
ping -l 480 -t <IPAddress=

Windows examples

arp -5 192.168.0.125 11-40-8c-13-10-11+
ping - 480 -t 152.168.0.125¢

UNEE/Linux/Mac syntaxs

arp —s <IP Address> <MAC=> +
ping —s 480 <IPAddress= ¢

UNEE/Linux/Mac examples

arp -5 192.168.0.125 11-40-8¢-18-10-11¢
ping -5 480 192.168.0.125¢

4, Restartthe camera.

5. Check the PC command line, if information such as Reply from
192.168.0.125...is displayed, the configuration succeeds, and you can turn
it off then.

6. Enter http://(IP address) in the browser address bar to log in.

Step 3 Click Save.




4.6.2. Port
Configure the port numbers and the maximum number of users (includes web, platform client, andmobile phone client) that
can connect to the device simultaneously.

Step 1 Select Setting = Network - Port.

Figure 4-74 Port

or
Max Connection |2{" | (1~20)
TCP Port 25001 | (1025~65534)
UDP Port 25002 | (1025~65534)
HTTP Port 80 |
RTSP Port 554 |
RTMP Port 11935 | (1025~65534)
HTTPS Port 443 |
Default Refresh Save

Step 2 Configure port parameters.
[L]
e (0—1024,1900,3800,5000,5050,9999,37776,37780—37880,39999,42323 are occupied

o forspecific uses.

e Donot use thesame value of any other port during port configuration.



Table 4-23 Description of port parameters

Parameter Description

The max number of users (web client, platform client or mobile phone client)

Max Connection S ]
that can connect to the device simultaneously. Thevalueis 10 by default.

TCP Port Transmission control protocol port. The value is 25001 by default.
UDP Port User datagram protocol port. The value is 25002 by default.
HTTP Port Hypertext transfer protocol port. The value is 80 by default.

e Real time streaming protocol port, and the value is 554 by default. If
you play live view with QuickTime, VLC or Blackberrysmart phone, the
following URL format is available.

e  When the URL format requiring RTSP, you need to specify channel
number and bit stream type in the URL, and also username and
password if needed.

e  When playing live view with Blackberry smart phone, you need to
turn off the audio, and then set the codec mode to H.264B and

resolution to CIF.

URL format example:
rtsp://username:password@ip:port/cam/realmonitor?channel=1&subtyp e=0
Among that:
RTSP Port e  Username: The user name, such as admin.
e  Password: The password, such as admin.
e |P:ThedevicelP,suchas 192.168.1.112.
e Port: Leaveitifthe valueis 554 by default.
e  Channel: The channel number, which starts from 1. For example,if you
are using channel 2, then the channel=2.
e Subtype: The bit stream type; 0 means mainstream (Subtype=0)and 1
means sub stream (Subtype=1).
Example: If you require the sub stream of channel 2 from a certaindevice, then
the URL should be:

rtsp;//admin:admin@10.12.4.84:554/cam/realmonitor?channel=2&su
btype=1

If username and password are not needed, then the URL can be:
rtsp://ip:port/cam/realmonitor?channel=1&subtype=0

Real Time Messaging Protocol. The port that RTMP provides service. Itis 1935
by default.

RTMP Port

HTTPS Port HTTPS communication port. It is 443 by default.




Step 3 Click Save.
1]

The configuration of Max Connection takes effect immediately, and others will take effectafter reboot.

4.6.3. PPPoE

Point-to-Point Protocol over Ethernet, it is one of the protocols that device uses to connect to the internet. Get the PPPoE
username and password from the internet service provider, and then set up network connection through PPPoE, the camera

will acquire a WAN dynamic IP address.

4.6.3.1. Prerequisites

e The camera has connected to the network.

e You have gottenthe account and password from Internet Service Provider.

4.6.3.1.1. Procedure
Step 1 Select Setting > Network - PPPoE.

Figure 4-75 PPPoE

[ ] Enable
sermame none
Password (ISR TRTIRIE ARSI RT3

Default Fefresh Save

Step 2 Select the Enable check box, and then enter username and password.
L]

e Disable UPnP while using PPPoE to avoid possible influence.

e  After making PPPoE connection, the device IP address cannot be modified throughweb interface

Step 3 Click Save.
The success prompt box is displayed, and then the real-time WAN IP address is displayed. You can visit camerathrough the IP

address.



4.6.4. DDNS

Properly configure DDNS, and then the domain name on the DNS server matches your IP addressand the matching relation

refreshes in real time. You can always visit the camera with the same domain name no matter how the IP address changes.

4.6.4.1. Prerequisites
Checkthe type of DNS server supported by the camera.

4.6.4.2. Procedure
Step 1 Select Setting = Network = DDNS.

e Third party server might collect your device information after DDNS is enabled.
e Registerand logintothe DDNS website, and then you can view the information of all the connected devices in your

account.

Figure 4-76 DDNS

(] Type | CP Plus DDNS v|
Domain Name MyDomainName .cpplusddns.com
MAC Address
Link State Disconnected The CP PLUS DDNS function has not been enabled
Notes:

1.To add the domain name
- Check Enable
- Input the domain name and press Save button
2.To remove the domain name
- Uncheck Enable and press Save button
3.Domain name field accepts only alpha unmeric characters(a-z+ 0-9) are valid
4. Use hitp://MyDomainName.cpplusddns.com URL to access your I[P Camera

Default “ Refresh “ Save

Step 2 Select Type, and configure the parameters as needed.



Table 4-24 Description of DDNS parameters

Parameter Description

Type The name and web address of the DDNS service provider, see the matching
relationship below:
e CN99DDNSwebaddress: www.3322.0rg

Web Address o NO-IP DDNS web address: dynupdate.no-ip.com
o Dyndns DDNS web address: members.dyndns.org

Domain Name The domain name you registered on the DDNS website.

Test Only when selecting NO-IP DDNS type, you can click test to checkwhether the
domain name registration is successful.

Username Enter the username and password that you got from the DDNS serverprovider.
You need to register an account (includes username and password) on the

Password DDNSserver provider's website.

Interval The update cycle of the connection between the device and the server,and the
timeis 10 minutes by default.

Step 3 Click Save.

4.6.4.2.1. Result
Openthe browser on PC, enter the domain name at the address bar, and then press Enter, the logininterfaceis displayed.

4.6.5. SMTP (Email)

Configure email parameter and enable email linkage. The system sends email to the defined address whenthe corresponding

alarmistriggered.

Stepl Select Setting > Network = SMTP (Email).


http://www.3322.org/

Figure 4-77 SMTP (Email)

SMTP(Email)

SMTP Server ‘ none |
Port 25 |
[l Anonymity
Username ‘ anonymity |
Password CCOmOOESoSIoeoT |
Sender ‘ none |
Authentication | TLS{Recommended) |
Title ‘ CPIP Cam | + Attachment

Mail Receiver ‘ |
=

(] Health Mail Update Period G0 Min.{30~1440)
l Default ‘ [ Refresh ‘ [ Save

Step2 Configure SMTP (Email) parameters.

Table 4-25 Description of SMTP (Email) parameters

Parameter Description

SMTP Server SMTP server address
Port The port number of the SMTPserver.
1]
Username The account of SMTP server.
For details, see Table 4-26.
Password The password of SMTP server.
Anonymity Select the check box, and the sender's information is not displayed inthe email.

Sender Sender’s email address.

Select Authentication from None, SSL and TLS.
Authentication [1]

For details, see Table 4-26.




Enter maximum 63 characters in Chinese, English, and Arabic numerals. Click ==
Title to select title type, including Name, Device ID,and Event Type, and you can set
maximum 2 titles.

Attachment Select the check box to support attachment in the email.

Mail Receiver Receiver’'s email address. Supports 3 addresses at most.

The system sends test mail to check if the connection is successfully configured.
Health Mail Select Health Mail and configure the Update Period, andthen the system sends
test mail as the setinterval.

Step 3Click Save.
Step 4 Click Test to test whether the emails can be sent and received successfully.

4.6.6. UPnP

UPnP (Universal Plug and Play), a protocol that establishes mapping relation between local areaand wide area networks. This

function enables you to visit local area device through wide area IP address.

4.6.6.1. Prerequisites
o Make sure the UPnP service is installed in the system.
e Logintherouter and configure WAN IP address to set up internet connection.
e Enable UPnP in the router.
e  Connect your device to the LAN port of the router.
e  Select Setting = Network = TCP/IP, in IP Address, enter the local area IP address of the router orselect DHCP and

acquires IP address automatically.

4.6.6.2. Procedure
Step 1 Select Setting - Network 2 UPnP.

Figure 4-78 UPnP

(] Enable Mode Router Staie Mapping Failed

Start Device Discover

Port Mapping List
Internal Port
WebService: TCP Mapping Failed
PrivService: TCP Mapping Failed
FrivService:UDP Mapping Failed

RTSPService:TCP Mapping Failed

Deifault | ‘ Refresh | ‘ Save

Step 2 Select the Enable check box, and there are two mapping modes: Custom and Default.



e Select Custom, click .~ andthen you can modify external port as needed.
o  Select Default, and then the system finishes mapping with unoccupied portautomatically, and you cannot modify

mapping relation.

Step 3 Click Save.
Open web browser on PC, enter http:// wide area IP address: external port number, andthen you can visit the local area device

with corresponding port.

4.6.7. SNMP
SNMP (Simple Network Management Protocol), which can be used to enable software such as MIB Builder and MG-SOFT

MIB Browser to connect tothe camera and manage and monitor the camera.

4.6.7.1. Prerequisites

Install SNMP monitoring and managing tools such as MIB Builder and MG-SOFT MIB Browser. Get the MIB file of the matched
version from technical support.

4.6.7.2. Procedure
Step 1 Select Setting > Network > SNMP.

Figure 4-79 SNMP (1)

SNMP

Version w1 1 w2 [] v3 (Recommended)

SNMP Port 1161 | (1~65535)

Read Community | |

Vifrite Community |

|
Trap Address | |
|

Trap Port | 162

l Default J l Reiresh J l Save

Figure 4-80 SNMP (2)



Version

SNMP Port
Read Community
Write Community
Trap Address

Trap Port

Read-only Username
Authentication Type
Authentication Password
Encryption Type

Encryption Password

Read&write Username
Authentication Type
Authentication Password
Encryption Type

Encryption Password

SNMP

O w1 ] w2 [l v3 {(Recommended)
1 | (1~65535)

| |

| |

| |

K |

| |

) MD5 () SHA

| |

) CFB-AES

| |

| |

) MD5 ) SHA

| |

[:] CFB-AES

| |

[ Default I I Refresh ‘ [ Save

Step 2 Select SNMP version to enable SNMP.

Select V1, and the system can only process information of V1 version.
Select V2, and the system can only process information of V2 version.

Select V3, and then V1 and V2 become unavailable. You can configure username, password and authentication type.

It requires corresponding username, password andauthentication type to visit your device from the server.

Using V1 and V2 might cause data leakage, and V3 is recommended.

In Trap Address, enter the IP address of the PC that has MIB Builder and MG-SOFT MIB Browser installed, and leave other

parameters to the default.

Parameter

SNMP Port

Table 4-27 Description of SNMP parameters

Description

The listening port of the software agent in the device.

Read Community, WriteCommunity

The read and write community string that the softwareagent
supports.

You can enter number, letter, underline and dash to form the name.

Trap Address

The target address of the Trap information sent by thesoftware
agentinthe device.




The target port of the Trap information sent by thesoftware agent

Trap Port inthe device.

Set the read-only username accessing device, and it is
public by default.

[

You can enter number, letter, and underline to form thename.

Read-only Username

Set the read/write username access device, and it is public
by default.

[

You can enter number, letter, and underline to form thename.

Read/Write Username

You can select from MD5 and SHA. The default type is

Authentication Type MD5.

Authentication Password It should be no less than 8 digits.
Encryption Type The default is CBC-DES.
Encryption Password It should be noless than 8 digits.

Step3  Click Save.

4.6.7.2.1. Result
View device configuration through MIB Builder or MG-SOFT MIB Browser.

1. Run MIBBuilder and MG-SOFT MIB Browser.

2. Compilethe two MIB files with MIB Builder.

3. Loadthegenerated modules with MG-SOFT MIB Browser.

4. Enter the IP address of the device you need to manage in the MG-SOFT MIB Browser, and thenselect version to
search.

5. Unfoldallthetreelists displayed in the MG-SOFT MIB Browser, and then you can view the configuration information,
video channel amount, audio channel amount, and software version.

[

Use PC with Windows OS and disable SNMP Trap service. The MG-SOFT MIB Browser will displayprompt when alarmis
triggered.



4.6.8. Bonjour

Enable this function, and the OS and clients that support Bonjour would find the cameraautomatically. You can have quick visit
to the camera with Safari browser.

Bonjour is enabled by default.

4.6.8.1. Procedure
Step 1 Select Setting = Network - Bonjour.

Figure 4-81 Bonjour

Enable
Server Name | CPTDOFGB2PAGXXXXX |
Default Fefresh Save
4.6.8.1.1. Result

Step2 Select the Enable check box, and then configure server name.

Step3 ClickSave.

In the OS and clients that support Bonjour, follow the steps below to visit the network camera with Safari browser.
1. Click Show All Bookmarks in Safari.
2. Enable Bonjour. The OS or client automatically detects the network cameras with Bonjour enabled in the LAN.

3. Click the camera to visit the corresponding web interface.

4.6.9. Multicast

When multiple users are previewing the device video image simultaneously through network, itmight fail due to limited
bandwidth. You can solve this problem by setting up a multicast IP (224.0.1.0-238.255.255.255) for the camera and adopt the

multicast protocol.

Step 1 Select Setting = Network = Multicast.



Figure 4-82 Multicast

Main Stream Sub Stream

Enable Enable Sub Stream 1 ~
Multicast Address 224, 1. 2 4 |(224.0.0.0~239.255.255.255) Multicast Address 224, 1. 2 4 | (224.0.0.0~239.255.255.255)
Port 40000 (1025~65500) Port 40016 (1025~65500)

l Default ‘ l Reiresh ‘ { Save

Step 2 Select the Enable check box and enter IP address and port number.

Table 4-28 Description of multicast parameters

Parameter Description

. The multicast IP address of Main Stream/Sub Stream is 224.1.2.4by default,
Multicast Address and the range is 224.0.0.0-239.255.255.255.

The multicast port of corresponding stream: Main Stream: 40000; Sub
Stream1: 40016; Sub Stream2: 40032, and all the range is 1025—65500.

Port

4.6.9.1.1. Result
Step3 Click Save.

In the Live interface, select RTSP in Multicast, and then you can view the video image withmulticast protocol.

4.6.10. 802.1x

Cameras can connect to LAN after passing 802.1x authentication.
Step 1 Select Setting > Network - 802.1x.



Figure 4-83 802.1x

BO2.1x

[] Enable
Authentication | PEAP v |
Username | none |
Password e — |

Default F.efresh Save

Step 2 Select the Enable check box, and then configure parameters.

Table 4-29 Description of 802.1x parameters

Parameter Description

Authentication PEAP (protected EAP protocol).
Username The username that was authenticated on the server.
Password Corresponding password.

Step 3 Click Save.

4.6.11. QoS

You can solve problems such as network delay and congestion with this function. It helps to assure bandwidth, reduce
transmission delay, packet loss rate, and delay jitter to improve experience. 0-63 means 64 degrees of priority; 0 forthe lowest
and 63 the highest.

Stepl Select Setting > Network - QoS.

Figure 4-84 QoS

Realtime Monitor |0 | (0-63)

Command | 0 | (0~63)

Default Refresh Save




Step2 Configure QoS parameters.

Table 4-30 Description of QoS parameters

Parameter Description

' ' Configure the priority of the data packets that used for networksurveillance. 0
Realtime Monitor for the lowest and 63 the highest.
Command Configure the priority of the data packets that used for configure orchecking.

Step 3 Click Save.

4.6.12. 5G

5G configuration includes dialing configuration and mobile configuration. Install SIM card (Subscriber Identification Module)
tothe camera and connect it to 5G network through dialingconfiguration and mobile configuration.
e Dialing configuration: Connect the camera to 5G network in a specific period.
e Mobile configuration: Configure the mobile phone to receive the linkage message. When an alarm is triggered,
the system sends an alarm message to the receiver, and then the receiver can active the camera and connectitto5G

network through message or call.

4.6.12.1. Dialing Setting

Configure the camera to connect it to 5G network.

Step 1 Select Setting > Network 2 5G - Dialing Setting.
Step 2 Select the Enable check box and configure the parameters.



Figure 4-85 Dialing setting

e e T e

Wireless Met Type | Auto ~ |4 Enable
APN | ciite |

Authorize Mode | CHAP w |

Dial-up Number | #TT |

Usemams | ctnet@mycdma.cn |

Password o |

Interval 30 s

Wireless Network State

IP Address

IPvE Address

IMIE 8697 T5050685634

Wireless Signal EVDO 0%
WCDMA 0%
TD-SCOMA 0%
TD-LTE 0%
FDD-LTE 0%

Defaut ||  Refresn || Save

Table 4-31 Dialing setting parameters

Parameter Description

Wireless Net Type Select the wireless net type according to the carrier.
APN Acquired from the carrier.
Authentication Mode Select the authentication mode according to different carrier.

The number is different according to different carrier, and itcan be

Dial-up Number acquired from carrier.

Username Acquired from the carrier.

Password Acquired from the carrier.




It is the period beyond the dial-up period which has been configured,
it is 30 s by default, during which means the camera can auto connect

Interval o .
to 5G network. After the period is over, the camera automatically cuts
off the connection to saveflow.
' The camera can connect to 5G network during the configuredperiod.
Time Range For details, see "5.1.1.1 Setting Period".

Wireless Network State When the dialing is successful, the wireless network status isdisplayed.

When the dialing is successful, the wireless net type and signalstrength
Wireless Signal are displayed.

Step3 Click Save.

4.6.12.2. Mobile Setting

Configure the mobile phone, and all alarm messages support sending message the configured receiver. After receiving a

message, the receiver can active the camera and connect it to 5G networkthrough message or call.

Messages send: Set the receiver's phone number, and when an alarm is triggered, the system willsend message to
thereceiver.
Message activation: Set the sender's phone number, the sender can send command message toactive the camera.
The commands are as following:

o  On: Make the camera online.

o  Off: Make the camera offline.

o Reboot: Restart the camera.
Phone activation: Set the receiver's phone number, the caller can call the camera to active the camera and make it

online.

Step 1 Select Setting - Network 2 5G 2 Mobile Setting.
Step 2 Select Message send, Message activation, or Phone activation as needed.

Step 3 Enter the phone numbers of receiver, sender, or caller, and click == toaddittothelist.

[

Select aphone number andclick = to delete it.

You can edit the message in Title during configuration.



Figure 4-86 Mobile setting

[ Message Send [ Message Activation [ Phone Activation

Default | | Refresh | | Save

4.6.13. Access Platform
4.6.13.1. INSTAON

INSTAON is a private network traversal technology which enables users to manage devices easily withoutrequiring DDNS,
port mapping ortransitserver.

Scan the QR code with your smart phone, and then you can add and manage more devices on the mobile phone client.

Step 1 Select Setting > Network - Access Platform 2 INSTAON.

Figure 4-87 INSTAON

Enable

Status Online

InstaOn Cloud 1D

Scan QR to Download

l Default | I Refresh J I Save ]




o  WhenINSTAON is enabled, remote management ondeviceis supported.

e WhenINSTAON is enabled and the device accesses to the network, the status shows online.The information of the IP
address, MAC address, device name, and device SN will be collected. The collected information is for remote access
only. You can cancel Enable selectiontorejectthe collection.

Step 2 Log in to mobile phone client and tap Device management.
Step 3 Tap the + at the upper right corner.

Step 4 Scan the QR code on the INSTAON interface.

Step 5 Follow the instructions to finish the settings.

4.6.13.2. ONVIF

The ONVIF authentication is On by default, which allows the network video products (including video recording device and

otherrecording devices) from other manufacturers to connect to yourdevice.
[1]
ONVIF is enabled by default.

Step 1 Select Setting > Network - Access Platform - ONVIF.

Figure 4-88 ONVIF

ONVIF RTMP

Authentication ® On () Off

Default Refresh Save

Step 2 Select Onin Authentication.
Step 3 Click Save.

4.6.13.3. RTMP

Through RTMP, you can access the third-party platform (such as Aliand YouTube) to realize video live view.

e RTMP can be configured by admin only.
e  RTMPsupportsthe H.264, H.264 B and H.264H video formats, and the AAC audio format only.

Step1 Select Setting > Network > Access Platform >RTMP.



Figure 4-89 RTMP

ONVIF RTMP
[] Enable
Stream Type (@ Main Stream ) Sub Stream 1 () Sub Stream 2
Address Type (® Mon-custom () Custom
IP Address 0000
Port 1935 (0~65535)
Custom Address
Default Refresh Save

Step2 Select the Enable check box.

A\

Make sure that the IP address is trustable when enabling RTMP.

Step 3 Configure RTMP parameters.

Table 4-32 Description of RTMP parameters

Parameter Description

The stream for live view. Make sure that the video format is theH.264, H.264
Stream Type B and H.264H, and the audio format is AAC.

Includes Non-custom and Custom.
Address Type ® Non-custom: Enter the server IP and domain name.

® Custom: Enter the path allocated by the server.

IP Address
When selecting Non-custom, you need to enter server IP addressand port.
Port ® [P address: Support IPv4 or domain name.
or
® Port: We recommend that you use the default one.
Custom Address When selecting Custom, you need to enter the path allocated bythe server.

Step 4 Click Save.



4.7. Storage

Thissectionintroduces howto manage savedresources (such asrecorded video) and storage space.The storage management

helps to make best use of storage space.

4.7.1. Setting Storage Plan

e  Setting record plan and record control to achieve all-time recording, recording in specific period or alarm linked
recording. For details, see "5.1.1.2.1 Setting Record Plan" and "5.1.1.2.2 Setting Record Control".
e  Set the snapshot schedule as needed. For details, see "5.1.1.3.1 Setting Snapshot Plan".

4.7.1.1. Setting Schedule

You can configure record schedule, snapshot schedule and holiday schedule. Set certain days as holiday, and when the Record

or Snapshot is selected in the holiday schedule, the system takes snapshot or records video as holiday schedule defined.

4.7.1.1.1. Prerequisites
e  Setthe record mode to be Auto in Record Control. For details, see "5.1.1.2.1 Setting RecordPlan".
e Configure holiday record and snapshot schedule. For details, see "5.1.1.2.1 Setting Record Plan" and "5.1.1.3.1
Setting Snapshot Plan".

4.7.1.1.2. Procedure
Step 1 Select Setting - Storage - Schedule - Holiday Schedule.

Figure 4-90 Holiday schedule

] Record [] Snapshot

Calendar Dac hd
Sun Mon Tue Wen Thu Fr  Sat
1 2 3 4
] ] 7 k] 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25

26 27 28 29 30 Ell

Refresh | | Save

Step2 Select Record or Snapshot.
Step3 Select the days you need to set as holiday.

Those days with yellow color indicate that they were set as holidays.



When holiday schedule setting is not the same as the general setting, holiday schedule setting is prior to the general setting.
For example, with Holiday Schedule enabled, if theday is holiday, the system snapshots or records as holiday schedule setting;

otherwise, the system snapshots or records as general setting.

Step 4 Click Save.

4.7.2. Setting Destination

This sectionintroduces the configuration of the storage method for the recorded videos andsnapshots.

4.7.2.1. Path

You can select different storage pathsfor therecorded videos and snapshots according to eventtype. You canselectfrom SD
card, FTP and NAS.

[L]
Local is displayed only on models that support SD card.
Step 1 Select Setting - Storage - Destination - Path.

Figure 4-91 Path

T = T = T =

Record Snapshot
Event Type Scheduled Motion Detection Alarm Event Type Scheduled Motion Detection Alarm
Local Local
FTP O O O FTP O O O
NAS (] (] (] NAS (] (] (]
Default ‘ ‘ Refresh ‘ | Save

Step 2 Select the storage methodthat you need for the recorded videos and snapshots ofdifferent types.

Table 4-33 Description of path parameters

Parameter Description

Event Type Select from Scheduled, Motion Detection and Alarm.
Local Save in the internal SD card.

FTP Save in the FTP server.

NAS Save in the NAS (network attached storage).

Step 3 Click Save.
Step 4 Configure other path parameters on Destination, FTP or NAS interface. For details, see"4.7.3 Setting Destination", "4.7.3.3
FTP" or"4.7.3.4 NAS".



4.7.2.2. Local

Display the information of the local SD card. You can set it as read only or read & write; you can alsohot swap and formatSD

card.

Functions might vary with different models.

Select Setting - Storage - Destination = Local.
o  Click Read Only, and thenthe SD card is set to read only.
e (Click Read & Write, and then the SD card is set to read & write.
e  Click Hot Swap, and then you can pull out the SD card.
e  Click Refresh, and then you can format the SD card.

e  Click Format, and you can format the SD card.
(11

When reading SD card on PC, if the SD card capacity is much less than the nominal capacity, you need to format the SD card.
Then the data in SD card will be cleared, and the SD card is formattedto be private file system. The private file system can greatly
improve SD card multimedia file read/write performance. Download Disk-manager from Toolbox to read the SD card. For details,

contact aftersalestechnicians.

Figure 4-92 Local

Path | Local | FTP | NAS

Attribute Used Capacity/Total Capacity
General Read & Wite 252 1M/121912.2M

ReadOnly || Reasswite |[ Hotswas |[ Refesn

4.73.1 FTP

FTP can be enabled only when it was selected as a destination path. When the network does notwork, you can save all the files

totheinternal SD card for emergency.

Step1 Select Setting = Storage = Destination = FTP.
Step2 Select the Enable check box and select the FTP type.

You select FTP or SFPT from the drop-down list. SFTP is recommended to enhance network security.

Step 3 Configure FTP parameters.

Figure 4-93 FTP
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Use Level 3 Directory |~ |

Name [~
Date [
ChannelNO. [~
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Figure 4-94 Picture name settings
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Table 4-34 Description of FTP parameters

Parameter Description

Server Address The IP address of the FTP server.

Port The port number of the FTP server.

Username The username to login to the FTP server.

Password The password to log in to the FTP server.

Remote Directory The destination path in the FTP server, and it is shared by default.
Directory Structure Set the directory structure, which supports three levels at most.

Level 1 Directory

Set the directory name, and you can customize the name.
Level 2 Directory

When you select Custom, enter the custom directory name, whichsupports
Level 3 Directory numbers, English letters, underlines and dashes.

Click Setting to set picture name.
e Date Timeisrequired, anditis selected by default.
e Select the other fields of the name, and the correspondinginstruction
will be displayed on the screen.
e Double-click the symbols under Separator, you can customizethe
separator.
e  Double-click Custom, you can customize the files of thepicture name.
Customized Picture Name e  (Click the arrow under Ordering, and you can adjust theordering of the
file.

Date Time and Millisecond is a whole, click the arrow of anyone of the two
fields, the two moves together.

e The real-time value of Millisecond will be displayed for precise
snapshot, and for schedule and normal event, the milliseconddisplays
0000.

Select Emergency (Local), and when the FTP server does not work,all the files
Emergency (Local) are saved totheinternal SD card.

Step 4 Click Save.
Step 5 Click test to test whether FTP function works normally.



4.7.2.3. NAS

This function can be enabled only when NAS was selected as a destination path. Enable this function,and you cansaveall the
filesin the NAS.

Step 1 Select Setting - Storage = Destination - NAS.

Figure 4-95 NAS

Path I Local I FTP I MNAS .

Enable

Server Address |EI.U.EI.'I] |

Femote Directory | |

| Default | | Fefresh | | Save

Step 2 Select the Enable check box to enable NAS function, and select NAS protocol type.
e NFS (Network File System): A file system which enables computers in the same network to share files through
TCP/IP.

e SMB (Server Message Block): Provides shared access for clients and the server.

Step 3 Configure NAS parameters.

Table 4-35 Description of NAS parameters

Parameter Description

Server Address The IP address of the NAS server.
Username When selecting SMB protocol, you are required to enter user
Password name and password. Enterthem as needed.

Remote Directory

The destination path in the NAS server.

Step 4 Click Save.




4.8. System

This section introduces system configurations, including general, date & time, account, safety, PTZ settings, default,

import/export, remote, auto maintain and upgrade.

4.8.1. General

You can configure device name, language and video standard.

Step 1 Select Setting = System - General - General.

Figure 4-96 General

s T I

Name | CPPLUS |
Language | English - |
Video Standard | PAL v |
Default Fefresh Save

Step 2 Configure general parameters.
Table 4-36 Description of general parameters

Parameter Description

The name of the device.
Name [1]

Each device hasits own name.

Language Select system language.

Video Standard Select video standard from PAL and NTSC.

Select On or Off. This function is available on models with analogoutput.
L]

TVOut e |fthe TV outis On, smart plans will be disabled; if the smart plans are

enabled, the TV out will be set as Off.

® SDland HDCVI are available on select models.

Step 3 Click Save.



4.8.2. Date & Time

You can configure date and time format, time zone, current time, DST (Daylight Saving Time) or NTP server.

Step 1 Select Setting = System - General - Date & Time.

Figure 4-97 Date and time

General

Date Format
Time Format
Time Zone
Current Time
DST

DST Type
Start Time
End Time
NTP

Server

Port

Interval

[ YYYY-MM-DD

v

|24—Hour
[ (UTC+05:30) Chennai, Kolkata, Mumbai, Nev v |

v]

2021-12-10 = 13 34 18
@ Date () Week

[ Jan ~[1 ~|| 00 o000

[ Jan ~v|[2 ~|| 00 - 00 00

| clock isc.org |

1123 |

G0 Jmn 00

| Default ‘ ‘ Refresh | | Save

Step 2 Configure date and time parameters.

Parameter

Date Format

Table 4-37 Description of date and time parameters

Description

Configure the date format.

Time Format

Configure the time format. You can select from 12-Hour or 24-Hour.

TimeZone

Configure the time zone that the cameraiis at.

Current Time

Configure system time.

Click Sync PC, and the system time changes to the PC time.

Interval

Enable DST as needed.
DST Select the check box, and configure start time and end time of DST with
Date or Week.
NTP
NTP Server. Select the check box, and then NTP (network time protocol) is enabled,the system
. then syncs time with the internet server in real time.
TimeZone
You can also enter the IP address, time zone, port, and interval of a PCwhich
Port

installed NTP server to use NTP.




Step 3 Click Save.

4.8.3. Splicing

When the panorama contains multiple images of various lens, enable this function. Before splicing, make sure that the
surveillance scene is large and there is no shield on the image, and do not movethe camera; otherwise, the splicing might
fail.

For some models, you need to select Setting = Camera = Condition = Splicing to enable thesplicing function. For details, see
"4.5.1.4 Splicing".

Step 1 Select Setting - System - General - Splicing

Figure 4-98 Splicing (1)

General I Date&Time I Splicing _

Camerat Camera2

Start |

Figure 4-99 Splicing (2)

corera | caesne | spiens

[] Merging Enhancement




Step 2 Select the camera which needs to be spliced.

When splicing the image through selecting lenses, you need to select the continuous splicing screens. The screen with the

~
icon m (deeper color) means the first screen of thesplicing. You can select any screen as the first one and select the following

screens continuously. The system supports the splicing of 4, 5, 6, 7 and 8 sensors.

[

This function is available on some select models. And it is all sensors splicing by default.

Step 3 Click Start.

The system starts to splice image.

Some cameras restart automatically after splicing is completed, and you can view the splicing effect on the Live
interface.

Some cameras display splicing live view interface after splicing is completed. Click OK, and then the system prompts
default box. And then click OK. The splicing takes effect.

4.8.4. Account

Manage all the users. You can add, delete, or modify users. Users include admin, added users and ONVIF users. Managing

users and groups are only available for administrator users.

The max length of the user or group name is 31 characters which consisted of number, letters, underline, dash, dot
and @.

The password must consist of 8 to 32 non-blank characters and contain at least two types ofcharacters among upper
case, lower case, number, and special character (excluding'" ; : &).

You can have 18 users and 8 groups at most.

You can manage users through single user or group, and duplicate user names or group namesare not allowed. A
user can be in only one group at a time, and the group users can own authorities within group authority range.
Online users cannot modify their own authority.

Thereis one admin by default which has highest authority.

Select Anonymous Login, and then log in with only IP address instead of user name and password. Anonymous users

only have preview authorities. Duringanonymous login, clickLogout, and then you can log in with other username.

4.84.1. Adding a User

You are admin user by default. You can add users and configure different authorities.

Step 1 Select Setting = System = Account = Account = Username.



Figure 4-100 Username

Username

No Isemame Group Name Memo Restricted Login Modify Delete

Step 2 Click Add User.

Figure 4-101 Add user (operation permission)

User

Live
Playback
System
System Info
Manual Control
File Backup
Storage
Event
Network
Peripheral
AV Parameter
PTZ

Security

Maintenance



Add User

Figure 4-102 Add user (restricted login)
[X]

Username |

| Must

Password |

The minimum pass phrase lengthis &

characters

| Weak_| Widdle | Strong |
Confirm Password | |
Group Name admin |Z|

Memao |

Operation Permission

»

[T] IP Address
IPvd [*lPaddress  [=] 1 0 o0 1]
[ validity Period
BeginTime | 2013-07-18 FA 08 00: 00 |
EndTime | 2013-07-19 7 08: 00 00 | i
[T Time Range )
0 2 4 6 8 10 12 14 16 18 20 22 24

Step 3 Configure user parameters.

Save | | Cancel

Table 4-38 Description of user parameters (1)

Parameter

Username

Description

User’s unique identification. You cannot use existed username.

Password

Confirm Password

Enter password and confirm it again.

The password must consist of 8 to 32 non-blank characters andcontain
at least two types of characters among upper case, lowercase, number, and
special character (excluding'"; : &).

Group Name

The group that users belong to. Each group has differentauthorities.

Memo

Describe the user.




Select authorities as needed.

Operation Permission m
You are recommended to give fewer authorities to normal users than
advance users.

Set the PC address that allows the defined user to log in to thecamera
and the validity period and time range. You can log in toweb with the
defined IP in the defined time range of validity period.

e |Paddress: Youcanlogintowebthroughthe PCwiththe setlP.
e Validity period: You can log in to web in the set validity period.
e Timerange: You can login to web in the set time range.Set as following:

Restricted Login 1. SelectIP Address: Select IP type and set IP address.
¢ IP Address: Enter the IP address of the host to be added.

¢ IP segment: Enter the start address and end address ofthe host
tobeadded.
2. Select Validity Period: Set the begin time and end time.

Select Time Range: Set the time range that allow user tologin. For details, see
"5.1.1.1 Setting Period".

Step4 Click Save.
The newly added user is displayed in the username list.

4.8.4.1.1. Related Operations
e  Edit user information

Click .* to change password, group, memo, operation authorities, and login authorities.

[

You can only change the password of the admin.
The methods of changing password vary with different accounts.
o Loginwiththe admin account, you can change password through Old Password and AdminAccount.
o Login with non-admin account (an added account with the permission of usermanagement), you can
change password through Old Password.
o OldPassword: Change the password through entering the old password to be changed, andthenthe new

password.



Figure 4-103 Change password through old password (login with non-admin account)

Live
Playback

o Admin Account: Change the password through entering the admin password, and thenthenew password

forthe non-admin account to be changed.



Figure 4-104 Change password through admin password (login with admin account)

Modify User X |
Usemame {1 1; E]
[v] Modify Password
Modification Mode Admin A};count E]
Admin Username

Admin Password

New Password

The minimum pass phrase length is 8 characters

Confirm Password
Group Name user E

Memo

e Delete users

Click = to delete the added users.

Admin account cannot be deleted.

e View the authorities
If the current account has the permission of user management, click “* toview theloginauthorities of other accounts. If not,

you can only view the login authorities of the current account.

4.8.4.2. Adding User Group

You have two groups named admin and user by default, and you can add new group, delete added group or modify group

authorityand memo.

Step 1 Select Setting > System - Account 2 Account 2 Group Name.

Figure 4-105 Group name

[_] Anonymous Login

Username Group Name
Group Name

2 user user group v @
Authority
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Add Group



Step 2 Click Add Group.

Figure 4-106 Add group

Add Group (A ]
Group Mame Must
Memuo
Authority ] Al
[] Live
E
[] Playback 0
[] System
[] System Info -
Save Cancel

Step 3 Enter the group name and memo, and then select group authorities.

The default authorities of Admin group include live, playback, storage, file backup, user, system, system info, manual control,
maintenance, peripheral, PTZ, security, network, event and AV parameters; the default authorities of User group include live

and playback.

Table 4-39 Description of user group parameters

Group Authority Functions
User YES NA Add, delete and checkuser/user group.
Live YES YES Real-time stream view.
Playback YES YES Playback view.
System YES NA System time setting andmore.
System Info YES NA Version information, systemlogs and more.
Manual Control YES NA PTZ settings.
File Backup YES NA File backup.




Storage point configuration, snapshot

Storage YES NA recording time  configuration,  SFTP
configuration and more.

Event YES NA Video detection settings, audio detection
settings, alarm settings and more.

Network YES NA IP settings, SMTP settings, SNMP settings,
AP Hotspotsettings and more.

Peripheral YES NA External light, wiper andserial port settings.

AV Parameter YES NA Cam.era property settings,audio and video
settings and more.

PTZ YES NA Preset settings, tour settingsand more.

Security YES NA HTTPS settings, RTSP overTLS settings and
more.

Maintenance YES NA Automatic maintenancesettings and more.

e Any user in the Admin group has User authorities to modify group authorities. The User group does not have this
authority.

e The function of the device corresponds to the authority control respectively. Only user with specified authority can

use corresponding function; the Admin group has all the authorities.

Step 4 Click Save to finish configuration.

The newly added group displays inthe group name list.

[

e After adding group, click -* tomodify group memo or authorities; click & todelete the added group, admin
group and user group cannot be deleted.

e (Click .” intherow of admin group or user group to modify group memo.



4.8.4.3. ONVIF User

You can add, delete ONVIF user, and modify their passwords.

4.8.4.3.1. Procedure
Step 1 Select Setting = System - Account - ONVIF User.

Figure 4-107 ONVIF user

e ey

Username Group Name

Step2 Click Add User.
Figure 4-108 Add user

Add User X

Llsername Must

Passwaord

The minimum pass phrase length is 8

characters

Confirm Password

Group Mame |admin El

Save Cancel

Step 3 Configure user parameters.



Table 4-40 Description of user parameters

Parameter Description

Username User’s unique identification. You cannot use existed username.

Password Enter password and confirm it again.

The password must consist of 8 to 32 non-blank characters and contain at
Confirm Password least two types of characters among upper case, lower case, number, and special
character (excluding'" ; : &).

Group Name The group that users belong to. Each group has different authorities.

Step 4 Click Save.
The newly added user displays in the username list.

4.8.4.3.2. Related Operations
e  Edit user information

Click .* to change password, group, memo, operation authorities, and login authorities.
[1]

You can only change the password of the admin.

The methods of changing password vary with different accounts.
o Loginwith admin account, you can change password through Old Password and AdminAccount.
o Thepassword of admin account can be changed through Old Password only.
o Login with non-admin account (an added account with the permission of user management),you can
change password through Old Password.
o OldPassword: Change the password through entering the old password to be changed, andthen the new

password.



Figure 4-109 Change password through old password (login with non-admin account)
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o Admin Account: Change the password through entering the admin password, and then thenew password

forthe non-admin account to be changed.

Figure 4-110 Change password through admin password (login with admin account)
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e Delete users

Click = to delete the added users.

Admin account cannot be deleted.

e View the authorities
If the current account has the permission of user management, click “* toview theloginauthorities of other accounts. If not,

you can only view the login authorities of the current account.

4.8.5. Safety

You can configure system service, HTTPS, and Firewall.

4.8.5.1. System Service

Configure the IP hosts (devices with IP address) that are allowed to visit the device. Only the hosts in the trusted sites list can

login to the web interface. This is to enhance network and data security.

Step 1 Select Setting - System - Safety - System Service.

Figure 4-111 System service

SSH [C] Enable

Multicast/Broadcast Search Enable

Password Reset Enable Email Address | h*@adityagroup.com

CGl Service Enable

Qonvif Service Enable

Genetec Semnvice Enable

Audio and Video Transmission Encryplion [] Enable *Please make sure maiched device or software supporis video decryption function
RTSP over TLS ] Enable *Please make sure maiched device or software supporis video decryption function
Mobile Push Enable

Private Protocol Authentication Mode Security Mode (Recomr v

Default ‘ \ Refresh I I Save ‘

Step 2 Enable the system service according to the actual needs.



Table 4-41 Description of system service parameters

Function Description

SSH You can enable SSH authentication to perform safetymanagement.

Enable this function, and then when multiple users are previewing the
Multicast/Broadcast Search device video image simultaneously through network, they can find your
device with multicast/broadcastprotocol.

Password Reset Manage system security with this function.

Enable this function, and then other devices can access throughthis

CGI Service .
service.

Enable this function, and then other devices can access through this

Onvif Service .
service.

Enable this function, and then other devices can access through this

Genetec Service .
service.

Enable to encrypt audio/video transmission.

Audio and Video Transmission |!_!_|

Encryption Make sure that the other devices and software that workingtogether with

the camerasupport video decryption.

Enable this function, and then the system would send the snapshot that
Mobile Push was taken when alarm is triggered to your phone, this is enabled by
default.

Step 3 Click Save.

4.8.5.2. HTTPS
Create a certificate or upload an authenticated certificate, and then you can log in through HTTPS with your PC. The HTTPS can

protect page authenticity on all types of websites, secure accounts, and keep user communications, identity, and web browsing

private.

Step 1 Select Setting > Network 2 HTTPS.
Figure 4-112 HTTPS (1)

[ Enable HTTPS

TLS Protocol Compatibility
Compatible with TLSv1.1 and earlier versions

Create Certificate

Request Created

Request Created | Delete ‘ ‘ Install ‘ ‘ Download ‘
Install Signed Certificate

Certificate Path
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Certificate Installed

Certificate Installed
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Step 2 Create a certificate or upload an authenticated certificate.

e  For creating a certificate, click Create.

Figure 4-113 HTTPS dialog box

HTTPS x|

*B.g. CH

Fegion |

*

IP or Domain name |

Validity Period | 365 | Day*Range :1-5000

Frovince | none |

Location | none | 1

Organization | none | -

Crganization Unit | none |

Emai | | I
| Create | | Cancel |

For uploading the authenticated certificate, click Browse to select the certificate andcertificate key, click Upload to upload them,

and then skip to Step5.

Step 3 Enter the required information and then click Create.
[L]

The entered IP or Domain name must be the same as the IP or domain name of thedevice.

Step 4 Click Install.



Figure 4-114 Certificate installation

SystemService | HTTPS | Firewal

[J Enable HTTPS
TLS Protocol Compatibility
Compatible with TLSv1.1 and earlier versions
Create Certificate

Request Created

Install Signed Certificate
Certificate Path
Certificate Key Path

Certificate Installed

Certificate Installed

Request Created HNP=172 16 3.107;C=IN:ST=none;L=none;O=none; ‘ Delete | ‘ Install | | Download ‘

Browse...

| Browse. . ‘ | Upload. ‘

Attribute

Refresh J I Save

Step 5 Click Download to download root certificate.

Step 6 Click Download Root Certificate.

Figure 4-115 File download

Eile Download

Do you want to open or save this file?

Mame: ca.crt
Type: Security Certificate
From: 10.10.6.238

- Security' Warning

Open l[ Save ]I Cancel I

potentially harm pour computer. IF you do nat trust the source, do not

|@ “While files fram the Intemet can be useful, this file lwpe can
open or zave thiz zoftware. What's the rizk?

Step 7 Click Open.

Figure 4-116 Certificate information



{ ernmncane

Gereral | Details

Certification Path

a4

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  Product Rook Ca

Issued by: Product Rook CA

valid from 2013-6-15 bo 2023-6-16

Step 8 Click Install Certificate.

Step 9 Click Next.

{ ertncate Import'y

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificake revocation lists from wour disk to a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains inFormation
used ko protect data or to establish secure netwark,
conneckions. & certificate store is the swskem area where
certificates are kept,

To continue, click Mext,

X

H_Mext:> Jl Cancel

Figure 4-118 Certificate store



[ ertificate Import Wizarc 1

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For

(*)}automatically select the certificate skore based on the bype of certificate;

() Place all certificates in the Following store

< Back Ii_mext:: ]I Cancel

Step 10 Select the storage location and click Next.

X

[ ertincate Import Wizarc

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Impart
wizard,
You have specified the following settings;

Certificate Store Selected  Automatically determined by t
Conkent Certificate

< Back IL Finish 1 I Cancel




Step 11 Click Finish and a dialog box showing the import was successful pops up.

Figure 4-120 Import succeeds

Eertificate Import Wizard 1

- } The impark was successful,

4.8.5.3. Firewall

Configure Network Access, PING prohibited, and Prevent Semi join to enhance network and data security.
o Network Access: Set trusted list and restricted list to limit access.
o Allowlist: Only when the IP/MAC of your PC in the Allowlist, can you access the camera. Portsare the same.
o Blocklist: When the IP/MAC of your PC is in the blocklist, you cannot access the camera. Portsare the same.
e PING prohibited: Enable PING prohibited function, and the camera will not respond to the pingrequest.
e  Prevent Semi join: Enable Prevent Semi join function, and the camera can provide service normally under Semi join

attack.

e You cannot set Allowlist or blocklist for camera IP or MAC addresses.

e You cannot set Allowlist or blocklist for port MAC addresses.
e WhenthelPaddresses ofthe camera and your PCare in the same LAN, MAC verification takes effect.

e Whenyouaccess the camera through internet, the camera verifiesthe MAC address according to the router MAC.
This section takes Network Access as an example.

Step 1 Select Setting > System > Safety - Firewall.

Figure 4-121 Firewall

smemsenee | rmes | rroven | —

Rule Type Neatwork Accass ~

Enable

Mode O Allowlist @ Blocklist

The listed IP addresses/MAC are prohibited to visit the corresponding ports of the device.

IP address /MAC address

1 192.168.1.100 Device All Ports £ (-}

Add IP/IMAC

| Default | ‘ Refresh ‘ | Save

Step 2 Select Network Access from Rule Type list, and then select the Enable check box.



e Enable PING prohibited and Prevent Semi join and click Save. You do not need toconfigure parameters.
e Enable Network Access and configure Allowlist and blocklist.

o Select the mode: Allow list and Blocklist.

o Click Add IP/MAC.

Figure 4-122 Add IP/MAC

Add IPIMAC X
Rule Type IP Address |E|
IP Version P4 |E|
IP Address 1

Device All Ports [
Device Start Server... |1

Device End Server... |1

QK Cancel

Step 3 Configure parameters.
Table 4-42 Description of adding IP/MAC parameters

Parameter Description

Select IP address, IP segment, MAC address or all IP addresses.
o |P address: Select IP version and enter the IP address of the host tobe added.
o |P segment: Select IP version and enter the start address and endaddress of
Rule Type the segment to be added.
e MACaddress: Enter MAC address of the host to be added.

o All IP addresses: Set all IP addresses in Allowlist or restricted list.

Device All Ports Set access ports. You can select all ports or the ports in defined areas.

) e Device all ports: Set all IP port in Allowlist or Blocklist. When selecting
Device Start ServerPort

Blocklist in Mode, and All IP Address in Rule Type, youcannot select the

Device All Ports check box.

Device End ServerPort e  Devices start server port and Device end server port: Set Device start server
portand device endserver port, and the range is 1-65535.

Step 4 Click OK, and the Firewall interface is displayed.
Step 5 Click Save.



4.8.6. Peripheral

48.6.1. Serial Port Settings
Set the serial port of the external device.

Step 1 Select Setting = PTZ - Protocol Setting.

Figure 4-123 Serial port settings

Analog PTZ

Address | 1 |
Baud Rate | 9600 v |
Data Bit B W
Stop Bit 1 W
Parity NOME W

Default Fefresh Save

Step 2 Configure serial port settings parameters.

Table 4-43 Description of serial port settings parameters

Parameter ‘ Description

The corresponding device address. It is 1 by default.

Address l-!-—.-l
Make sure that the address is the device address; otherwise, you cannotcontrol
the device.

Baud Rate Select the baud rate for the camera. It is 9600 by default.

Date Bit Itis 8 by default.

Stop Bit Itis 1 bydefault.

Parity Itis None by default.

Step 3 Click Save.



4.8.6.2. External Light

You needto configure external light mode when the external light is used.

4.8.6.2.1. Prerequisites
e  Connect external light with RS-485 port.

e You have configured serial port parameters. For details, see "4.8.6.1 Serial Port Settings".

4.8.6.2.2. Procedure
Stepl Select Setting - System - Peripheral 2 External Light.

Figure 4-124 External light

Serial Port Settingsl External Light I Wiper

Work Mode Auto B
Auto Mode Time E
LightBrightness (=] 0 128

Period setting

Default H Refresh H Save |

Step 2 Configure external light work mode.

Table 4-44 Description of external light parameters

Parameter Description

e  Off: Turn off the external light.
e Manual:Setthelight brightness manually.

Work Mode
e Auto: The camera turns on or turns off the light according to thelight
time and photo resister automatically.
e Time: When selecting Time in Auto Mode, click Setting to set the
arming period. During the arming period, the external light ison. For
Auto Mode details of arming period setting, see "5.1.1.1 Setting Period".

e Photo resister: When you select Photo resister in Auto Mode, the
system turns on the external light according to the brightness
automatically.

Light Brightness Set the brightness of the external light.




Step 3 Click Save.

4.8.6.3. Wiper

Step 1 Select Setting > System - Peripheral > Peripheral 2 Wiper.
Figure 4-125 Wiper

Wiper
Interval Time | 10 s (0~255)

l Start | ] Stop |

— Wash
[] Time Wash

Everyday

Once

| Default || Refresh || Save

Step 2 Configure wiper work mode.

Table 4-45 Description of wiper parameters

Parameter Description

The interval time between stop mode and starts mode. For example, set the time

Interval Time to 10s, and the wiper will work every 10s.
Start Set the work status of the wiper.
Stop e  Start: Click Start, and the wiper works as the set interval time.

e  Stop: Click Stop, and the wiper stops working.

Once e Once: Click Once, and the wiper works once.

Select the Time Wash check box and set the time, and then the wiperwill work as
the set time. Click Once, and the wiper works once. It can be used to check whether
the wiper can work normally.

Time Wash

Step3 Click Save.



5. Event
This chapter introduces intelligent event settings, including smart track, panoramic calibration, video detection, audio detection,
smart plan, IVS, face detection, face recognition, people counting, heat map, video Metadata, alarm, and abnormality.

5.1. Setting Alarm Linkage
5.1.1. Alarm Linkage

When configuring alarm events, select alarm linkages (such as record, snapshot). See Figure 5-1. Whenthe corresponding alarm
is triggered in the configured arming period, the system will alarm.Interfaces might vary with different events, and the actual

interface shall prevail.

Figure 5-1 Alarm linkage

Enable

Relay-in Alarm1 ¥

Mode Alarm v

Period

Anti-Dither 1] s (0~100) Sensor Type | NO v
#| Record

Record Delay 10 s (10~300)
«| Relay-out

Alarm Delay 10 s (10~300)

Send Email

Audio Linkage

Play Count 3 1~10)
File alarm.wav ¥
Waming Light
Mode Flicker v
Flicker Frequency Medium ¥
Duration 10 & (5~30)
Feriod
#| Smapshot

| Default | | Fefresh | | Save




5.1.1.1. Setting Period

Set arming periods. The system only performs corresponding linkage action in the configuredperiod.

Step 1 Click Setting next to Period.

Figure 5-2 Period

Period
0 2 4 6 8 10 12 14 16 18 20 22 24
sun [ ———————————— eiing_]
" [Cooms |
) [ sstng |
- [_ssng ]
N Y X A A I A A
[ [V] Sun Maon Tue Wed Thu Fri Sat
[|Periogt | 00 : 00: 00 |- 23: 59 : 59 |
[[JPericdz | 00 : 00 : 00 |-| 23: 59 : 59 |
[JPeriog3 | 00 : 00: 00 |-| 23: 59 : 59 |
[[Period4 | 00 : 00: 00 |-| 23: 59 : 59 |
[JPeriods | 00 : 00 00 |-| 23: 59 : 59 |
[|Perios | 00 : 00: 00 |-| 23: 53 : 59 |
| Save | | Cancel |

Step 2 Set arming periods. Alarms will be triggered in the time period in green on the timeline.
e Method one: Directly press and drag the left mouse button on the timeline.
e  Method two: Enter an actual time period.
1. ClickSetting next to aday.
2. Select a time period to be enabled.

3. Enter start time and end time of a time period.

o Select All or check boxes of some days to set the time period of multiple days atone time.

e  You can set 6 time periods per day.

Step 3 Click Save.




5.1.1.2. Record Linkage

The system can link record channel when an alarm event occurs. After alarm, the system stops recording after an extended time
period according to the Record Delay setting.
To use the record linkage function, set record plan for motion detection alarm and enable auto recordingin record control.

5.1.1.2.1. Setting Record Plan
After the corresponding alarm type (Normal, Motion, and Alarm) is enabled, the record channellinks recording.

Step1 Select Setting - Storage = Schedule - Record.
Figure 5-3 Record
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Default Refresh Save

Step 2 Set record plan.
Green represents normal record plan (such as timing recording); yellow represents motion record plan (such as recording
triggered by intelligent events); red represents alarm record plan (such as recording triggered by alarm-in).
e Method one: Select a record type, such as Normal, and directly press and drag the leftmouse button to set the time
period for normal record on the timeline.

e  Method two: Enter an actual time period.

1. ClickSetting next toaday.



Figure 5-4 Setting (record time period)

Setting X |
O Al Sun [ Mon ] Tue [ wed [ Thu (] Fri ] sat (] Holiday
Period1 | 00 - 00 00 |—‘ 23 0 B9 : &S ||:| General Motion Alarm
Period2 | 00 - 00 : 00 |—‘ 23 : B9 : &S ||:| General ] Motion [C] Alarm
Period3 | 00 - 00 : 00 |—‘ 23 : 59 : 59 ||:| General [_] Motion [C] Alarm
Period4 | 00 : 00 : 00 |—‘ 23 . 59 : 59 ||:| General [] Motion [ Alarm
Periods | 00 : 00 : 00 |—‘ 23 . 59 : 59 ||:| General [] Motion [ Alarm
Period6 | 00 - 00 00 |—‘ 23 0 B9 : &S ||:| General [ Motion [C] Alarm

Losee ] oo ]

2. Select aday, and the alarm type next to a period, and then set the period.

—l

o Select All or check boxes of some days to set the time period of multiple days atone time.
o You can set 6 time periods per day.

Step3 ClickSave.

5.1.1.2.2. Setting Record Control
Set parameters such as pack duration, pre-event record, disk full, record mode, and record stream.

Make sure that the SD card is authenticated before recording if you use CPPLUS smart card. For details, see "4.5.2.5 Path".

Step 1 Select Setting - Storage - Record Control.

Figure 5-5Record control

Pack Duration 130 Min. (1~120)
Pre-event Record | 5 |5 (0~5)
Disk Full | Overwrite v |
Record Mode @ Auto ) Manual () Of
Record Stream | Main Stream v
| Detaut || Remesn ||  saw

Step 2 Set parameters.



Table 5-1 Description of record control parameters

Parameter Description

Pack Duration The time for packing each video file.

The time to record the video in advance of a triggered alarm event.For
example, if the pre-event record is set to be 5 s, the system saves the
recorded video of 5 s before the alarm is triggered.

Pre-event Record [1]
When an alarm or motion detection links recording, and the recordingis

not enabled, the system saves the video data within the pre-event record
time to the videofile.

Recording strategy when the disk is full.
e  Stop: Stop recording when the disk is full.

Disk Full
e  Overwrite: Cyclically overwrite the earliest video when the diskis
full.
When you select Manual, the system starts recording; when youselect
Record Mode Auto, the system starts recording in the configured time period of record
plan.
Record Stream Select record stream, including Mainstream and Sub Stream.
Step3 Click Save.
5.1.1.2.3. Setting Record Linkage

On the alarm event setting interface (such as the motion detection interface), select Record and set Record Delay to set alarm
linkage and record delay. After Record Delay is configured, alarm recording continues for an extended period after the alarm
ends.

Figure 5-6 Record linkage

Record

Record Delay 10 s (10~300)

5.1.1.3. Snapshot Linkage

Aftersnapshotlinkageis configured, the system canautomatically alarmand take snapshots whenan alarmis triggered. After
Motion is enabled in Snapshot, the system takes snapshots when an alarm is triggered. Forquerying and setting snapshot storage
location, see "4.5.2.5 Path".

5.1.1.3.1. Setting Snapshot Plan
Accordingtothe configured snapshot plan, the system enables or disables snapshot atcorresponding time.

Step1 Select Setting - Storage = Schedule = Snapshot.



Figure 5-7 Snapshot
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Step2 Select snapshot type and set time period.
Green represents normal snapshot plan (such as timing snapshot); yellow represents motion snapshot plan (such as
snapshot triggered by intelligent events); red representsalarm snapshot plan (such as snapshot triggered by alarm-in).
e Method one: Select snapshot type, such as Normal, and directly press and drag the left mouse button to set time
period for normal snapshot onthe timeline.

e  Method two: Enter an actual time period.

1. ClickSetting next to a day.

Figure 5-8 Setting (snapshot time period)

Setting | X]
[ An Sun ] Mon [ Tue [ wWed [ Thu [ Fri [ sat ] Holiday
Period1 | 0D : 00O : 00 |—| 23 . 59 : 59 |D General Motion Alarm
Period2 | 0D : 00O : 00 |—| 23 . 59 : 59 |D General ] Motion [ Alarm
Period3 | 0o - 00 - 00 |—| 23 : B9 : 5§ |D General ] Motion [C] Alarm
Period4 | 00 - 00 - 00 |—| 23 : 59 : 59 ||:| General [_] Motion [C] Alarm
Period5 | 00 - 00 : 00 |—| 23 0 59 : 59 |E| General [_] Motion [_] Alarm
Periods | 0D : 00O : 00 |—| 23 . 59 : 59 |D General ] Motion [ Alarm
l Save ‘ I Cancel

2. Select aday, and the alarm type next to a period. Then set the period.



[

o Select All or check boxes of some days to set the time period of multiple days atone time.

o Youcan set 6 time periods per day.

3. Youcan set 6 time periods per day. The Snapshotinterface is displayed.

Step 3 Click Save.

5.1.1.3.2. Setting Snapshot Linkage
On the alarm event setting interface (such as the motion detection interface), select Snapshot andset alarm linkage snapshot.

Figure 5-9 Snapshot linkage

Snapshot

5.1.1.4. Relay-out Linkage
When an alarm is triggered, the system can automatically link with relay-out device. On the alarm event setting interface (such
as the motion detection interface), select Alarm and set Alarm Delay.

When alarm delay is configured, alarm continues for an extended period after the alarm ends.

Figure 5-10 Relay-out linkage

4| Relay-out

Alarm Delay 10 s (10~300)

5.1.1.5. Email Linkage

When an alarm is triggered, the system will automatically send an email to users. Email linkage takes effect only when SMTP is
configured. For details, see "4.6.5 SMTP (Email)".

Figure 5-11 Email linkage

Send Email

5.1.1.6. PTZ Linkage

When an alarm is triggered, the system links PTZ to do some operations. For example, the system links PTZ to rotate to the

presetX.
Figure 5-12 PTZ linkage

4| PTZ Activation | Preset ENU. 1 (1~255)



5.1.1.7. Warning Light Linkage
When an alarm is triggered, the system can automatically enable the warning light. Set Mode, Flicker Frequency, Duration, and
Period.

e Mode: The display mode of the warning light when an alarm is triggered. It includes Normally on and Flicker. When
setting Flicker as the mode, you need to set the flicker frequency.

[

For the camera with red and blue alarm light, you can only select Flicker in Mode.

o Duration: After setting warning light duration, the warning light is turned off after an extended time of period afteran
alarm. Itis 5seconds—30seconds.

e Period: The period for using warning light. When an alarm triggered during the configuredperiod, the system links
warning light. For the configuration, see "5.1.1.1 Setting Period".

Figure 5-13 Warning light linkage
¥| Warning Light
Mode Flicker ||
Flicker Frequency Medium E|

Duration 10 g (5~30)

5.1.1.8. Audio Linkage

The system broadcasts alarm audio file when an alarm event occurs. Select Setting = Camera = Audio = Alarm Audio to set
alarm audio file.

Figure 5-14 Audio linkage
("] Audio Linkage

Play Duration 10 E] s

5.1.2. Subscribing Alarm

5.1.2.1. About Alarm Types

For alarm types and preparations of alarm events, see Table 5-2.



Alarm Type

Motion Detection

Table 5-2 Description of alarm types

Description

The alarm s triggered whenmoving
object is detected.

Preparation

Motion detection is enabled. For
details, see "5.4.1 Setting Motion
Detection".

Thealarmis triggered when thefree

The SD card no space function is

Disk Full space of SD card is less than the | enabled. For details, see "5.19.1
configured value. Setting SD Card".
The alarm is triggered when there | SD card failure detection is enabled.
Disk Error is failure or malfunction inthe SD | For details, see "5.19.1 Setting SD

card.

Card".

Video Tampering

The alarm is triggered when the
camera lens is covered or there is
defocus invideoimages.

Video tampering is enabled. For
details, see "5.4.2 Setting Video
Tampering".

External Alarm

The alarmis triggered whenthereis
external alarminput.

The device has alarm input portand
external alarm function is enabled. For
details, see "5.18 Setting Relay-in".

lllegal Access

The alarm is triggered when the
number of consecutive login
password error is up to the
allowable number.

lllegal access detection is enabled.For
details, see "5.19.3 Setting lllegal
Access".

Audio Detection

Thealarmis triggered whenthere is
audio connection problem.

Abnormal audio detection isenabled.
For details, see "5.6 Setting Audio
Detection".

IVS

The alarm is triggered when
intelligent rule is triggered.

Enable IVS, crowd map, face detection
or people counting, and other
intelligent functions.

Scene Changing

The alarm is triggered when the
device monitoring scene changes.

Scene changing detection is enabled.
For details, see "5.4.3 Setting Scene
Changing".

Voltage Detection

The alarm is triggered when the
device detects abnormal voltage
input.

Voltage detection is enabled. For
details, see "5.19.4 Setting Voltage
Detection".

Security Exception

The alarm is triggered when the
device detects malicious attack.

Voltage detection is enabled. For
details, see "5.19.5 Setting Security
Exception".




5.1.2.2. Subscribing Alarm Information
You can subscribe alarm event. When a subscribed alarm event is triggered, the system records detailed alarm information at

theright side of the interface.
[L]

Functions of different devices might vary.

Step1 Clickthe Alarm tab.

Figure 5-15 Alarm (subscription)

Alarm Type No. Time Alarm Type Source IP Alarm Channel
[] Motion Detection [7] DiskFull
[”] DiskError ] video Tampering
[] External Alarm [C] megal Access
["] Audio Detection [ ws
[7] Scene Changing [7] Security Exception
Operation
[] Prompt

Alarm Tone

["] Play Alarm Tone

Step 2 Select Alarm Type according to the actual need.
e  Select Prompt. The system prompts and records alarm information according to actual conditions.

o  When the subscribed alarm event is triggered and the Alarm interface is not displayed, the E is displayed
on the Alarm tab and the alarm information isrecorded automatically. Click the Alarm tab, and this icon
disappears.

o When the subscribed alarm event is triggered and the Alarm interface is displayed, the corresponding alarm
information is displayed in the alarm list at the right side of the Alarminterface.

o  Select Play Alarm Tone and select the tone path.

The system would play the selected audio file when the selected alarm is triggered.



5.2. Setting Smart Track

After setting calibration and parameters for smart track, the tracking speed dome can automatically link to a corresponding
position and trackan object till it is out of the monitoring range or the set tracking time is reached when the intelligent rules for

panoramic camera triggers an alarm.

5.2.1. Setting Calibration Parameters for Smart Track
The camera has calibration parameters by default, and you can modify the parameters manually when the effectis not good

with default setting.
[L]

Auto calibration mode is available on some select models.
Step 1 Select Setting = Event - Smart Track = Smart Track.
Step 2 Configure calibration parameters.

e Autocalibration
Select Auto in Calibration Mode, and then click Start Calibration.

Figure 5-16 Auto calibration

smar ek | A e

8192x2700]

Calibration Mode Auto |z| Start Calibration

Detaut || Refresn |[  save |

e Manual calibration
Select Manual in Calibration Mode, select the channel; that you need, and then addcalibration point foritinthe live image.



smartTrack || Alarm Track

Figure 5-17 Manual calibration (1)
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Figure 5-18 Manual calibration (2)

Smart Track || Alarm Track

8192x2700|

Calibration Mode [ESTE ~ | | start Calibration

Scene1 Scene2 Scene3 Scene4 o

PTZ Camera Speed 5[]

Coordinates Coordinates

1 597,4969 2669,4421 1621,-711,7
2 1826,499 6829,1560 1621,-71.7
3 19732183 7252 4876 16217117
4 1633,1393 6111,3023 1621,-71.7

Clear Calibration....

[ oeaut ][ Refesn ][ save

CELCTCT
€ 0




1) Adjustthespeed domelensandturnittothe same view asthe chosen lens, and thenclick [EE.
The calibration boxes are displayed in both images.

2) Paireachboxinthetwoimages and keep the paired boxes atthe same spot of the liveview.

3) Click &

You need at least 4 pairs of calibration boxes to ensure the views of the speed domeand the panoramic camera as similar as
possible.

Step 3 Click Save.

5.2.2. Enabling Alarm Track

Alarm Track s disabled by default. Smart Track is enabled only after Alarm Track is enabled and intelligent rules of the panoramic

camera are configured. Smart Track is supported only when rules of crowd map, intrusion and tripwire are triggered. See "5.8
Setting IVS" and "5.9 Setting Crowd Map".

Stepl Select Setting 2 Event 2 Smart Track - Alarm Track.

Figure 5-19 Alarm track

soatTack | aam ook

[v] Enable
Auto Track @ On ) Off
Track Time Continue till object disz-u[ﬂ
Idle Time 5 s (1~1800)
Idle Position Preset1 E
Default Refresh Save

Step 2 Select the Enable check box to enable track linkage.

After enabling the function, manual positioning, manual tacking and auto tracking takeeffect.

Step 3 Set parameters. Table 5-3 Description of alarm track parameters



Parameter ‘ Description

Select On, and the speed dome automatically links to a correspondingposition
Auto Track and tracks an object when the intelligent rules of the panoramic camera trigger
alarms.

Setthealarm track time.

e Before an object disappears: The speed dome would automatically link
Track Time to a corresponding position and tracks an object until the object moves
out of the monitoring range whenthe intelligent rules of the panoramic
camera trigger alarms.

e  Custom: Set the auto alarm track time of the speed dome.

Itis an interval from the end of alarm track of the speed dome to thestart ofidle

Idle Time mode.

Set Idle Time and Idle Position. If no event needs to be tracked afterthe
configured idle time, the device automatically rotates to the set idle position.
For example, the Idle Time is set to be five seconds andthe Idle Position is set to
be preset point 1. When the speed dome does not start tracking after five
Idle Position seconds, it automatically rotates to preset 1.

TosetlIdle Position, first set a preset point. For preset point, see"4.3.2.1 Preset".

Step 4 Click Save.

5.3. Setting Panoramic Calibration

The device has calibration parameters by default, and you can modify the parameters manually when the effect is not good
with default setting. Before manually calibrating a channel, clear alldefault calibration parameters.

Channel 1is a PTZ camera. You should calibrate the scene coordinates of Channel 1 and otherchannels. Take Channel2asan

example.

Step 1 Setting 2 Event - Panoramic Calibration.



Figure 5-20 Panoramic calibration

Panoramic Calibrati

Piease adjust the PTZ angle of channel 1 via PTZ control interface, make the center point of channel 1 basically concide with the green point of calibration 1 or calibration
2 screen, then it is to make calibration.

Calibrate1  Calibrate2 °° @ Zoom @

Channel ?72 I

1 10852895 2446 3931 1328,311,0 [ ) N
2 1108,6328 3676,7643 13283110 = &
3 20201219 2775931 1328311,0 (] )
v
4 24597205 55747301 1328311,0 = &
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Step 2 Select channel 2, and then select a calibration number under the video images in turns(See Figure 5-21) to add

calibration points to the corresponding video images. Take Calibrate 1asanexample.

Figure 5-21 Select a calibration number

Calibrate1 Calibrate2

1) Adjust the PTZ angle of channel 1 through the PTZ control interface to rotate the center of channel 1to a position
aligned with the green pointin Calibrate 1 image, and then click [ - )

Calibration box is displayed in images of Channel 1 and Calibrate 1. Respectively drag calibration boxes on images of Channel 1
and Calibrate 1 to thecorresponding positions.

2) Click H to save this pair of calibration boxes.
You arerecommended to drag calibration box to a static position with clear edgesin the image. This can ensure the edges can
be accurately distinguished by the camera.

3) Afterthe calibration record is saved, the calibration box is displayed in yellow.
Repeat 1) to 2) to add at least 4 pairs of calibration points to each calibration picture.



Step 3 Click Save.

5.4. SettingVideo Detection

Check whether there are considerable changes on the video by analyzing video images. In case ofany considerable change

on the video (such as moving object, fuzzy image), the system performs analarm linkage.

5.4.1. Setting Motion Detection

The system performs an alarm linkage when the moving object appears on the image and itsmoving speed reaches the

presetsensitivity.

[1]
o Ifyouenable motion detection and smart motion detection simultaneously, and configure the linked activities, the
linked activities take effect as following:

o When Motion Detection is triggered, the camera will record and take snapshots, but otherconfigured
linkages such as sending emails, PTZ operation will not take effect.

o  When Smart Motion Detection is triggered, all the configured linkages take effect.

¢ If you only enable motion detection, all the configured linkages take effect when motion detectionis triggered.

Step 1 Select Setting > Event - Video Detection - Motion Detection.
Figure 5-22 Motion detection
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Step 2 Select the Enable check box to enable motion detection function.

Step 3 Set the areafor motion detection.



1) Click Setup next to Area.

Figure 5-23 Area
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2) Select a color and set the region name. Select an effective area for Motion Detection in the image and set Sensitivity

and Threshold.

e Select acoloron . . .

to set different detection parametersfor each region.

e Sensitivity: Sensitive degree of outside changes. It is easier to trigger the alarm with higher sensitivity.

e Threshold: Effective area threshold for Motion Detection. The smaller the thresholdis, the easier the alarmiis triggered.

e The whole video image is the effective area for Motion Detection by default.

e The red line in the waveform indicates that the Motion Detection is triggered, and the green one indicates that there

is no motion detection. Adjust sensitivity and threshold according to the waveform.

3) Click Save.

Step 4 Set arming periods and alarm linkage action. For details, see "5.1.1 Alarm Linkage".

Anti-dither: After the Anti-dither time is set, the system only records one motion detectioneventin the period.

Step 5 Click Save.



5.4.2. Setting Video Tampering

The system performs alarm linkage when the lens is covered, or video outputis mono-color screencaused by light and other
reasons.

Step 1 Select Setting = Event - Video Detection = Video Tamper.

Step 2 Select the event type.

o Video Tampering: When the percentage of the tampered image and the duration exceed the configured values, an
alarm will be triggered.

o Defocus Detection: When the image is blurred, an alarm will be triggered. This

e function is available on select models.

Figure 5-24 Video tampering
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Table 5-4 Description of video temper parameter.

Parameter Description

Tamper Area When the percentage of the tampered image and the durationexceed the
configured values, an alarm will be triggered.

Duration Thetamper areais 30% and the duration is 5 s by default.

Anti-Dither Only record one alarm event during the anti-dither period.

Step 3 Set arming periods and alarm linkage action. For details, see "5.1.1 Alarm Linkage".
Step 4 Click Save.



5.4.3. Setting Scene Changing

The system performs alarm linkage when the image switches fromthe current scene to another one.

Step 1 Select Setting 2 Event - Video Detection - Scene Changing.

Figure 5-25 Scene changing
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Step 2 Set arming periods and alarm linkage action. For details, see "5.1.1 Alarm Linkage".
Step 3 Click Save.

5.5. Setting Smart Motion Detection

The system performs alarm linkage when human, non-motorized vehicle, or motor vehicle appearon the image and its
moving speed reaches the preset sensitivity. Enabling smart motion detection can avoid the alarms triggered by the

environment changes, and the functionis enabled by default.

5.5.1. Prerequisites
e Select Setting = Event - Video Detection - Motion Detection to enable the motion detection function.
e  You have set Period and Area in Motion Detection, and make sure that the sensitivity value islarger than 0, and the

threshold value is smaller than 100.

5.5.2. Procedure
Stepl Select Setting > Event - Smart Motion Detection.



Figure 5-26 Smart motion detection

[ ] Enable
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Default Fefresh Save

Step 2 Select the Enable check box to enable the smart motion detection function.
Step 3 Set effective object and sensitivity.
e Effective object: Includes Human and Motor vehicle. When you select Human, thecamera will detect human and non-
motorized vehicle.
e  Sensitivity: Includes Low, Middle, and High. The higher the sensitivity is, the easier thealarm will be triggered.

Step 4 Click OK.

5.6. Setting Audio Detection

The system performs alarm linkage when vague voice, tone change, or sound intensity rapid changeis detected.
Stepl Select Setting 2 Event 2 Audio Detection.



Figure 5-27 Audio detection
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Step 2 Set parameters.
e Input abnormal: Select the Enable Input Abnormal check box, and the alarm istriggered when the system detects
abnormal soundinput.
e Intensity change: Select the Enable Intensity Change check box and then set Sensitivity and Threshold. The alarm is

triggered when the system detects that thesound intensity exceeds the set threshold.

o ltis easier to trigger the alarm with higher sensitivity or smaller threshold. Set a high threshold for noisy
environment.

o The red line in the waveform indicates audio detection is triggered, and the green one indicates no audio

detection. Adjust sensitivity and threshold according to thewaveform.

Step 3 Set arming periods and alarm linkage action.
Step 4 Click Save.



5.7. Setting Smart Plan
Smart plan includes face detection, heat map, IVS, people counting, face detection, video metadata, stereo analysis and
schedule. The intelligent function can be enabled only after the corresponding smart planis enabled.

5.7.1. Basic Smart Plan
Step 1 Select Setting = Event > Smart Plan.

The Smart Plan interface is displayed. For smart planicon, see the table below.

Table 5-5 Description of smart planicon

Description Description ‘ Description

[ .—I _ (e)

n Face detection Stereo vision @ Heat map
[-=="1

. A ® — Face
St I IVS = -
@ ereo analysis g = recognition
[ )

People

|i1 ri| ri| counting

Video metadata ETE Crowd map

Vehicledensity | — —

| M ANPR

Step 2 Enable smart functions as need.

Different cameras support different ways to enable smart functions. Select corresponding ways to enable these functions
according to the actual interface.
o Selectanicontoenablethe corresponding smart plan.

Click an icon to enable it, and the selected smart function is highlighted. Click it againto cancel the selection. If the icon

m ontheinterface, click it to enable the smart function switch.
e  Enable smart plan through Add Plan.

1) Select apreset point from the Add Plan the interface.The smart plan for the pointis displayed.
2) Click the corresponding icon to enable a smart function.

The selected smart function is highlighted. Click it again to cancel the selection.

Step 3 Click Save.



5.7.2. Schedule

After enabling this function, you can configure different smart plans at different periods for your camera.

Step 1 Select Setting = Event - Smart Plan.
Step 2 Enable Schedule.

Figure 5-28 Schedule
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Step 3 Click Add Plan.

1) Renamethe planasneeded.
2) Select smart plan. Other plans which are incompatible with the one that you selectedwould turn gray.
3) Click Save.
4) (optional) Follow step 1-3toadd more plans. You canadd 10 plans at most.

o Click - to modify the plan added.

o Click @ todelete the plan.

Figure 5-29 Add plan (1)




1)
2)
3)
4)

Figure 5-30 Add plan (2)

No. Color Name Channel 1 Modify Delete
1 B Plan1 Face Detection ¢ e
2 | Plan2 Heat Map ¢ e
3 B Plan3 VS i -}
4 || Plan4 People Counting 4 (]
Step 4 Configure the time settings.
Click Settings.
Configure the period. In the Smart Plan list, select the type as needed.
Click Save.
(optional) Repeat step 1-4 to add more plans for different time.
o You can set up to 6 different plans for one day.
o One period canonlyadd one smart plan.
Figure 5-31 Time settings (1)
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Figure 5-32 Time settings (2)
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Step 5 Click Save.

Schedule function is only available on single-channel cameras.

5.8.

Setting IVS

This section introduces scene selection requirements, rule configuration, and global configuration for IVS (intelligent video

surveillance).

Basic requirements on scene selection are as follows.

5.8.1

Thetarget should occupy no more than 10% of the whole image.

Thetargetsizeintheimage should be no morethan 10 x 10 pixels. The size of abandoned objectin the image should
be no less than 15 x 15 pixels (CIF image). The target height and width should no more less than a third of the
image height and width. The recommended target heightis 10% of the image height.

The brightness difference of the target and the background should be no less than 10 gray levels.

Thetargetshould be continuously present intheimage for no less than two seconds, and themoving distance of the
target should be larger than its width and no less than 15 pixels (CIF image) at the same time.

Reduce the complexity of surveillance scene as much as you can. Intelligent analysis functions are not recommended
tobe usedin scene with dense targets and frequent illumination change.

Avoid areas such as glass, reflective ground, water surface, and areas interfered by branch,shadow and mosquito.

Avoid backlight scene and direct light.

Global Configuration

Set global rules for IVS, including anti-disturb, depth of field calibration, and valid motion parameter for targets.

5.8.1.1. Calibration Purpose

Determine corresponding relationship between 2D image captured by the camera and 3D actualobject according to one

horizontal ruler and three vertical rulers calibrated by the user and the corresponding actual distance.



5.8.1.1.1. Applicable Scene

e Medium or distant view with installation height of more than three meters. Scenes with parallel view or ceiling-
mountedare notsupported.

e  Calibrate horizontal plane, not vertical walls or sloping surfaces.

e This function is not applicable to scenes with distorted view, such as the distorted views captured by super wide-

angle orfisheye camera.

|.._..!.| Notes

e (Calibration Drawing

o Calibration area: The calibration area drawn should be on one horizontal plane.

o Vertical ruler: The bottom of three vertical rulers should be on the same horizontal plane. Select three
reference objects with fixed height in triangular distribution as vertical rulers, such as vehicle parked at
roadside or road lamp poles. Arrange three persons to draw at eachof the three positions in the monitoring
scene.

o Horizontalruler: Select reference object with known length on the ground, such as sign onthe road, or use a
tape to measure the actual length.

e Calibration Verification
After setting the ruler, draw a straight line on the image, check the estimated value of the straightline, and then compare this
value with the value measured in the actual scene to verify calibration accuracy. In case of major difference between the

estimated value and the actual one, fine-tune or reset parameters until the error requirement is met.

5.8.1.1.2. Procedure
1) Select Setting = Event = IVS = Global Setup.

Figure 5-33 Global setup of IVS
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2) Set parameters.

Table 5-6 Description of global setup (IVS) parameters

Parameter Description

Anti-Disturb Enable A reserved function.

Adjust the filter sensitivity. With higher value, it is easier to trigger an
Sensitivity alarm when low-contrast object and small object arecaptured, and the
false detection rate is higher.

Tracking Overlap Rate

Valid Tracking Distance Reserved functions.

Valid Tracking Time

5.8.1.1.3. Result

1) Setcalibration areaandruler.
o Click Add Calibration Area and draw a calibration area in the image.
o Select acalibration type and enter the actual length, and then click Add Rulers.
o Draw one horizontal ruler and three vertical rulers in the calibration area.

2) Click Save.

o Selectthe verification type, and then click Calibration Valid.
To verify vertical ruler and horizontal ruler, respectively select Height Verification and Width Verification.
o Draw astraight line in the image to verify whether the rulers are correctly set.

In case of big difference between the estimated value and the actual one, fine-tune or reset parameters until the error

requirementis met.

5.8.2. Rule Configuration
Set rules for IVS, including cross fence detection, tripwire, intrusion, abandoned object, moving object, fast moving, parking
detection, crowd gathering, and loitering detection.

e  SelectSetting - Event 2 Smart Plan and enable IVS.

e Select Setting > Event - IVS - Global Setup to finish global configuration, and then configure Fast Moving rule.

For the functions and applications of the rules, see Table 5-7.



Rule

Tripwire

Table 5-7 Description of IVS functions

Description

When the target crosses tripwire fromthe
defined motion direction, the system
performs alarm linkages.

Intrusion

When the target enters, leaves, orappears
in the detection area, thesystem performs
alarm linkages.

Applicable Scene

Scenes with sparse targets and
no occlusion among targets,
such as the perimeterprotection
of unattended area.

Abandoned object

When an object is abandoned in the
detection area over the set time, the
system performs alarm linkages.

Scenes with sparse targets and
without obvious and frequent
light change. Simplescene in the
detection area is
recommended.

Missed alarm might increase in
the scenes with dense targets,
frequent occlusion, and people
staying.

In scenes with complex
foreground and background,
false alarm might be triggered
for abandoned or missing
object.

Missing object

When an object is taken out of the
detection area over the defined time,the
system performs alarm linkages.

Scenes with sparse targets and
without obvious and frequent
light change. Simplescene in the
detection area is
recommended.

Missed alarm might increase in
the scenes with dense targets,
frequent occlusion, and people
staying.

In scenes with complex
foreground and background,
false alarm might be triggered

for abandoned or missing
object.

Fast moving

When the motion speed is higherthan
the configured speed, the system
performs alarm linkages.

Scene with sparse targets and
less occlusion. The camera
should be installed right above
the monitoring area.

The light direction should be
vertical to the motion direction.

Parking detection

When the target stays over the
configured time, the system performs
alarm linkages.

Road monitoring and traffic
management.




Scenes with medium or long
When the crowd gathers or the crowd distance, such as outdoor plaza,
Crowd gathering density is large, the system performs government entrance, station
alarmlinkages. entrance and exit. It isnot suitable
for short-distanceview analysis.

When the target loiters over the shortest
alarm time, the system performs alarm
linkages. After alarm is triggered, if the
target stays in the area within the time
interval of alarm, then alarm will be
triggered again.

Loitering detection Scenes such as park and hall.

Configure IVS rules. This section takes tripwire as an example.
[1]

Go to the Rule Config interface of the speed dome, and the PTZ lock function is automatically enabled. The locking time is 180
seconds. You can only manually control the PTZ during the locking time. Click Unlock at lower left corner of the Rule Config
interface to manually unlock the PTZ and click Lock again to relock the PTZ.

Step 1 Select Setting 2 Event - IVS - Rule Config.

Step 2 Click on the Rule Config interface, double-click the name to modify the rule name,and then select Tripwire from the
Rule Type drop-down list.

Figure 5-34 Tripwire
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Step 3 Click Draw Rule to draw rule line in the image. Right-click to finish drawing.
For requirements of drawing rules, see Table 5-7. After drawing rules, drag corners of thedetection areato adjust the area

range.



Table 5-8 Description of IVS analysis

Rule ‘ Description

Tripwire Draw a detection line.
Intrusion Draw a detection area.
Abandoned object e During the detection of abandoned object, the alarm is also triggered if
Missing object pedestrian or vehicle stays for a long time. If the abandoned object is
Fast moving smaller than pedestrian and vehicle, set the target size to filter

edestrian and vehicle or properly extend the duration to avoid false
Parking detection P property

alarm triggered by transientstaying of pedestrian.

Crowd gathering e During the detection of crowd gathering, false alarm might be
triggered by low installation height, large percentage of single person
in an image or obvious target occlusion, continuous shaking of the

Loitering detection camera, shaking of leaves and tree shade, frequent opening or closing

of retractable door, or dense traffic

or people flow.

Step4 (Optional) Click Draw Target at the right side of Target Filter, and then draw the target inthe image.

e When the rule of crowd gathering is configured, you do not need to set target filter, but draw the minimum gathering
area. Click Draw Target to draw the minimum gathering area in the scene. The alarm is triggered when the number
of people in the detection area exceeds the minimum area and the duration.

e Click Clear to delete all drawn detection lines.

e Click Draw Target at the right side of Pixel Counter, and then press and hold the leftmouse button to draw a rectangle,
the Pixel Counter then displays its pixel.

Step 5 Set rule parameters for IVS.

Table 5-9 Description of IVS parameters

Parameter Description

Set the direction of rule detection.

e  When setting cross fence detection and tripwire, select A>B, BA, or

Direction
ACB.
e Whensettingintrusion, select Enters, Exits, or Enter & Exit.
Action When setting intrusion action, select Appears or Cross.
Select Object Tracking to enable this function. When alarm is triggered by a
moving object, select 1P+3 or 1P+5 as the object tracking display mode in the
Live interface. Then the tracking scene follows the moving object until the
Object tracking object is out of the camera range.For details, see "4.2.4 Window Adjustment
Bar".
L]

This function is available on some select models.




Select AlarmTrack and set the tracking time. When alarm is triggered, the
camera automatically tracks the person or object thattriggers the alarm.
Tracking time is the duration that the camera automatically tracks the object.

Track linkage Before enabling this function, you need to enable or disable the

Alarm Track function under Smart Track as needed.

® When the Channel is set as 1, disable Alarm Track under Smart Track.

® When the Channel is set as 2 or 3, enable Alarm Track under Smart Track.

Select Al Recognition to enable this function.
® When you select Person as the alarm target, an alarm will be triggered
Al Recognition when the system detects that person trigger the rule.

® When you select Vehicle as the alarm target, alarm will be triggered when
the system detects that vehicle trigger the rule.

e For abandoned object, the duration is the shortest time fortriggering an
alarm after an object is abandoned.

e For missing object, the duration is the shortest time for triggeringan alarm

Duration
after an object is missing.
For parking detection, crowd gathering, or loitering detection, the duration is
the shortest time for triggering an alarm after anobject appearsin the area.
e For fast moving, sensitivity is related to the triggering speed. Lower
sensitivity requires faster moving speed to trigger the alarm.
Sensitivity

e For crowd gathering, sensitivity is related to the alarm triggering time. Itis

easier to trigger the alarm with higher sensitivity.

Step 6 Set arming periods and alarm linkage action. For details, see "5.1.1 Alarm Linkage".
Step 7 Click Save.

To view alarm information on the Alarm tab, you need to subscribe relevant alarm event.For details, see "5.1.2 Subscribing

Alarm".



5.9. Setting Crowd Map

You can view crowd distribution on the map inreal time for timely arming, to prevent stampede andother accidents.

5.9.1. Global Configuration

Set the calibration parameters of panoramic cameras.

5.9.1.1. Calibration Purpose
Determine corresponding relationship between 2D image captured by the camera and 3D actualobject according to one

horizontal ruler and three vertical rulers calibrated by the user and the corresponding actual distance.

|.._..!.| Notes

When drawing calibration ruler, keep the ruler length consistent with the actual length of the object.

5.9.1.1.1. Procedure

1) Select Setting = Event > Crowd Map = Global Setup

Figure 5-35 Global setup of crowd map
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2) Setcalibration areaandruler.
a. Click Add Calibration Area and draw a calibration area in the image.
b. Select a calibration type and enter the actual length, and then click Add Rulers.
C. Draw one horizontal ruler and three vertical rulers in the calibration area.

3) Click Save.



5.9.2. Rule Configuration

When the number of people or the crowd density inthe detection area exceeds the configuredthreshold, the system performs

alarm linkages.

5.9.2.1. Prerequisites
e  Select Setting - Event - Smart Plan and enable Crowd Map.
e  Select Setting > Event 2 Crowd Map > Global Setup to configure the crowd map.

5.9.2.2. Procedure

Step1 Select Setting = Event = Crowd Map = Crowd Map.

Figure 5-36 Crowd map
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Step 2 Select the Enable check box, and then the crowd map function is enabled.

Step 3 Click Draw Detection Area to draw global area for detecting crowd distribution in theimage.

After drawing a global area, you can draw multiple local statistical areas in the global areaas needed.

1) CIick, and then click Draw Area to draw local statistical area in global detectionarea.



You can draw up to eight local statistical areas.

2) Double-click the area name and the alarm people amount to set the area name of localstatistical area and the

threshold of the alarm people amount.

When the number of people in the statistical area exceeds the alarm people amount,the system performs alarm linkages. The

default alarm people amount is 20.

Step 4 Set parameters.

Table 5-10 Description of crowd map parameters

Parameter ‘ Description

Global Select the Global check box and set the crowd density threshold. The system

detects crowd distribution in the global area. When thecrowd density
exceeds the configured threshold, the system performs alarm linkages.

Crowd Density

Select the Smart Track check box, and when alarm is triggered by the
panoramic camera, the speed dome automatically turns to theposition
where alarm is triggered. The tracking time is "idle time + five seconds." For
the details of idle time configuration, see "5.2.2 Enabling Alarm Track"

Linkage rules:
e Detect global alarm only: Turns to crowd with highest density.
e  Detect local alarm only: Turns to local area that triggers alarmfirst.
Smart track e Detectglobal alarm +one local alarm: First turns to local area,and then
the crowd with highest density when there is no alarminlocal area.
e Detect global alarm + multiple local alarms: First turns to localarea that
triggers alarm first, and then the crowd with highest density when
thereisnoalarmin local area.
(L]

Before enabling this function, you need to configure Smart Track.For details,
see "5.2 Setting Smart Track".

Click Draw Target next to Pixel Counter, and then press and holdthe left

Pixel Counter ; | N
mouse button to draw a rectangle, the Pixel Counter thendisplaysits pixel.




5.9.2.3. Result
Step 5 Set arming periods and alarm linkage actions. For details, see "5.1.1 Alarm Linkage.

Step 6 Click Save.

Click on the Live interface to view the crowd map.

Figure 5-37 Crowd map (1)

Double-click the rendering area at the lower-right corner in the image to view crowd distribution in the area.

Figure 5-38 Crowd map (2)




5.10. Setting Face Recognition

When a face is detected or recognized in the detection area, the system performs alarm linkage and supports searching face
detection and recognition results.
e  Face Detection: When a face is detected in the area, the system performs alarm linkage, such asrecording and
sending emails.
e  Face Recognition: When a face is detected in the area, the system compares the captured face image with the

informationinthe face database, and links alarm according to the comparisonresult.

For the process of setting face recognition, see Figure 5-39.

Figure 5-39 Face recognition flowchart
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5.10.1. Setting Face Detection

When a face is recognized in the detection area, the system performs alarm linkage.

5.10.1.1. Prerequisites

Select Setting - Event - Smart Plan, and then enable Face Recognition.

5.10.1.2. Procedure
Step 1 Select Setting 2 Face Recognition - Face Detection.



Figure 5-40 Face detection
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Step 2 Select the Enable check box to enable the face detection function.

Step 3 (Optional) Click Draw next to Detect Region to draw a face detection areain the image.
Step 4 (Optional) Click Draw next to Exclude Region to draw a non-face detection area in the Detect Region.

Step 5 (Optional) Select Max Size or Min Size click Draw Target at the right side of Target filter,and then draw the target in the

image.

Step6 Set parameters.

Table 5-11 Description of face detection parameters

Parameter Description

Select the OSD check box, and the number of people with facedetected and
osD recognized is displayed on the Live interface.

Click Reset to recount.

Select the Face Enhancement check box to preferably guarantee clearface with
Face Enhancement low stream.

Non-living Filtering Filter non-living faces in the image, such as a face picture.

Set a range for snapping face image, including face picture, one-inchpicture, and
custom.

When selecting Custom, click Setting, configure the parameters on theprompt

interface, and then click OK.

Snap Face Image

e Customized width: Set snapshot width; enter the times of theoriginal face
width. It ranges from 1-5.

e Customized face height: Set face height in snapshot; enter thetimes of the




original face height. It ranges from 1-2.
e Customized body height: Set body height: in snapshot; enter thetimes of
the original body height. It ranges from 0-4.

When the value is 0, it means to cutout the face image only.

® Optimized Snapshot: Capture the clearest picture within theconfigured time
after the camera detects face.

® Recognition Priority: Repeatedly compare the captured face to the faces in

Snap Mode the armed face database and capture the most similarface image and send

the alarm. It is recommended to use this modein access control scene.

an

Click Advanced to set the optimized time.
® Select the Attribute check box and click @} to set the display offace

Attribute . . .
attribute during the face detection.
® Snapshot Angle Filter: Set snapshot angle to be filtered duringthe face
detection.
® Snapshot Sensitivity: Set snapshot sensitivity during the facedetection. Itis
Advanced

easier to detect face with higher sensitivity.

® Optimized Time: Set a time period to capture the clearest pictureafter the

camera detects face.

® Select the Enable Face Exposure check box. When a face is detected,the
Enable Face Exposure ] )
camera can enhance brightness of the face to make the face imageclear.

Face Target Brightness ® Set the face target brightness. Itis 50 by default.
Face Exposure Detection ® Set the face exposure detection interval to prevent image flickering caused
Interval by constant adjustment of face exposure. It is five seconds bydefault.

® C(lick Draw Target next to Pixel Counter, and then press and hold theleft
Pixel Counter

mouse button to draw a rectangle, the Pixel Counter then displaysits pixel.

Step 7 Set arming periods and alarm linkage actions. For details, see "5.1.1 Alarm Linkage"

Step 8 Click Save.

5.10.2. Setting Face Database

By setting face database, the face database information can be used to compare with the face detected. Face database
configuration includes creating face database, adding face picture, and face modeling.

5.10.2.1. Creating Face Database

Face database includes face picture, face data and other information. It also provides comparison datafor the capturedface

pictures.

Step 1 Select Setting = Event - Face Recognition - Face Database Config.



Capacity Limit: Shows the usage of the memory.

Figure 5-41 Face database configuration
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Step 2 Click Add Face Database.

Figure 5-42 Add face database
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Step 3 Set the name of the face database.
Step 4 Click OK.

Figure 5-43 Face database successfully added
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Step 5 Set parameters.
Table 5-12 Description of face database parameters
Parameter ‘ Description

Deploy Select the Deploy check box, and the face database deployment isenabled. The
captured face picture is compared to the armed face database.

The detected face matches the face database only when the similarity between
the detected face and the face feature in face database reaches the configured
similarity threshold. After successful match, thecomparison resultis displayed on
the Live interface.

Similarity Threshold

More Info Click More Info to manage face database. You can search face images by setting
search conditions, register personnel, and modify personnelinformation.

Set the alarm time period. Alarm event will be triggered only withinthe defined

Arm/Disarm
/ time. See "5.1.1.1 Setting Period".

Delete Delete the selected face database.

5.10.2.2. Adding Face Picture

Add face picture to the created face database. Single adding and batch importing are supported.Requirements on face
pictures.

e Asingle face picture size is 50K-150K in JPEG format. The resolution is less than 1080p.

e  Facesizeis 30%—60% of the whole picture. Pixel should be no less than 100 pixels between theears.

e Taken in full-face view directly facing the camera without makeup, beautification, glasses, andfringe. Eyebrow, mouth

and other face features must be visible.

5.10.2.2.1. Single Adding
Add face pictures one by one. Select this way when you need to add a small number of face pictures.

Step 1 Select Setting - Event - Face Recognition - Face Database Config.
Step 2 Click next to the face database to be set.



Figure 5-44 Face database configuration
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Step 3 Click Registration.

Figure 5-45 Registration (1)
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Step4 Click Upload Picture select a face picture to be uploaded, and then click Open.

You can manually select the area for a face. After uploading picture, box select a face andclick OK. When there are multiple faces

in a photo, select the target face and click OK to save face picture.



Figure 5-46 Registration (2)
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Step 5 Enter the information about face picture according to the actual situation.

Step 6 Click Add to task list.
Step 7 Click TaskUstl andthen click OK.

The Task List interface is displayed. See Figure 5-47. Click Remove All to remove all tasksby one click.

Figure 5-47 Task list (manually add)
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If adding user fails, the error code is displayed on the interface. For details, see Table 5-13.For face modeling operation, see
"5.10.2.4 Face Modeling".



Table 5-13 Description of error code

Parameter Error Description
The picture is too large, and the upper limitis
0x1134000C 150K.
. . . The quality of the added pictures is to theupper
Ox1134000F Picture importing error it
The space of the face database exceeds theupper
0x11340019 limit.
The picture format is not correct. Importthe
1 picturein JPG format.
No face in the picture or the face is notclear.
2 Change the picture.
3 Multiple faces in the picture. Change thepicture.
4 Fails to decode the picture. Change thepicture.
Picture modeling error The picture is not suitable to be importedto the
> face database. Change the picture.
The database errors. Restart the camera and
6 model faces again.
7 Fails to get the picture. Import the pictureagain.
System error. Restart the camera and modelfaces
8 again.

5.10.2.2.2. Batch Importing

Import face pictures in batches. Select this way when you need to add a large number of facepictures. Before importing

pictures in batches, name face pictures in a format of "Name#SGender#BDate of Birth#NRegion#TCredentials Type#MID

No.jpg" (forexample, "John#S1#B1990-01-01#T1#MO0000). Fornaming rules, see Table 5-14.

e  The max. size of a single face picture is 150K, and the resolution is less than 1080p.

o When naming pictures, Name is required, and others are optional.

Table 5-14 Description of naming rules for batch import parameters

Parameter Description

Name Enter aname.

Gender Enter a figure. "1" is male and "2" female.

Date of Birth Enter a figure. Format: yyyy-mm-dd, such as 2017-11-23.
Credentials Type Enter a figure. "1" is ID card and "2" passport.

ID number Enter ID No.




Step 1 Select Setting - Event - Face Recognition - Face Database Config.
Step 2 Click next to the face database that you want to set.
Step 3 Click Batch Registration.

Figure 5-48 Batch add

Step 4 Click toselect file path.

Figure 5-49 Batch import

Step 5 Click Browse.
The interface shows import process. After finishing the import, the interface shown as Figure 5-50is displayed.



Figure 5-50 Imported successfully
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5.10.2.3. Managing Face Picture

Add face pictures to face database, and then manage and maintain face pictures to ensure correct information.

5.10.2.3.1. Modifying Face Information

Step 1 Go to the Face Database Configinterface, set filtering condition as needed, and click Search.

The search result is displayed.

Step 2 Select the row where the face picture or the personnel information is located, and then click or

Figure 5-51 Face information modification
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Step 3 Modify face information according to the actual need. Click Add to task list.



Step 4 Click TaskUsti andthen click OK.

5.10.2.3.2. Deleting Face Picture
Goto the Face Database Config interface and delete the created face picture.

o Single delete: Select the row where the face picture or the personnel information is located, and click or =&

todelete theface picture.

o Batchdelete: Select | | at the upper right corner of the face picture or | of the row where the personnel information

is located. Select the information, click Add to Deletion List, TaskListt and then click OK to delete the selected face

picture.

e Deleteall: When viewing face picturesin alist, click | ' of the row where the serial number is located; when viewing by

thumbnail, select All to select all face pictures. Click Add to Deletion List, TaskListi  and then click OK to delete all face

pictures.

5.10.2.4. Face Modeling

Face modeling extracts face picture information and imports the information to a database to establish relevant face feature

models. Through this function, the face recognition and other intelligent detections can be realized.

e The more the selected face pictures are, the longer time the face modeling takes. Please waitpatiently.

e During modeling, some intelligent detection functions (such as face recognition) are not available temporarily and

will be available after modeling.

Step 1 Select Setting 2 Event - Face Recognition - Face Database Config.
The Face Database Configinterface is displayed.

Step 2 Click next to the face database to be set.

Figure 5-52 Face database configuration

FaceOctecton [Face Dataase contig]  am | searn [

| Face Database: Test_1 =] Tasklist
Name Gender Unlimited  [+] Date ofBirth [ Modeling Status| Unlimited [
Credentials T... | Unlimited E] ID No. Region Unlimited [z]
Registration I lElatch Registrationl | Modeling All | | Modeling |

Step 3 Start modeling.

o  Selective modeling.
If there are many face pictures in the face database, you can set search criteria to select the pictures that need to be modeled.

1) Setthesearch criteria and click Search.
2) Select the face pictures to be modeled.



3) Click Modeling.

e All modeling.
Click Modeling All to complete modeling of all face pictures in the face database.

Step 4 View the modeling result.

e Successful modeling.

Figure 5-53 Successful modeling
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e Failed modeling.

Figure 5-54 Failed modeling

Task List X

Modeling completed.

&9 Succeed0
Q Fail:1 Search

Previous

Click Search, and the face details are displayed. Click to view the face picture in list format. See Figure 5-55. Click to view the
face picture in thumbnail format. See Figure5-56.
» When the modeling status is Valid in the list or is displayed on the left corner of thethumbnail, it means the
modeling succeeded.
» When the modeling status is Invalid in the list or is not displayed on the left cornerof the thumbnail, it means the
modeling failed. Point to the modeling status in the list or the pictures without to view the details of the failure.

Change the pictures according to the details.



Figure 5-55 Modeling status (list)
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5.10.3. Setting Face Recognition Alarm Linkage

When face recognition succeeded or failed, the device links alarm out.

Step 1 Select Setting 2 Event - Face Recognition - Alarm.

Figure 5-57 Alarm (face recognition)
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Step 2 Select a face database and an alarm rule.



e  Face recognition succeeded: When the detected face matches that in the face database, the devicelinksalarm out.

e  Face recognition failed: When the detected face fails to match that in the face database, the device linksalarm out.

Step 3 Set alarm linkage actions. For details, see "5.1.1 Alarm Linkage"
Step 4 Click Save.

5.10.4. Viewing Face Recognition Result
View face recognition result on the Live interface or by the search function.

5.10.4.1. Viewing Result in the Live Interface
View face recognition result on the Live interface. See Figure 5-58.

e  Face recognition result is displayed at the left side and the captured face pictures and attribute information at the
rightside.

e  Click a face picture in the display area, and the information is displayed.

Figure 5-58 Face recognition result
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5.10.4.2. Viewing Result by Search Function

View face recognition or face snapshot result. Take face recognition search as an example.

5.10.4.2.1. Prerequisites

You have installed a SD card in the camera.



5.10.4.2.2. Procedure
Step 1 Select Setting = Event - Face Recognition = Search.

Figure 5-59 Face recognition search

 Face Snapshlx]

Step 2 Select Face Recognition for Type, enter the start time and the end time, and then click Search.
The result is displayed. See Figure 5-60.

e (Click Advanced Parameters to set more search conditions.

e  C(Click a search result to view details.

See Figure 5-61. Figure 5-60 Search results (face recognition)

Figure 5-61 More Info (face recognition)



Moreinfo

Alarm Info Face Database: | |
Similarity: 99%
Time: 2019-07-12 15:56:54

Name: Jhon
Date of Birth: 1991-05-20
Region: Brazil
Credentials Type: Passport

Address: Unknown

Memo: Unknown

——— Attribute
Age: Young Gender: Male
Expression: Confused Glasses: General
Mouth Mask: No Beard: No
———— Morelnfo

Gender: Male
City: Brasilia
ID No.: PE1234478

5.10.5. Setting Face Detection

When a face is detected in the detection area, the system performs an alarm linkage.

5.10.5.1. Prerequisites

Select Setting - Event - Smart Plan, and then enable Face Detection.

5.10.5.2. Procedure
Step 1 Select Setting 2 Event - Face Detection.




Figure 5-62 Face detection
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Step 2 Select the Enable check box to enable the face detection function.
Step 3 (Optional) Click Draw next to Detect Region to draw a face detection areain the image.
Step 4 (Optional) Click Draw next to Exclude Region, and then draw an area excluding facedetectionin theimage.

Step 5 (Optional) Select Max Size or Min Size click Draw Target at the right side of Target filter,and then draw the target in the
image.
Step 6 Set parameters.

Table 5-15 Description of face detection parameters

Parameter Description

Select the OSD check box, and the number people with face detected and
osD recognized is displayed on the Live interface.

Click Clear to recount.

Select the Face Enhancement check box to preferably guarantee clearface with low

Face Enhancement stream.

Select the Non-living Filtering check box to add a target box to theface in the

captured picture to highlight the face.

Target Box Overlay The captured face picture is saved in SD card. Click the Snap Face Image

tab to view the captured picture.

Non-living Filtering Filter non-living faces in the image, such as a face picture.

Set a range for snapping face image, including face picture, one-inchpicture, and
Snap Face Image custom.

When selecting Custom, click Setting, configure the parameters on theprompt




interface, and then click OK.

Customized width: Set snapshot width; enter the times of theoriginal face
width. It ranges from 1-5.

Customized face height: Set face height in snapshot; enter the timesof the
original face height. It ranges from 1-2.

Customized body height: Set body height: in snapshot; enter thetimes of the
original body height. It ranges from 0-4.

When the value is 0, it means to cutout the face image only.

Pixel Counter

® Optimized Snapshot: Capture the clearest picture within theconfigured time
after the camera detects face.
® Recognition Priority: Repeatedly compare the captured face to thefaces in the
Snap Mode armed face database, and capture the most similar face image and send the
event. It is recommended to use this mode inaccess control scene.
Click Advanced to set the optimized time.
e Select the Attribute check box, and click 2%  to set the display of face
Attribute . . .
attribute during the face detection.
® Snapshot Angle Filter: Set snapshot angle to be filtered during theface
detection.
® Snapshot Sensitivity: Set snapshot sensitivity during the facedetection. It is
Advanced . o -
easier to detect face with higher sensitivity.
® Optimized Time: Set a time period to capture the clearest pictureafter the
camera detects face.
® Select the Enable Face Exposure check box. When a face is detected,the
Enable Face Exposure . .
camera can enhance brightness of the face to make the face imageclear.
Face TargetBrightness ® Set the face target brightness. Itis 50 by default.
Face Exposure Detection ® Set the face exposure detection interval to prevent image flickering caused by
Interval constant adjustment of face exposure. It is five seconds bydefault.
® C(Click Draw Target next to Pixel Counter, and then press and hold theleft mouse

button to draw a rectangle, the Pixel Counter then displaysits pixel.

Step 7 Set arming periods and alarm linkage actions. For details, see "5.1.1 Alarm Linkage".

Step 8 Click Save.

To view alarm information on the Alarm tab, subscribe relevant alarm event. For details,see "5.1.2 Subscribing Alarm".

5.10.5.2.1. Result

The face detection result is displayed on the live interface.




e The face pictures captured in real time and their attribute information is displayed.

e  Clickaface picture in the display area, and the details are displayed.

Figure 5-63 Face detection result

Sub Stream 1 Sub Stream 2 GG TCP

& w3 To Tz W8

5.11. Setting People Counting

People counting (including enter number, leave number and strand number in area), calibration configuration, queuing

number, and view the people counting data in report form.

5.11.1. People Counting

The system counts the people entering and leaving the detection area. When the number ofcounted people exceeds the

configured value, the system performs an alarm linkage.

5.11.1.1. Prerequisites
Select Setting 2 Event 2 Smart Plan, and then enable People Counting.

5.11.1.2. Procedure
Step 1 Select Setting = Event = People Counting.



Figure 5-64 People counting
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Figure 5-65 In area No.
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Step2 Click toaddthe people counting function.
Step3 Double-click the name to modify the rule name. Select People Counting or In Area No.

e People Counting: The system counts the people entering and leaving the detection area. When the number of counted
number of people who enter, leave, or stay in the area exceeds the configured value, the system performs an alarm
linkage.

o In Area No.: The system counts the people in the detection area and the duration thatpeople stay in the area. When
the number of counted number of people in the detection area or the stay duration exceeds the configured value,

the system performs an alarm linkage. This function is available on some select models.

Step 4 Click Draw Area to draw a detection area in the image.

o When setting People Counting, you need to draw direction lines. When targets enter or leave along the direction line,
they will be counted.

e  For the models that support multiple counting rules, different detection areas can be overlapped.

Step 5 Set parameters.



Table 5-16 Description of people counting parameters

Parameter Description

Select the OSD check box or select the Enter No. or Leave No. checkbox under OSD

0osD todisplay the people counting dataintheimage.
Click Clear toclear the count.
Flip Set the viewing angle of the image as Inclined or Vertical.

Flowrate Alarm

Set Enter No., Leave No., and Stranded No. The alarm is triggered when the
configured value is reached.

Regional People
Number StatisticsAlarm

Inside Number

Type

Setthe number of people in the people counting region. When the people count
reaches the threshold or the stay duration exceeds theconfigured value, the alarm
is triggered.

When you set inside number to be 0, and select the type to be2Threshold, the
system will not perform the alarm linkage.

Stranding Alarm

Stranding Time

Select the Stranding Alarm check box, and then set the stranding time,when the
stay duration exceeds the configured value, the alarm will be triggered.

Set the alarm-triggered sensitivity. The higher the sensitivity is, the easierthe alarm

Sensitivity will be triggered.
_ Set the maximum height of the people in detection area. The unit is cm,and the
Max Height range is 0-300.
_ _ Set the minimum height of the people in detection area. The unit is cm,and the
Min Height range is 0—200.
5.11.1.2.1. Result

Step 6 Set arming periods and alarm linkage actions. For details, see "5.1.1 Alarm Linkage".

Step 7 Click Save.

To view alarm information on the Alarm tab, subscribe relevant alarm event. For details,see "5.1.2 Subscribing Alarm".

You can view the counting results on the Live interface.

For People Counting rule, the entry and exit numbers are displayed.

ForIn Area No. rule, the inside number is displayed.




Figure 5-66 Counting result
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5.11.2. Calibration Configuration

After configuring the rule for people counting, set the installation height and angle of the camera through calibration

configuration.

5.11.2.1. Prerequisites

You have set at least one rule in Setting 2 Event - People counting - People Counting.

5.11.2.2. Procedure
Step 1 Select Setting - Event 2 People Counting - Calibration Config.



Figure 5-67 Calibration configuration (stereo analysis)
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Step 2 Click Clear to clear the default calibration box.

Step 3 Click Ground to draw a rectangular box in the image. Ground should be on the same plane and as big as possible for
calibration.

Step 4 Click Save, and then the camera calculates its height above the ground and the angle it forms with the ground.

If the height and angle are quite different from the actual situation, repeat Step2 andStep3.

5.11.3. Queuing

The system counts the queue people in the detection area. When the queue people number exceedsthe configured number

or the queue time exceeds the configured time, the alarm is triggered, andthe system performsan alarm linkage.

5.11.3.1. Prerequisites
Select Setting 2 Event 2 Smart Plan, and then enable People Counting.

5.11.3.2. Procedure
Step 1 Select Setting > Event - Queuing.



Figure 5-68 Queuing
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Step 2 Click toadd the queuing function.

You can add 4 rules at most.

Step 3 Double-click the name to modify the rule name. Click Draw Rule to draw a detection areain the image, and right-click to

complete the drawing.

Step 4 Set parameters.

Parameter Description

Queue People No. Alarm

Table 5-17 Description of people queuing

Queue People No.

Type

alarmis triggered.

Set the queue people number for triggering the alarm andcounting
type. When the queue people number reaches theconfigured value, the

Queue Time Alarm

Queue Time

the alarmis triggered.

Setthe queue time. When the queue time reaches the configuredvalue,




o Set the alarm-triggered sensitivity. The higher the sensitivity is, the easier
Sensitivity the alarm will be triggered.
' Set the maximum height of the people in detection area. The unitis cm,
Max Height and therangeis 0-300.
' ' Set the minimum height of the people in detection area. The unitis cm,
Min Height and therangeis 0-200.

5.11.3.2.1. Result

Step5 Set arming periods and alarm linkage actions. For details, see "5.1.1 Alarm Linkage".

Step6 ClickSave.
To view alarm information on the Alarm tab, subscribe relevant alarm event. For details,see "5.1.2 Subscribing Alarm".
You can view the queuing result on the Live interface. The queuingnumber and the stranding time of each target are displayed

ontheinterface.

Figure 5-69 Queuing result
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5.11.4. Viewing People Counting Diagram

You can search and export the heat map and tracking map according to the set searching criteria.This function is available on

some fisheye cameras.

Step 1 Select Setting > Event - People Counting - Diagram.

Figure 5-70 Diagram
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Step 2 Select the Enable check box to enable diagram function. And then you can search the diagram during the set period.

Step 3 Set the searching criteria.

Table 5-18 Description of searching criteria

Parameter Description

Select the report type from the following two types:

® Heat Map: Density statistics of moving object, the color range isfrom blue
Report Type tored, blue means the minimum heat value and redmeansthe maximum
heatvalue.

® Track Map: Tendency statistics of moving object.

Start Time The start time of the report.
End Time The end time of the report.
Number of People When selecting heat map as the report type, you can select Numberof People,

and set the threshold. The system searches the diagram according to the

Threshold number of peopleinthe area, and shows the heat map.

Time When selecting heat map as the report type, you can select Time, andset the
threshold. The system searches the diagram according to the queuing timein

Threshold the areaand shows the heat map.

Step4 Click Search to complete the diagram.

Click Export to export the report.



Figure 5-71 Diagram
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With the ruler on the right, you can read the diagram clearly.

5.11.5. Viewing People Counting Report

Generate people counting data in report form.

Step 1 Select Setting > Event - People Counting 2 People Counting Report.

Figure 5-72 People counting report
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Table 5-19 Description of people counting report parameters

Parameter Description

Rule Select the rule of the report from In Area No and Queuing.

The statistical type of people counting report.
® When you select Number of people, the system generates thereport of the

number of people that exceeds the configured number of people.

Statistics Type ® When you select Average stranding time, the system generates the report
of the average stranding time that exceeds the average
stranding time.
Select the period for the report.
® When selecting People Counting, you can view daily report,monthly report
Time Range and annual report.
® When selecting In Area No., you can view daily report and
monthly report.
Begin Time
End Time The begin time and the end time of people counting.

In and out directions of people counting report. You can select Entrance or

People CountingDirection| |eaye. Select Display Data, and the statistical quantity isdisplayed on the report.

Stranding Time Countthe stay time, select5s,30s,0r60s.

Queue Time Count the queuing tine, select 1 minute, 5 minutes, or 10 minutes.
Report Type (Bar

Chart/Line Chart) Includes bar chart and line chart.

Rule 1, Rule2... Select the check box to search the report of the corresponding rule.

Step 3 Click Search to complete the report.

Click Export to export the report in .bmp or .csv format.



5.12. Setting Heat Map

Make statistics on the cumulative density of object movement and view heat map in report.

5.12.1. Heat Map

Detect the distribution of dynamically moving objects in the target area within a certain period and displays the distribution on
a heat map. Color varies from blue to red. The lowest heating value is in blue, and the highest heating value is in red. When

mirroring occurs on the camera or the viewing angle changes, original data on the heat map will be cleared.

5.12.1.1. Prerequisites
Select Setting - Setting - Event - Smart Plan, and then enable Heat Map.

5.12.1.2. Procedure
Step 1 Select Setting = Event - Heat Map - Heat Map.

Figure 5-73 Heat map
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Step 2 Select the Enable check box to enable the heat map function.
Step 3 Set the arming period. For details, see "5.1.1.1 Setting Period".
Step 4 Click Save.

5.12.2. Viewing Heat Map Report

The system can export heat map data as a report.

Step 1 Select Setting = Event - Heat Map = Report.



Figure 5-74 Heat map report
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Step 2 Set the start time and end time.

Only some devices support heat map sequence numbers.
Step 3 Click Search to complete the report.

Click Export to export the statistical report.

5.13. Setting Vehicle Density

Configure the rules for traffic congestion and parking upper limit and view the counting data on the Live interface.

5.13.1. Prerequisites
Select Setting - Event - Smart Plan, and then enable Vehicle Density.

5.13.1.1. Procedure
Step 1 Select Setting 2 Event - Vehicle Density.



Figure 5-75 Vehicle density (traffic congestion)
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Figure 5-76 Vehicle density (parking upper limit)
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Step 2 Click to add the vehicle density function.
Step 3 Double-click the name to modify the rule name. Select Traffic Congestion or ParkingUpper Limit.

o Traffic Congestion: The system counts the vehicles in the detection area. When the counted vehicle number and the
continuous congestion time exceed the configuredvalues, an alarm is triggered, and the system performs an alarm
linkage.

o  Parking Upper Limit: The system counts the vehicles in the detection area. When thecounted vehicle number exceeds
the configured value, an alarm triggered, and the system performsan alarm linkage.

Step 4 Click Draw Area to draw a detection area in the image.
Step 5 Set parameters.

Table 5-20 Description of people counting parameters

Parameter Description

After the alarm is triggered, if the status lasts for the configuredtime in
Repeat Alarm Time, the alarm will be triggered again.

0 indicates that the function is disabled.

Repeat Alarm Time

Select the check box and set the Threshold and ContinuousCongestion Time.

Vehicle Congestion Alarm When the counted vehicle and the continuous congestion timeexceed the
configured values, an alarm s triggered.

- . . Select the check box, and set the Threshold.
Upper Limit VehicleQuantity

Alarm When the counted vehicle exceeds the configured values, analarm is

triggered.

Click Draw Target next to Pixel Counter, and then press and holdthe left
mouse button to draw a rectangle, the Pixel Counter thendisplaysits pixel.

Pixel Counter

5.13.1.1.1. Result
Step 6 Set arming periods and alarm linkage actions. For details, see "5.1.1 Alarm Linkage".

Step 7 Click Save.

To view alarm information on the Alarm tab, subscribe relevant alarm event. For details,see "5.1.2 Subscribing Alarm".

You can view the counting result on the Live interface.
e For Traffic Congestion rule, the entry and exit numbers are displayed.

e For Parking Upper Limit rule, the inside number is displayed.



Figure 5-77 Traffic congestion

Figure 5-78 Parking upper limit

5.14. Setting Stereo Analysis

Stereo analysis includes rule configuration and calibration configuration.

5.14.1. Setting Rules for Stereo Analysis

The rules for stereo analysis include Activation Analysis, Back Detection, Fall Detection, Walking Detection, Blackboard Writing
Detection, Violence Detection, People No. Error,, Stand Detection, Running Detection, People Approaching Detection, and Strand

Detection.

5.14.1.1. Prerequisites
Select Setting = Event = Smart Plan, and then enable Stereo Analysis

For the functions and applications of the rules, see Table 5-21.



Rule

Activation Analysis

Table 5-21 Description of stereo analysis function

Function

Working with a recording &
broadcasting server, the camera
monitors the target's positions inthe
front of the classroom and analyzes the
data, and then generates a report.

Applicable Scene

Classrooms

Back Detection

When the camera monitors the frontof
the classroom works with a recording
& broadcasting server, and detects a
target with back to thecamera, an alarm
will be triggered.

Classrooms

Fall Detection

When walking or standing people inthe
detection area suddenly fall down on
the ground, the alarm willbe triggered.

Park and hall

Walking Detection

When the camera that monitors the
front of the classroom works with a
recording & broadcasting server, and
detects a working target, an alarm will be
triggered.

Classrooms

Blackboard Writing
Detection

When the camera that monitors the
front of the classroom works with a
recording & broadcasting server, and
detect blackboard writing actions, an
alarm will be triggered.

When configuring the rule, click Draw
Close-up Area to draw the blackboard as
the close-up area, andthen the image of
sub stream 3 switches to close-up
image from theglobal image.

Classrooms

Violence Detection

When people walking or standing
inside or outside the self-service hallor
ATM protection cabin have violent
movement (such as smashing ATM
machine) or fighting,an alarm will be
triggered.

Bank halls and ATMprotection
cabins

People No. Error (vary

from devices.)

The camera can recognize the real-time
number of people in the
detection area. When the number of
people exceeds the configured value,
an alarm will be triggered.

Scenic spots and banks




When a recording & broadcasting
server is used, the camera that monitors
the front of a classroom needs to be
configured this function. With this
function, the teacher's actions can be
traced andenlarged. When the number
of people in the image is not 1, the
globalimageis displayed.

Classrooms

Stand Detection

When a recording & broadcasting
server is used, the camera that monitors
the area where the students stay needs
to be configured with this function.
When only 1 standing person in the
image, an alarm will be triggered, and
enlarge the person; when the number
of people in the image is not 1, or the
stand time is longer than the defined
time, the global image s displayed.

Classrooms

Running Detection

When the camera detects a running
person, an alarm will be triggered.

Classrooms

People Approaching
Detection

When the distance between two
walking/standing people reaches the
configured value, an alarm will be
triggered.

Banks and educational
institutions

Strand Detection

When people in the detection areastay
longer than the configured stranding
time, an alarm will be triggered.

Banks and parks

This section takes Fall Detection as an example to introduce the configuration of stereo analysis rule.

5.14.1.1.1. Procedure

Step 1 Select Setting 2 Event - Stereo Analysis - Stereo Analysis.

Step 2 Click E, double-click the name to modify the rule name, and then select Fall Detection as Rule Type.




Figure 5-79 Fall detection
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Step3 (Optional) Click Clear to delete the default rule box, and then click Draw Rule to draw adetection areain theimage.

e When configuring People No. Error for a recording & broadcasting device, draw the front of a classroom as the

detection area.

e When configuring Stand Detection for a recording & broadcasting device, draw the area where the students stay as

the detection area.

e When configuring Activation Analysis, draw the front of a classroom as the detection area.

e When configuring Back Detection, draw the front of a classroom as the detection area.

e When configuring Blackboard Writing Detection, draw the blackboard as the detection area, and make sure that the

detection is larger than the blackboard. ClickDraw Close-up Area draw the blackboard as the close-up area.

Step 4 Set parameters.

Parameters for recording device and common device are different. The actual interfaceshall prevail.

Table 5-22 Description of stereo analysis parameters

Parameter Description

o Set the alarm-triggered sensitivity. The higher the sensitivity is, theeasier the
Sensitivity alarm will be triggered.

Alarm People Amount When configuring People No. Error, set the alarm people amount

Alarm Type

and alarm type. Alarm type includes Greater than, Equal to, Lessthan, and
Unequal to. When the real-time number of people in the detection area is
greater than, equal to, less than, or unequal to Alarm PeopleAmount, the
alarmis triggered.




e For People Approaching Detection, when the time for people
approaching reaches the configured value, the alarm is triggered.

e ForFall Detection, whenthe time of people falling down onthe ground

Duration reaches the configured value, the alarm is triggered.

For People No. Error, when the number of people in the areareaches the
configured value of alarm people amount and alarm type, and the time
reaches the configured value, the alarmis triggered.

e For people No. error function for a recording device, select Tracking
Mode as Close-up Mode. Then the camera tracesthe teacher’s walking
trajectory. You can view the tracking effect through sub stream 1 of the
live interface. When the number of people on the image is not 1, the
full screen is displayed.

o When setting the stand detection function for a recording device,
select Fixed Mode as Close-up Mode. Then sub stream 1 enlarges and

Close-up Mode displays the image of standing people.When the number of standing

peopleis not 1, thefull screen isdisplayed.

(1]

Before viewing the tracking or enlargement effect through sub stream 1,
ensure that sub stream 1 is enabled and the resolution of the mainstream
and substream is 1080p. For configuration

o details of the main and sub streams, see "4.5.2.1 Video".

After the alarm is triggered, if the status lasts for the configuredtime in

Repeat Alarm Time, the alarm will be triggered again.
Repeat Alarm Time m

e 0Oindicates that the function is disabled.

When configuring Strand Detection, you need to set the strandtime
Strand Time Threshold threshold. When people in the area stay longer than the configured strand
time threshold, the alarmis triggered.

Step 5 Set arming periods and alarm linkage actions. For details, see "5.1.1 Alarm Linkage".
Step 6 Click Save.
e Select Setting 2 Event - Stereo Analysis 2 Calibration Config to finish calibration configuration for other devices,
and then the detection rule becomes valid. For details, see "5.15.2 Calibration Configuration".

e To view alarm information on the Alarm tab, you should subscribe relevant alarm event. For details, see "5.1.2
Subscribing Alarm".



5.14.2. Calibration Configuration

After configuring the rule for stereo analysis, set the installation height and angle of the camera through calibration
configuration. There are two calibration modes: Calibration mode 1: Directly enter the installation height and angle according
to the actual conditions; calibration mode 2: Draw an area in the image to automatically calculate the installation height and
the angle. This section takes calibration mode 2asan example.

5.14.2.1. Prerequisites

You have set at least one rule in Setting = Event - Stereo Analysis - Stereo Analysis.

5.14.2.2. Procedure
Step 1 Select Setting = Event = Stereo Analysis = Calibration Config.

Figure 5-80 Calibration configuration (stereo analysis)
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Step 2 Click Clear to clear the default calibration box.
Step 3 Click Ground to draw a rectangular box in the image.
Ground should be on the same plane and as big as possible for calibration.

Step 4 Click Save, and then the camera calculates its height above the ground and the angle it forms with the ground.

If the height and angle are quite different from the actual situation, repeat Step2—Step4.

5.14.3. Zoom Calibration

When configuring People No. Error and Stand Detection rule, you need to configure the enlargingzoom in the image of sub

stream 1. When the number of peopleintheimageis not 1, the global image (sub stream 1) is displayed.

5.14.3.1. Prerequisites

You have set at least one rule in Setting = Event - Stereo Analysis - Stereo Analysis.



Zoom configuration is only available on recording & broadcasting devices.

5.14.3.2. Procedure
Step 1 Select Setting 2 Event - Stereo Analysis 2 Zoom Configuration.
Step 2 Configure the zoom.
e Method 1: Click Calibration Area, and then draw a rectangular box in the image, which is size of the enlarged image of
substream 1.

e Method 2: Set the zoom value. For example, if you want the target to be 1/5 of theimage, set the zoom valueto 5.

e When calibrating the zoom for Stand Detection, make sure thatthereis 1 personinthe image at least.
e  When calibrating the zoom for People No. Error, make the calibration box in the center of the image, and the zoom

value larger than 3. Some models only support calibration by drawing calibration area.

Figure 5-81 Calibration configuration (stereo analysis)
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Step 3 Click Save.



5.14.4. Viewing Report

Working with a recording & broadcasting server, the camera monitors the target's positions in thefront of the classroom and

analyzes the data, and then generates areport.

5.14.4.1. Prerequisites
You have set at least one rule in Setting - Event - Stereo Analysis - Stereo Analysis.

5.14.4.2. Procedure
Step 1 Select Setting 2 Event - Stereo Analysis - Report.
Step 2 Select the start time and end time.

You can search for reports within the time range of 30 minutes—24 hours.

Step 3 Set the number of screen sections.

We recommend splitting the window into 2" windows.

Step 4 Click Search.

Figure 5-82 Report
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5.15. Setting ANPR

Extract information of motor vehicles and display related attributes on the live interface.

5.15.1. Scene Configuration
Configure non-motor vehicle detection.



5.15.1.1. Prerequisites

Select Setting = Event = Smart Plan, and then enable ANPR.

5.15.1.2. Procedure

Step 1 Select Setting = Event - ANPR - Scene Set.

sceneset | Picture

Detect Region
Targetfilter © Max Size

@) Min Size
Pixel Counter 0

- 4

*

o

Figure 5-83 Scene set (ANPR)
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Step 2 Click Draw to draw a detect region and an exclude region in the image.

e Detect region: The region that needs to be detected.

e  Exclude region: The region that does not need to be detected. Click Modify to modify the drawn region.

Click Clear at the right side to draw the detection area again.

Step 3 Click Draw Target next to Target Filter to draw the maximum size and minimum size forthe detection targetin the

image.

Step 4 Configure parameters.

Table 5-23 Description of scene set parameters (ANPR)

Parameter

Traffic Flow Statistics

OSD

Select Traffic Flow Stat, and the device detects the number of motor
vehicles and non-motor vehicles in the detection area andgenerates the
statistical report. If Traffic Flow Stat is disabled, the report has nostatistical

data.

Select OSD to display the statistical result on the previewinterface. To clear

Description

the statistical result, click Clear.

Snap Mode

Select the snap mode: Optimized Snap and Tripwire.




Select the Relay-out check box, and when alarm is triggered, thesystem
Relay-out interacts with the linked alarm devices.

The Alarm linkage keeps running for the configured time afteralarm is
Alarm Delay ended.

5.15.1.2.1. Result

Step 5 Set arming periods and alarm linkage action. For details, see "5.1.1 Alarm Linkage".

Step 6 Click Save.

The ANPR result is displayed on the live interface.

e The plate no. and attribute information of vehicle are displayed at the right side.

e  Click the picture in the display area, and the detailed information is displayed.

Figure 5-84 ANPR result




5.15.2. Setting Picture Overlay
Set overlay of motor vehicle.
Step 1 Select Setting = Event - ANPR - Picture.
Figure 5-85 Picture
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Step 2 Select Motor Vehicle from the Type drop-down list.
Step 3 Set overlay information and box position, such as plate no., time, car color, car type, and car logo.

Step 4 Click Save.

5.15.3. Viewing ANPR Report

Generate data of ANPR in report form.
Step 1 Select Setting - Event - ANPR - Report.

Figure 5-86 Report
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Step 2 Select the report type, start time, end time, and other parameters.
Step 3 Click Search.

The statistical results are displayed. Then click Export to export the statistical report.



Figure 5-87 Statistical results
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5.16. Setting Video Metadata

Classify people, non-motor vehicles and motor vehicles in the captured video and display the relevantattributes on the live
interface.

5.16.1. Scene Configuration
Set the detection scenes and rules, including rules for people, non-motor vehicles and motor vehicles.

Select Setting - Event - Smart Plan, and then enable Video Metadata.Take setting of the People Detection rules as an example.

Step 1 Select Setting - Event - Video Metadata - Scene Set.



Figure 5-88 Scene set (video metadata)
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Step 2 Click , and double-click the name to modify the rule name, and select People in RuleType list.

Step 3 Click Draw to draw a detect region and an exclude region in the image.

Step 4 Click Draw Target next to Target Filter to draw the maximum size and minimum size forthe detection targetin the
image.

Step 5 Set parameters.

Table 5-24 Description of scene set parameters (video metadata)

Parameter Description

Select the People Flow Statistics check box to count thenumber of
People Flow Statistics people in the detection area.

Select the Traffic Flow Statistics check box to count thenumber of motor
Traffic Flow Stat vehicles in the detection area.

Select the Capture Whole Vehicle check box to capture wholevehicle.
Capture whole vehicle The snapshot is saved in the preset path for monitoring snapshots. For
details, see "4.5.2.5 Path".

Non-motor Vehicle Flow Select the Non-motor Vehicle Flow Statistics check box to count the
Statistics number of non-motor vehiclesinthe detection area.




Select the OSD check box, and the numbers of motor vehicles,non-
motor vehicles and people in the detection area are displayed.

0OsD m

Click Reset to recount.

Click Draw Target next to Pixel Counter, and then press andhold the left
Pixel Counter mouse button to draw a rectangle, the Pixel Counter then displays its

pixel.

Select the Privacy Protection check box and then select Faceor Human
Privacy Protection body from the drop-down list to blur faces or human bodies in the

image.

Select the Face Enhancement check box to preferablyguarantee clear

Face Enhancement .
face with low stream.

Setarangeforsnappingface image, including face picture andone-inch

Snap Face Image )
picture.

Select the Enable Face Exposure check box to make faceclearer by

Enable Face Exposure N
adjusting lens aperture and shutter.

Face Target Brightness Set the face target brightness, and it is 50 by default.
Set the face exposure detection interval to prevent image flickering
Face Exposure DetectionInterval caused by constant adjustment of face exposure. It is5 seconds by
default.
Scene Set scene as Distant View or Close View.

5.16.1.1.1. Result
Step 6 Set arming periods and alarm linkage actions. For details, see "5.1.1 Alarm Linkage".

Step 7 Click Save.

Click on the live interface to view the detection results of video metadata.
e The plate no. and attributes of motor vehicle are displayed at the right side, and pictures ofpeople and non-motor
vehicles and their attributes at the bottom.

o  C(lick the picture in the display area, and the detailed information is displayed.



Figure 5-89 Video metadata result
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5.16.2. Setting Picture Information

Set overlay of motor vehicle, non-motor vehicle and people and the box position.This section takes the configuration of motor

vehicle overlay as an example.

Step 1 Select Setting > Event - Video Metadata > Picture.

Figure 5-90 Picture (video metadata)
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Step 2 Select Motor Vehicle from the Type drop-down list.

Select Non-motor Vehicle or People and set non-motor vehicle and people overlay.



Step 3 Set overlay information and box position, such as plate no., time, car color, car type, and carlogo.
Step 4 Click Save.

5.16.3. Viewing Video Metadata Report

Generate data of video metadata recognition in report form.
Step 1 Select Setting > Event - Video Metadata - Report.
The Report interface is displayed.

Step 2 Select the report type, start time, end time, and other parameters.
Step 3 Click Search to complete the report.
The statistical results are displayed. Click Export to export the statistical report.

Figure 5-91 Video metadatareport
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5.17. Setting Relay-in

When an alarm is triggered at the alarm-in port, the system performs alarm linkage.

1

Functions might vary with different models.

o
o
-

5.17.1. Relay-in (1)

Step 1 Select Setting = Event = Alarm.



Figure 5-92 Alarm linkage
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Step 2 Select the Enable check box to enable the alarm linkage function.
Step 3 Select a relay-in port and a sensor type.

e Sensor Type: NO or NC.

e Anti-Dither: Only record one alarm event during the anti-dither period.

Step 4 Set arming periods and alarm linkage action. For details, see "5.1.1 Alarm Linkage".
Step 5 Click Save.

5.17.2. Relay-in (2)

You can select the mode from Alarm and Arming/Disarming.

Figure 5-93 Select the mode
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Mode
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e Whenselecting Alarm, the function is same as Relay-in (1). For details, see "5.18.1 Relay-in (1)".

e When selecting Arming/Disarming, you can enable arming or disarming mode through onepress on an external
alarmsystem.

Step 1 Select Enable check box to enable the alarm function.
Step 2 Select arelay-in port, for details, see "5.18.1 Relay-in (1) ".



Step 3 In the Mode list, select Arming/Disarming.

Figure 5-94 Arming/Disarming
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The arming/disarming check box is selected by default. Do not cancel the selection, otherwise the configuration is invalid.

Step 4 Select the sensor type from NO and NC.
Step 5 Click Save.

5.18. Setting Abnormality

Abnormality includes SD card, network, illegal access, voltage detection, and security exception.

Only the device with SD card has the abnormality functions, including No SD Card, SD Card Error, and Capacity Warning.

5.18.1. Setting SD Card

In case of SD card abnormality, the system performs alarm linkage. The event types include No SD Card, Capacity Warning, and

SD Card Error. The introduction is for reference only and may differ from the actualinterface.

Step 1 Select Setting = Event - Exception Handling - SD Card.



Figure 5-95 SD card
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Step 2 Select the event type from the Event Type drop-down list, and then select the Enable check box to enable the SD card

detection function.

When setting Capacity Warning as Event Type, set Capacity Limit. When the remainingspace of SD cardis less than this value, the

alarmis triggered.

Step 3 Set alarm linkage actions. For details, see "5.1.1 Alarm Linkage".

Step 4 Click Save.

5.18.2. Setting Network

In case of network abnormality, the system performs alarm linkage. The event types include Disconnection and IP Conflict.

Step 1 Select Setting - Event 2 Abnormality 2 Network.



Figure 5-96 Network
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Step 2 Select the event type from the Event Type drop-down list, and then select the Enable check box to enable the network
detection function.

Step 3 Set alarm linkage actions. For details, see "5.1.1 Alarm Linkage".

Step 4 Click Save.

5.18.3. Setting lllegal Access

When you enterawronglogin password more than the settimes, the system performs alarmlinkage.

Step 1 Select Setting 2 Event - Abnormality - Illegal Access.

Figure 5-97 lllegal access
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Step 2 Select the Enable check box to enable the illegal access detection function.

Step 3 Set Login Error.
If you consecutively enter a wrong password more than the set value, the account will belocked.



Step 4 Set alarm linkage actions. For details, see "5.1.1 Alarm Linkage".
Step 5 Click Save.

5.18.4. Setting Voltage Detection

When the input voltage is higher than or lower than the rated value of the device, the system performsalarmlinkage.
Step 1 Select Setting > Event - Abnormality 2 Voltage Detection.

Figure 5-98 Voltage detection
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Step 2 Select the Enable check box to enable the voltage detection function.
Select Overlay, and the alarm icon is displayed by overlapping when the alarm is triggered. L} indicates undervoltage and

‘i indicates overvoltage.
Step 3 Set alarm linkage actions. For details, see "5.1.1 Alarm Linkage".
Step 4 Click Save.

5.18.5. Setting Security Exception

When a ho stile attack is detected, the system performs alarm linkage.
Step 1 Select Setting - Event - Abnormality - Security Exception.
Step 2 Select the Enable check box.
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Step 3 Select the event to be monitored as needed.

Table 5-25 Security exception description

Parameter

Trusted environment detected
program

‘ Description

Monitors the programs that run in trusted environment to detect
whether there are program running without trustedsignature.

Select it to prevent the program with trojan and virus.

Account login exceeds the settime
range

The account tries to login during the period that does notallow user
tologin.

Configure Restricted Login in Setting = System = Account =
Account = Username, including the IP address,validity period, and
time range.

Session ID Brute Force Attack

When session id false reaches the configured threshold in the
defined period, an alarm will be triggered.

Select it to monitor attacks in real time, so that attacks can be
prevented timely.

Brute force attack of web path

Generates the web serve directory and send a request through
enumeration. When URL false reaches the configured threshold in
the defined period, an alarm will betriggered.

Select it to monitor attacks in real time, so that attacks can be
prevented timely.




The number of users (web, platform or mobile phone client)exceeds
the max number of users that can connect to the device
Session connection exceeds limit simultaneously.

Configure the Max Connection in Setting > Network >
Port.

Step 4 Set alarm linkage actions. For details, see "5.1.1 Alarm Linkage".
Step 5 Click Save.

5.18.6. Setting Disarming

You can disable the linkage actions through the app on your smart phone, and then the system willnot perform any linkage

action, but alarm records will still be generated.

Step 1 Select Setting = Event - Disarming.

Figure 5-100 Disarming

Disarming @ Enable () Close

Disarm by Period Enable (Disarm by Period will be valid after one-click disarm is disabled.)

Disarm Period

Disarm Alarm Linka...
(] Select All
[¥] Relay-out
[v] send Email
[¥] Audio Linkage
[¥] Warning Light

Default | | Refresh | l Save

Step2 Select the Enable check box to disarm.
Step 3 (Optional) Select the Enable check box next to Disarm by Period to enable the Disarm byPeriod function, and then you

can disarm by period. For setting disarm period, see "5.1.1.1 Setting Period".

(1]
This function is only valid when Disarming is disabled.

Step 4 Select alarm linkage actions as needed.

Step 5 Click Save.



6. Maintenance

6.1. Requirements

To make sure the system runs normally, maintain it as the following requirements:

Check surveillance images regularly.

Clear regularly user and user group information that are not frequently used.

Modify the password every three months. For details, see "4.8.4 Account".

View system logs and analyze them and process the abnormity intime.

Back up the system configuration regularly.

Restart the device and delete the old files regularly.

Upgrade firmware in time.

6.2. Auto Maintain

You can restart the system manually and set the time of auto reboot and auto deleting old files. Thisfunctionis disabled by
default.
Step 1 Select Setting - System - Auto Maintain.

Figure 6-1 Auto maintain

Auto Maintain

I Auto Reboot | Everyday ~v| 02 00

[ ] Auto Delete OId Files

IManual Reboot

‘ Refresh | | Save

Step 2 Configure auto maintain parameters.
o Select the Auto Reboot check box, and set the reboot time, the system automaticallyrestarts asthe set time every
week.
o  Select the Auto Delete Old Files check box, and set the time, the system automaticallydeletes old files as the set time.

The timerangeis 1to 31 days.

A

When you enable and confirm the Auto Delete Old Files function, The deleted files cannot be restored, are you sure? notice is
displayed. Operate it carefully.

o  C(lick Manual Rebhoot, and then click OK on the displayed interface, the camera willrestart.

Step 3 Click OK.



6.3. Resetting Password
When you need to reset the password for the admin account, there will be asecurity code sent to the entered email address
which can be used toreset the password.

6.3.1. Prerequisites

You have enabled password reset service. For details, see "4.8.5.1 System Service".

6.3.2. Procedure
Step 1 Open IE browser enter the IP address of the device in the address bar and press Enter.

Figure 6-2 Login

32 CP PLUS

BRranNGE

Step 2 Click Forgot password.

Figure 6-3 Prompt

Prompt ]

A . device SN etc purgpes o cuty Doyou
agree anc want b coeinue T cperaen?

Step 3 Click OK.

Clicking OK means that you are informed that some of your personal data might be collected to help reset the password,
such as phone number, MAC address, and device serial number. Read the prompt carefully to decide whether to authorize the

collection activity.



Figure 6-4 Reset the password (1)

Reset the password(1/2)

SN: CP3E01099PALD0102

QR code:

Note(For admin only):

Flease uss an APP to scan the left QR code to get
special strings. And then send the strings to
resetpwd@cpplusworld_ com

The security code will be delivered to h*=@adityagroup.com

Security code:

Cancel | | hext

Step 4 Reset the password.

Step 5 Scan the QR code, and there will be a security code sent to the email address you entered. Enter the security code as
instructed.

A\

e  Please use the security code within 24 hours after you receive it. Otherwise, it willbecome invalid.
e [f you fail to use the security code for two times continuously, there will be fail notice when you try to get a security

code for the third time. You have to reset the device to get a security code or wait 24 hours to get it again.

Step 6 Click Next.

Figure 6-5 Reset the password (2)

Reset the password(2/2)

Username admin

Password

Use a password that has 8 to 32 characters, it
can be a combination of letter(s), number(s) and
symbol(s) with at least two kinds of them.
(please do not use special symbols like "™ ;: &)

Confirm Password

l Cancel I | Save

Step 7 Reset and confirm the password.

The password must consist of 8 to 32 non-blank characters and contain at least two types of characters among upper case,



lower case, number, and special character (excluding'" ; :&).

Step 8 Click Save.
The login interface is displayed.

6.4. Backup and Default
6.4.1. Import/Export

e  Export the system configuration file to back up the system configuration.

e Import system configuration file to make quick configuration orrecover system configuration.

Step 1 Select Setting = System = Import/Export.

Figure 6-6 Import/Export

Import/Export

Backup Path

| Impart | | Expaort |

Step 2 Click Import or Export.
e Import: Select local configuration file and click Open to import the local systemconfiguration file to the system.

e  Export: Select the storage path and click Save to export the system configuration fileto local storage.

Step 3 Click Save to finish configuration.

6.4.2. Default

Restore the device to default configuration or factory settings.

A\

This function will restore the device to default configuration or factory setting.

Select Setting = System = Default.
o  C(lick Default, and then all the configurations except IP address and account are reset to default.

o  C(lick Factory Default, and all the configurations are reset to factory settings.



Figure 6-7 Default

e I

Default Other configurations will be recoverad to default except network |P address, user management and so on.

Factory Default | Completely recover device parameters to factory default.

6.5. Upgrade

Upgrading to the latest system can perfect camera functions and improve stability.
(1]

If wrong upgrade file has been used, restart the device; otherwise, some functions might not workproperly.

Step 1 Select Setting 2 System - Upgrade.

Figure 6-8 Upgrade

Upgrade

— File Upgrade

Select Firmware File l Browse... ‘ l Upgrade ‘

— Online Upgrade

Current Firmware Versionis  2.622.00AT000.0.T Build Date 2021-11-11

Server Info
’7Please click the check button to get Firmware Version Info I Check ‘ I Upgrade

Automatic upgrade critical updates

Step 2 Select upgrading method according tothe actual needs.

o FileUpgrade
1) Click Browse, and then upload upgrade file.
2) The upgrade file should be a .bin file.
3) Click Upgrade. The upgrade starts.

e Online Upgrade
1) Select the Auto-check for updates check box.



The system checks for upgrade once a day automatically, and there will be system noticeif any upgrade is available.
(1]

We need to collect the data such as device name, firmware version, and device serial number to proceed auto-check. The

collected information is only used for verifying the legality of cameras and upgrade notice.

2) Ifthereis any upgrade available, click Upgrade, and then the system startsupgrading.

Click Manual Check to check for upgrade manually.

6.6. Information
You can view the information, including version, log and online user, and back up or clear log.

6.6.1. Version

You can view device information such as hardware, system version, and web version. Select Setting > Information > Version to

view the version information.

6.6.2. Log

You can view and back up logs.

Stepl Select Setting - Information - Log.

Figure 6-9 Log
raancTey

Start Time 2021-12-12 7| 18 : 07: 45 | EndTime 2021-12-13 T 18 o7 a5
Type All hd Search
MNo. Log Time: Usemame Log Type
Detailed Information
Time:
Usemame:
Type:
Content:
Mate w1 %)

Step 2 Configure Start Time and End Time, and then select the log type.



The start time should be later than January 1st, 2000, and the end time should be earlierthanDecember31,2037. The log type

includes All, System, Setting, Data, Event, Record, Account, and Safety.

® System:Includes program start, abnormal close, close, program reboot, deviceclosedown, device reboot, system reboot,

and system upgrade.
® Setting: Includes saving configuration and deleting configuration file.
® Data: Includes configuring disk type, clearing data, hot swap, FTP state, and recordmode.
® Event (records events such as video detection, smart plan, alarm and abnormality): includes event start and event end.
® Record: Includes file access, file access error, and file search.

® Account: Includes login, logout, adding user, deleting user, modifying user, adding group, deleting group, and
modifying group.

e Safety: Includes password resetting and IP filter.

Step 3 Click Search.

® (lick a certain log, and then you can view the detailed information in Detailed Information area.

® (lick Backup, and then you can back up all found logs to local PC.

Figure 6-10 Log (details)
e [ recetos [

Start Time 2021-12-12 [E|[ 18: 07 . 45 | EndTime 2021-12-13 [ 18 07 45
Type Al v Search | Find 706 log Time 13/12/2021 17:21:38 — 134212021 18:07:28
No. Log Time Usemame Log Type
1 13/12/12021 18:07:28 admin Logout
2 1371272021 18:07 28 admin Login
3 13/1212021 18:07:20 admin Login
4 1371272021 18:07.08 admin Login
5 1371212021 18:06:38 admin Logout
13/12/2021 18:06:38 admin Login
7 13/12/2021 18:05:48 admin Logout
8 1371212021 18:05:48 admin Login
9 13/12/12021 18:04:58 admin Logout
10 1371272021 18:04:58 admin Login -
Detailed Information
Time
Usemame:
Type:
Content
s e M1 %)

6.6.3. Remote Log

Configure remote log, and you can get the related log by accessing the set address.

Step 1 Select Setting = Information = Remote Log.



Figure 6-11 Remote log

T e

"] Enable
IP Address 192 188 0 . 108 |
Port | 514 | {1~65534)
Device Number | 22 | {0~23)

Default Refresh Save

Step 2 Select the Enable check box to enable remote log function.
Step 3 Set address, port and device number.
Step 4 Click Save.

6.6.4. Online User

View all the current users loggingin to web.

Select Setting = Information - Online User.

Figure 6-12 Online user

User Local Group 1P Address User Login Time
1 admin admin 172.16.3.107 1341212021 18:07:20




7.  Appendix- 1 Cybersecurity Recommendations

Cybersecurity is more than just a buzzword: it's something that pertains to every device that is connected to the internet. IP
video surveillance is not immune to cyber risks but taking basic steps toward protecting and strengthening networks and
networked appliances will make them less susceptible to attacks. Below are some tips and recommendations on how to

create a more securedsecurity system.

Mandatory actions to be taken for basic equipment network security:
1) Use Strong Passwords

Please referto the following suggestions to set passwords:

® The length should not be less than 8 characters.

® Include at least two types of characters; character types include upper- and lower-case letters,numbers, and
symbols.

® Donotcontainthe account name or the account namein reverse order.

® Do not use continuous characters, such as 123, abc, etc.

® Do not use overlapped characters, such as 111, aaa, etc.

2) UpdateFirmware and Client Software in Time

® According to the standard procedure in Tech-industry, we recommend, to keep your equipment (such as NVR,
DVR, IP camera, etc.) firmware up-to-date to ensure the system is equipped with the latest security patches and
fixes. When the equipment is connected to the public network, it is recommended to enable the “auto-check for
updates” function to obtain timely information of firmware updates released by the manufacturer.

® Wesuggestthatyou download and use the latest version of client software.

"Nice to have" recommendations to improve your equipment network security:

1) Physical Protection
We suggest that you perform physical protection to equipment, especially storage devices. Forexample, place the equipment
in aspecial computerroom and cabinet, and implement
well-done access control permission and key management to prevent unauthorized personnelfrom carrying out physical
contacts such as damaging hardware, unauthorized connection ofremovable equipment (such as USB flash disk, serial port),

etc.

2) Change Passwords Regularly

We suggest that you change passwords regularly to reduce the risk of being guessed or cracked.

3) Set and Update Passwords Reset Information Timely
The equipment supports password reset function. Please set up related information for passwordreset in time, including the
end user’s mailbox and password protection questions. If the information changes, please modify it in time. When setting

password protection questions, it is suggested not to use those that can be easily guessed.



4) EnableAccount Lock
The account lock feature is enabled by default, and we recommend you keep it on to guarantee the account security. If an
attacker attempts to log in with the wrong password several times, the corresponding account and the source IP address will be
locked.

5) Change Default HTTP and Other Service Ports
Wesuggest you change default HTTP and other service portsinto any set of numbers between1024~65535, reducing the risk
of outsiders being able to guess which ports you are using.

6) Enable HTTPS

We suggest you enable HTTPS, so that you visit Web service through asecure communicationchannel.

7) MACAddress Binding
We recommend you, to bind the IP and MAC address of the gateway to the equipment, thusreducing the risk of ARP

spoofing.

8) Assign Accounts and Privileges Reasonably
According to business and management requirements, reasonably add users and assign aminimum set of permissions to

them.

9) Disable Unnecessary Services and Choose Secure Modes
If not needed, itis recommended to turn off some services such as SNMP, SMTP, UPnP, etc, to reducerisks. If necessary, itis
highly recommended that you use safe modes, including but not limited to thefollowing services:
a. SNMP: Choose SNMP v3 and set up strong encryption passwords and authenticationpasswords.
b. SMTP: Choose TLS to access mailboxserver.
c. FTP:Choose SFTP andset up strong passwords.
d. AP hotspot: Choose WPA2-PSK encryption mode and set up strong passwords.

10) Audio and Video Encrypted Transmission
If your audio and video data contents are very important or sensitive, we recommend that youuse encrypted transmission
function, toreduce therisk of audio and video data being stolen during transmission.

Reminder: encrypted transmission will cause some loss in transmission efficiency.

11) Secure Auditing
a. Check online users: we suggest that you check online users regularly to see if the device is logged in without
authorization.
b. Checkequipmentlog: Byviewingthelogs, youcanknowthe IP addressesthat were usedtologintoyour devices

and their key operations.

12) NetworkLog
Due to the limited storage capacity of the equipment, the stored log is limited. If you need to save thelog for alongtime, itis

recommended that you enable the network log function to ensure that the critical logs are synchronized to the network log



server for tracing.

13) ConstructaSafe Network Environment
To better ensure the safety of equipment and reduce potential cyber risks, we recommend:

a. Disable the port mapping function of the router to avoid direct access to the intranet devicesfrom external
network.

b. The network should be partitioned and isolated according to the actual network needs. If there are no
communication requirements between two sub networks, it is suggested to useVLAN, network GAP and other
technologies to partition the network to achieve the networkisolation effect.

Establish the 802.1x access authentication system to reduce the risk of unauthorized access to private networks.

d. Enable IP/MAC address filtering function to limit the range of hosts allowed to access the device.
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