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Foreword
General

This manual introduces the functions and operations of the Network Speed Dome PTZ Camera(here in after

referredtoas"the Camera").

Safety Instructions

Thefollowing signal words might appear inthe manual.

Signal Words Meaning

E Indicates a high potential hazard which, if not avoided, will result indeath or
DANGER seriousinjury.

Indicates a medium or low potential hazard which, if not avoided,could result
A WARNING in slight or moderate injury.

Indicates a potential risk which, if not avoided, could result in property
CAUTION damage, data loss, reductions in performance, or unpredictable results.

C=" TIPS Provides methods to help you solve a problem or save time.

m NOTE Provides additional information as a supplement to the text.

Privacy Protection Notice

As the device user or data controller, you might collect the personal data of others such as their face, fingerprints, and
car plate number. You need to be in compliance with your local privacy protection laws and regulationsto protect the
legitimate rights and interests of other people by implementing measures which include but are not limited:
Providing clear and visible identification to inform people of the existence of the surveillance area and provide required

contactinformation.

Interface Declaration

This manual mainly introduces the relevant functions of the device. The interfaces used in its manufacture, the
procedures for returning the device to the factory for inspection and for locating its faults are not described in this

manual. Please contact technical support if you need information on these interfaces.

About the Manual

o The manual is for reference only. Slight differences might be found between the manual and the product.

e Wearenot liable for losses incurred due to operating the product in ways that are not incompliance with

the manual.



The manual will be updated according to the latest laws and regulations of related jurisdictions. For detailed
information, see the paper user's manual, use our CD-ROM, scan the QR code or visit our official website.
The manual is for reference only. Slight differences might be found between the electronicversion andthe

paperversion.

All designs and software are subject to change without prior written notice. Product updates mightresultin
some differences appearing between the actual product and the manual. Pleasecontact customer service
for the latest program and supplementary documentation.

There might be errors in the print or deviations in the description of the functions, operations and technical

data. If there is any doubt or dispute, we reserve the right of final explanation.

Upgrade the reader software or try other mainstream reader software if the manual (in PDFformat) cannot
be opened.

All trademarks, registered trademarks and company names in the manual are properties of their respective

owners.

Please visit our website, contact the supplier or customer service if any problems occur while using the

device.

If there is any uncertainty or controversy, we reserve the right of final explanation.
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ation Requirements

Make sure that the power supply of the device works properly before use.

Do not pull out the power cable of the device while it is powered on.

Only use the device within the rated power range.

Transport, use and store the device under allowed humidity and temperature conditions.

Preventliquids fromsplashing or dripping onthe device. Make sure that there are no objectsfilled with liquid
on top of the device to avoid liquids flowingintoit.

Do not disassemble the device.

ation Requirements

NING

Connect the device to the adapter before power on.

Strictly abide by local electrical safety standards, and make sure that the voltage in the area is steady and
conforms to the power requirements of the device.

Donotconnectthedeviceto more thanone powersupply. Otherwise, the device might becomedamaged.
Observe all safety procedures and wear required protective equipment provided for your use while
workingat heights.

Do not expose the device to direct sunlight or heat sources.

Do notinstall the device in humid, dusty or smoky places.

Install the device in a well-ventilated place, and do not block the ventilator of the device.

Use the power adapter or case power supply provided by the device manufacturer.

The power supply must conformtothe requirements of ES1in IEC 62368-1standard and be nohigher than
PS2. Note that the power supply requirements are subject to the device label.

Connect class | electrical appliances to a power socket with protective earthing.
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1. Overview
1.1. Introduction

Network Speed Dome PTZ Camera is a combination of traditional camera and network technology. Users can
remotely connect to the Camera through the network for configuration and management.Get the camera IP

address before visiting PTZ Camera through network, which can be searched by IP Finder.

Figure 1-1
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Figure 1-2
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1.2. Functions

Functions might be different depending onthe model.

1.2.1. Basic Functions

1.2.1.1. Real-time Monitoring

e Liveview.

e Displays human face, human body, non-motor vehicle, motor-vehicle, and other metadata duringlive
view.

e When watching the live view, you can enable audio, and talk to people in the monitoring area toquickly
process exceptions.

o Adjusttheimagetothe proper position by PTZ.

o Take a snapshot or three snapshots of the abnormal monitoring image for subsequent viewingand
processing.

e Recordthe abnormal monitoring image for subsequent viewing and processing.

e  Configure encoding parameters and adjust live view.

1.2.1.2. Recording

e Autorecording as scheduled.
e Playbackrecorded videos and images.



e Download recorded videos and images.
o Recordvideos whenan alarmis triggered.

1.2.1.3. Account Management
e Add, edit, and delete user groups, and manage user authorities by user group.
e Add, edit, and delete users, and configure user authorities.
e Change user password.

1.2.2. Al Function

1.2.2.1. Alarm

e Setalarmprompt mode andtone by alarm type.
e View alarm messages.

1.2.2.2. Video Detection

e Support motion detection, video tampering detection, defocus detection and scene changingdetection.
e When an alarm is triggered, the system performs linkages such as video recording, alarm output,email

sending, PTZ operation and snapshot taking.

1.2.2.3. Smart Motion Detection

e Support smart motion detection and the movement range of people, non-motor vehicle and motor
vehiclein theimage.
e When an alarm is triggered, the system performs linkages such as video recording, alarm output,email

sending and snapshot taking.

1.2.2.4. Audio Detection

e Detect audioinput exception and audio intensity change.
e When an alarm is triggered, the system performs linkages such as video recording, alarm output,email
sending, PTZ operation and snapshot taking.

1.2.2.5. IVS

e Support crossing fence detection, tripwire, intrusion, abandoned object, moving object, fast moving, parking
detection, people gathering, loitering detection, and more.
e When an alarm is triggered, the system performs linkages such as video recording, alarm output, email

sending and snapshot taking.

1.2.2.6. Face detection

e Support human face detection and display the related attributes on the Live page.
e When an alarm is triggered, the system performs linkages such as video recording, alarm output,email



sending and snapshot taking.

1.2.2.7. Face Recognition
e Detect human faces, compares them with face images in the database, and links alarm output.
e When an alarm is triggered, the system performs linkages such as video recording, alarm output,email
sending and snapshot taking.

1.2.2.8. People Counting

e Supportcounting of people number (including the people flow enter/exit the detection area andpeople stay
in the area) and queuing data and generate report.
e When an alarm is triggered, the system performs linkages such as video recording, alarm output, email

sending and snapshot taking.

1.2.2.9. Video Metadata

e Support the detection of people, non-motor vehicles, and motor vehicles in the captured video, and displays
the related attributes and characteristics on the Live page.

e When an alarm is triggered, the system performs linkages such as alarm output.

1.2.2.10. Alarm Setting

e Alarms are triggered when an external alarm input device outputs alarms.
e When an alarm is triggered, the system performs linkages such as video recording, alarm output,email
sending, PTZ operation and snapshot taking.

1.2.2.11. Exception Processing

e Supports SD card error detection, network abnormality detection, illegal access detection, security exception
detection, PTZ exception detection and battery detection.

e When SD card error, illegal access and security exception alarm is triggered, the system performs linkages
such as alarm output and email delivery.

o When network abnormality alarm is triggered, the system performs linkages such as videorecording and
alarm output.

o  When PTZ abnormality alarm is triggered, the system performs linkages such as alarm output.

o  When the battery is over-temperature, the system performs linkages such as alarm output, email sending

and playing audio.



2. Configuration Flow

Configure the device as needed.

Figure 2-1

Sub Task
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Table 1
Configuration Description
Initialization Initialize the camera when you useit for the first time.
_ Open the browser and enter the IPaddress to log in to the web page. The
Login camera IP address is 192.168.1.250 by default.

Configure camera parameters, network parameters, general eventsand
more.

Configure basic functions

Configure detection rules for Alevents.

Configure Al functions




3. Device Initialization
Device initialization is required for first-time use. This manual is focused on the operation on the web page. You can
also initialize the device through IP Finder, NVR (Network Video Recorder), or platforms such asEVMS Pro.

e To ensure device safety, protect your password after initialization and regularly change it.
e  Wheninitializing the device, keep the PC IP and Camera IP on the same segment.

e  Werecommend using Internet Explorer or Google Chrome.

Step1 Open the browser, enter the IP address of the Camera in the address bar, and then pressthe Enter key.

1

The IPis 192.168.1.250 by default.

Step2 Select the area, language, and video standard according to the actual situation, and then click Next.

Figure 3-1

Online Update

Step3 Configure the time parameters, and then click Next.



Region Setting

Time Zone Setting —— e Online Update

Sync with PC

Step4 Setthe password for adminaccount.

Device Initialization

Region Setting

Parameter

Username

Figure 3-3

Time Zone Setting Password Setting —— ———  Online Update

Table 2

Descript

The default username is admin.

New Password

Confirm Password

The password must consist of 8 to 32 non-blank characters and contain at
least two types of characters among upper case, lower case, number, and
special character (excluding '“; &). Set a high security level password
according to the password security notice.

Email Address

Enter an email address for password reset. It is selected by default.

When you need to reset the password of the admin account, a security
code for password reset will be sent to the reserved emailaddress.

Step5 Click Next, and the InstaOn page is displayed.

10



Figure 3-4

Device Initialization

Time Zone Setting Password Setting InstaOn Server Online Update

This Featu = pto re syback, Alarm setup

Please Scan The QR Code
on the actual Interface

Step 6 Click Next, and then click End to complete initialization.

Figure 3-5

Region Setting Time Zone Setting Password Setting InstaOn Server Online Update
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4, Setting

This chapter introduces the basic settings of the Camera, including the configuration of local parameters, camera,
network, PTZ, event, storage, system information, log, and more.

You can configure the camera, event, and system through two methods. This section uses method 1as an example.

e Method 1: Click @, and then select the corresponding item.
e Method 2: Click the corresponding icon on the main page.

4.1. Device Login

Logintothe device web page through a browser.

Prerequisites

e Youneedtoinitialize the Camera before loggingin to the web page

e Whenloggingintothe web page, keep the PCIP and device IP onthe same network.

Procedure
Step1 Openthebrowser, enter the device IP address (192.168.1.250 by default) in the address box, and then press
Enterkey.

Step2 Enterthe username and password.The username is admin by default.

@
Click Forgot password? to reset the password through the email address that is set during the initialization.

Figure 4-1

=3

BRrANGE

Username

Password

Step3  Click Login.
The Live page is displayed. Click = on the left-upper corner of the page to display the main page.

12



Live

View live video.

@a

Event

General event config.

1

Figure 4-2

Al|1@ A admin

o

Al Camera

Configure Al functions. Image attributes, au video coding

cor

o

System Record

User management, device operation and Configure, search, ar
maint

For first-time login, you need to install the plug-in. Follow the on-screen instructions to complete download and

installation.

Description

Display the main page.

Subscribe to alarm messages.

Set the language.

e (lickandselect Restart, and the camerarestarts.

e Click and select Logout to go back to the login page.

Configure the basic parameters.

e  Clickthe button to enter full screen mode.

L
. T .
e C(Click . to exit full screen mode.

7 Main page

The main page includes the following modules. Click - on the
bottom of the page to switch between multiple pages.
o Live: View the real-time monitoring image.

The Live view page supports multi-channel display.
o Al: Configure Al functions of the camera.

o  Camera: Configure camera parameters, including image parameters,
encoder parameters, and audio parameters.

e  PTZ: Configure PTZ functions.
o  Event: Configure alarm linkage parameters of general events.

o System: Configure basic system parameters, manage users and
peripherals, maintain, and upgrade the system.

13



No. Button ‘ Description

o Security: Check the device security status and set security functions.

o  Record: Configure record functions, playback or download recorded
videos.

When playing back multi-channel recordings, you can choose channel No.
to play back.
o  Picture: Configure image functions, playback or download image

files.

When playing back multi-channel images, you can choose channel No. to
play back.
o Report: Search the Al event report and system report.

4.2. Local

You can select protocol and configure the storage path for live snapshot, live record, playback snapshot, playback

download, and video clips.

Procedure

Stepl Select ﬂ - Local.

3%

BrancE

Play Parameter

O TCPPort @ UDP Port @ Multicast

Protocol

Record Path

Live Record

Playback Download

Vic lip

Snapshot Path

pshot

ayback Snapshot

Apply Refresh

Default

hah \WebDownload\Live
h \WebDownload\Play

hah_\WebDownload\Vide

ah_\WebDownload\Live

h \WebDownload\Play

Step2 Configure play parameters.

Browse

Browse

Browse

Browse

Browse

Protocol: Network transport protocol type, supporting TCP (Transmission Control Protocol) port, UDP (User Datagram

Protocol) port and multicast.

14



11
Before selecting Multicast, you need to configure multicast parameters in advance.

Step3 Click Browse to select the storage path for live snapshot, live record, playback snapshot, playback download,
andvideoclips.

Table 3

Parameter Description

You can select the network transmission protocol from TCP, UDP and Multicast.

Protocol L]

Before selecting Multicast, make sure that you have set the Multicast
parameters.

The recorded video of Live page.

Live Record The default path is
C:\Users\admin\WebDownload\LiveRecord.

The downloaded video of playback page.

Playback Download The default path is
C:\Users\admin\WebDownload\PlaybackRecord.
The clipped video of playback page.

Video Clips The default path is [L]
C:\Users\admin\WebDownload\VideoClips. Admin in the path
refers to the account

The snapshot of Live page.

Live Snapshot The default path is
C:\Users\admin\WebDownload\LiveSnapshot.
The snapshot of playback page.

Playback Snapshot The default path is
C:\Users\admin\WebDownload\PlaybackSnapshot.

being used.

Step4 Click Apply.

Related Operations
o  C(lick Refresh to refresh the parameters of the current page.

o  C(lick Default to restore the default parameter values.

4.3. Camera

This section introduces camera configuration, including configuring image parameters, encoderparameters, and

audio parameters.

Camera parameters might differ depending onthe device.

15



4.3.1. Image Parameters
Configure image parameters according to the actual situation, including image, exposure, backlight, white balance,

Day/Night, and more.

4.3.1.1. Page Layout

Configure camera parameters to improve the image clarity and ensure that surveillance goes well. Camera supports
two working modes: Self-adaptive and Customized scene. You can select 9 configuration file types, including day, night,
general and front light, to set and view the configuration parameters and effects under the corresponding type,
includingimage, exposure, andbacklight.

Figure 4-3

Working Mode @ Sclf-adaptive © Customized Scene

4.3.1.2, Configuring Operating Mode

Select working mode as needed, including self-adaptive and customized scene.

Step1l Click ﬂ on the upper-right corner of the page, and then select Camera = Image.
Step2 Select the camera that needs to be configured from the Channel drop-down list and then select working
mode onthe top of the page.

o  Self-adaptive: Camera automatically matches the appropriate configuration file type according to different

environments.
If you select Self-adaptive, go straight to Step5.
e Customized scene: Camera monitors according to the settings of the profile type atdifferent times.

If you select Customized scene, go straight to Step3.

Step3 Select configuration file type.

You can select 9 configuration file types, including general, day, night, front light, and backlight to set and view the

16



configuration parameters and effects under the corresponding type, including image, exposure and backlight.

Step4  Settime plans.
You can set daily schedule by month.

Figure 4-4

Time Plan S
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e  Click Time Plan Settings or to open time plan.
e  Click to configure file type, for example general, left drag on the timeline to set the treperiod using general

type.
In the same way, you can set up separate time periods when applying other file types,including Day, Night, and Front

Light.

L1
Time period is set as Day and Night by default. Click Delete or Clear before you start setting time period.

e  (Optional) Click Copy; select a month, then click Apply.

Time planforthe current month can be quickly copiedto other months.

Step5 Click Apply.

4.3.1.3. Adjusting Image

You can configure image parameters. The actual parameters of the camera can be adjusted here.

Step1l Click ﬂ on the upper-right corner of the page, and then select Camera = Image = Image.

Step2 Select the camera that needs to be configured from the Channel drop-down list and then configure

parameters.
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G2 IF Gum

Refresh Default

Standard

Table 4

Parameter

Description

Select the image style from soft, standard and vivid.

e Standard: Default image style, which displays the actual color of the

image.
Style . ) ]
e Soft: The hue of the image is weaker than the actual one, andcontrast is
smaller.
e  Vivid: The image is more vivid than the actual one.
Brightness Change the overall brightness of the image. The higher the value, the brighter
theimage. Theimage might be hazyif the value is configuredtoo high.
Change the contrast of the image. The higher the value, the greater thecontrast
between bright and dark areas. If the value is too big, the dark area will be too
Contrast dark and the bright area will be more vulnerable to overexposure. The image
might be hazy if the value is set too small.
' Set the intensity of colors. The higher the value, the deeper the color.Saturation
Saturation value does not change image brightness.
Reduce the image color and prevents it from being too strong. Thehigher the
value, the stronger the effect.
Chroma Gain

Suppression

[1]
This parameter takes effect only when the Camera is in an environmentwith

low luminance.

Sharpness

Change the sharpness of image edges. The higher the value, the clearerthe
image edges. If the value istoo high, image noise is more likely to appear.

Sharpness Suppression

Change the sharpness NCT level of the Camera. The higher the value, thestronger
thesharpness CNT.

I.-.._—_l
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Parameter ‘

Description
This parameter takes effect only when the Camera is in an environmentwith

low luminance.

Change the image brightness and contrast in a non-linear way. Thehigher the

Gamma value, the brighter the image.
Change the display direction of the image.
Flip e Normal: The normal display of the image.
o  Reflection: The image flips up and down.
Optical Image Stabilization (OLS) is used to effectively solve the problem of
image shaking during use through ISP algorithm and optical technology, thus
presenting clearer images. It is on by default.
olIs e This function is available on select models.
e  Optical image stabilization and electronic image stabilization cannot be
enabled at the same time.
Electronic image stabilization (EIS) is used to effectively solve the problem of
image shaking during use, thus presenting clearer images. It is Off by default.
e  This parameter takes effect only when the Device is in an environment
with low luminance.
ELS

e This function is available on select models.

e  Optical image stabilization and electronic image stabilization cannot be

enabled at the same time.

Image Freeze

After enabling this function, the image at the called preset is displayed directly
if you call a preset or tour, and no images during the rotation of the camera
are displayed.

Step3 Click Apply.

4.3.1.4.

Exposure

Configure iris and shutter to improve image clarity.

Cameras with WDR do not support long exposure when WDR is enabled in Backlight.

Step1l Click ﬂ on the upper-right corner of the page, and then select Camera - Image 2 Exposure.

Step2 Select the camera that needs to be configured from the Channel drop-down list and then configure

parameters.
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Figure 4-6
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Table 5

Parameter Description

You can select 50Hz, 60Hz, or Outdoor from the list.
e 50Hz: The system adjusts the exposure according to ambient light

automatically to ensure that stripes do not appear.

e 60Hz: The system adjusts the exposure according to ambient light

Anti-flicker automatically to ensure that stripes do not appear.

e Outdoor: If you select Outdoor, the exposure mode can be set to Gain

Priority, Shutter Priority and Iris Priority. Different devices supportdifferent exposure
modes.

Set the exposure modes. You can select Auto, Manual, Iris Priority, ShutterPriority and
Gain Priority. The Auto mode is selected by default.
e Auto: Exposure is automatically adjusted according to scene brightness if the

overall brightness ofimages isinthe normal exposure range.

e Manual: You can adjust the Gain, Shutter, and Iris value manually.

o Iris Priority: You can set the iris to a fixed value, and the Camera will adjustthe
shutter value. If the image brightness is not high enough and the shutter

Mode value has reached its upper or lower limit, the system adjusts gain value
automatically to ensure the image is at an ideal brightness.

o  Shutter Priority: You can customize the shutter range. The Camera
automatically adjusts the aperture and gain according to the scene
brightness.

e  Gain Priority: Gain value and exposure compensation value can be adjusted

manually.
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Parameter Description

Gain If you select Gain Priority or Manual, you can set gain range to automaticallyincrease
the gain of the device when the illuminationis low, thus obtaining a clearimage.

Shutter Set the effective exposure time. The smaller the value, the shorter the exposuretime.
If you select Shutter Priority or Manual, and select Shutter as Custom, youcan set the

Shutterrange shutter range in ms unit.

Iris You can set the camera luminous flux. The larger the Iris value, the brighter the image.

Exposure You can set the exposure compensation value. The value ranges from 0 to 100. The

Compensation

higher the value is, the brighter the image will be.

Exposure
adjustment speed

You can set the exposure adjustment speed. The value ranges from 0 to 100.

Upper gain
threshold

You can set the upper gain threshold of exposure. The value ranges from 0 to 100.

Low-speed shutter

In a low luminance environment, snapping images by expending the automatic
exposure time effectively reduces image noise, but images of moving objects may be
blurred.

Lower threshold of
low-speed shutter

You can set the lower threshold of the camera low-speed shutter. The lower the value,
the faster the shutter.

AE Recovery

Automatic exposure is an automated digital camera system that adjusts the aperture
and/or shutter speed, based on the external lighting conditions for images and videos.
If you have selected an AE Recovery time, the exposure mode will be restored to the
previous mode after you adjust the Iris value. There are five options: Off, 5 min, 15
min, 1 hour, and 2 hours.

Average the pixel of a single frame image with other pixels to reduce image noise. The

2D NR higher the level is, the lower the noise will be, and images appear to be blurrier.
Reduce the noise of multiple-frame (at least two frames) images by using inter-frame
3D NR information between two adjacent frames in a video. The higher the level is, the lower
the noise will be, and the larger the trailing smear will be.
Noise reduction grade. The value ranges from 0 to 100. The larger the value is, the less
Level

the noise will be.

Advanced NR

You can suppress noise in the time-domainand
space-domain based onthe video filtermethod.

I.-.._—_l

Some models do not support

Time domain
grade

You can set the time domain grade. The value

advanced noisereduction, time
ranges from 0to 100.

Space domain
grade

domain grade, or space

You can set the space domain grade. Thevalue

ranges from 0to 100. ol i

Step3 Click Apply.
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4.3.1.5. Backlight
You can select backlight mode from BLC, WDR and HLS.

Step1l Click ﬂ on the upper-right corner of the page, and then select Camera = Image = Backlight.

Step2 Select the camera that needs to be configured from the Channel drop-down list and then select a backlight

mode from the list.

Figure 4-7

Working Mode o Self-adaptive O Customized Scene
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Apply Refresh Default
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Table 6

Parameter Description

BLC

Enable BLC, the camera can get a clearer image of the dark areas on thetarget when
shooting against light. You can select default mode or customized mode.

e  Whenin default mode, the system automatically adjusts exposure according

to ambient lighting conditions to ensure the clarity of thedarkest area.

e When in customized mode, the system auto adjusts exposure only to the
setareaaccording toambient lighting conditions to ensurethe image of the

set areais atitsideal brightness.

WDR

The system dims bright areas and compensates for dark areas to ensurethe clarity
of all areas. The higher the value is, the stronger the darknesswill be, but the more
intense the noise will be.

[1]
There might be a few seconds of video loss when the device is switching to WDR

mode from other modes.

HLC

Enable HLC when extremely strong light is inthe environment (such as atoll station
or parking lot). The Camera dims strong lights and reduce the size of Halo zone to
lower the brightness of the whole image, so thatthe camera can capture human
faces or car plate details clearly. The larger the value is, the more obvious the HLS
effect will be.

Step3 Click Apply.
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4.3.1.6. White Balance

The white balance function can correct the color deviation to ensure color precision. When in WB mode, white objects

are displayed in a white color depending onthe environment.

Step1l Click ﬂ on the upper-right corner of the page, and then select Camera = Image = WB.
Step2 Select the camera that needs to be configured from the Channel drop-down list and then configure White

Balance Mode.

Figure 4-8
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Table 7
Parameter ‘ Description

The system compensates WB according to color temperature to ensure color
Auto precision.

The system compensates WB for the general situation of indoor lighting toensure
Indoor color precision.

The system auto compensates WB to most outdoor environments with natural or
Outdoor artificial light to ensure color precision.

When the device is tracked, the system auto compensates WB to ensure color
ATW precision.

Configure red gain and blue gain manually. The system auto compensates WB
Manual according to color temperature.
Sodium
Lamp The system compensates WBto sodium lamp to ensure color precision.

The system auto compensates WB to environments without artificial light toensure
Natural Light color precision.
Streetlamp The system compensates WB to ensure color precision in outdoor scenes atnight.

Step3 Click Apply.
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4.3.1.7. Day/Night

Configure the display mode of the image. The system switches between color and black-and-whitemode according
totheactual condition.

Step1l Click @ on the upper-right corner of the page, and then select Camera = Image = Day/Night.
Step2 Select the camera that needs to be configured from the Channel drop-down list and then configure

parameters.

Figure 4-9

Working Mode & Self-adaptive @ Customized Scene
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Table 8

Parameter Description

You can select device display mode from Color, Auto, and B/W.
(1]

Day/Night configuration is independent from Profile management configuration.

Mode e  Color: The system displays the image in color.

e Auto: The system switches between color and black-and-white according to actual
conditions.

e  B/W: The system displays black-and-white image.

This configuration is available only when you set Auto in Mode. You canconfigure camera
Sensitivity sensitivity when switching between color and black-and-white mode. The higher the
sensitivity, the easier it is for the switch tobe triggered.

This configuration is available only when you set Auto in Mode. You can configure the
Delay delay when camera switching between color and black-and-whitemode. The lower the
value is, the faster the camera switches between color and black-and-white mode.

Step3 Click Apply.

4.3.1.8. Focus & Zoom

Focus & Zoom (digital zoom) refers to capturing a part of the image to magnify it. The higher the magnificationis, the

blurrier the images will become.
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Step1l Click @ on the upper-right corner of the page, and then select Camera = Image = Focus& Zoom.

Step2 Select the camerathat needs to be configured from the Channel drop-down list and thenconfigure focus &
zoom parameters.

Figure 4-10
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Table 9

Parameter Description

Click [. to enable Digital Zoom function. You can use the digital

Digital Zoom zoom to continue zooming operation even if the opticalzoom is at its
maximum value.
Adjust the zoom speed of the camera. The larger the value, thefaster the
Zoom Speed zoom speed.
Set focus mode.

e Auto: Once there is any movement or change of an object onthe
video image and the image turns blurry, the camera will focus again
automatically.

Focus Mode

e Semi-Auto: The camera will focus automatically when you click Focus

or Zoom or when a preset change or PTZ switch isdetected.
e Manual: The Device cannot focus automatically. You need to

adjust the focus manually.

Set the near focus limit of the camera. If the focus limit is too small,the
Near Focus Limit camera might get the camera focus on its dome. By changing the focus
limit, the focus speed can be changed.

Trigger the focusing sensitivity of the camera. The higher thesensitivity, the

Sensitivity easier to trigger focus.

Enable PFA. When moving the image, the camera automaticallyfocuses for

PFA aclearimage.
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Parameter Description

o Click this button, and the lens will be initialized automatically. Thelens will be
Lens Initialization extended to calibrate the zoom and focus.

4.3.1.9. llluminator

This configuration is available only when the device is equipped with illuminator. Common illuminators are classified
into IR lights, white light, laser lights, and full-spectrum lights. Different device models support different types of

illuminators. This manual is for reference only and might differ from the actual page.

Step 1 CIick@ on the upper-right corner of the page, and then select Camera = Image = Illuminator.
Step2 Select the camera that needs to be configured from the Channel drop-down list and then configure

illuminator mode.

Figure 4-11
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Table 10

Parameter Description

Adjust the brightness of illuminator manually, and thenthe

Manual system will illuminate the image accordingly.

The system adjusts the illuminator intensity according tothe
ambient lighting condition. Some devices support setting the
brightness upper limit and sensitivity of the illuminator.

e Sensitivity: The higher the sensitivity setting, the higher
Mode Auto the brightness can turn on the illuminator when the
actual scene darkens. When the actual scene becomes
bright, a higher brightness is requiredto turn off the

illuminator.

e  Brightness upper limit: If the filling light is too bright, the
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Parameter Description
center of the image may be overexposed. We

recommend adjusting to adjust the brightness upper
limit according to the actual scene. The value range is 0-
100, and the default is 100.

The system adjusts the illuminator intensity automatically
according to the change of the ambient light. You can
configure light Compensation manually to fine-tune the
brightness of theilluminator.

e  When the ambient light turns darker, the system turns on
the low beam lights first, if the brightness isstill not
enough, it turns onthe high beam lights.

. e  When the ambient light turns brighter, the system dims
Zoom Priority
high beam lights until they are off, and thenthelow beam

lights.

e  When the focus reaches certain wide angle, the system
will not turn on high beam light in order toavoid over-

exposure in short distance.

Some devices support setting the sensitivity of theilluminator.

Off llluminator is off.

Step3 Click Apply

4.3.1.10. Defog

The image quality is compromised in foggy or hazy environment and defog can be used to improveimage clarity.

Stepl Select @ - Camera = Image = Defog
Figure 4-12
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Step2 Configure defog parameters.

Table 11

Defog Description

Configure function intensity and atmospheric light mode manually, and thenthe
Manual system adjusts image clarity accordingly. Atmospheric light modecan be adjusted
automatically or manually.

Auto The system adjusts image clarity according to the actual condition.

Off Defog function is disabled.

Step3 Click Apply.

4.3.2. Encode Parameters
This section introduces video parameters, such as video, snapshot, overlay, ROl (region of interest) and path.

Click Default, and the device is restored to default configuration. Click Refresh to view the latest configuration.

4.3.2.1. Encode

Configure video stream parameters, such as compression, resolution, frame rate, bit rate type, bitrate, | frameinterval,
SVC (Scalable Video Coding) and watermark.

Stepl Select @ - Camera 2 Encode = Encode

Figure 4-13

Max Bit Rate

Apply Refresh Default

Step2 Configure encode parameters.
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Table 12

Parameter Description

Sub Stream

Click n to enable sub stream, it is enabled by default.

You can enable multiple sub streams simultaneously.

Compression

Select encode mode.

e H.264: It includes H.264B (baseline profile encode mode), H.264 (main
profile encode mode) and H.264H (high profileencode mode). Under
the same image quality, the bandwidth of the threedecreases in turn.

e H.265: Main profile encode mode. Compared with H.264, itrequires
smaller bandwidth.

e  MIPEG: Under this mode, the image requires high bit rate to ensure
clarity, you are recommended to set the Bit Rate to thebiggest valuein
the Reference Bit Rate.

Click to enable smart codec to improve video compressibility and save
storage space.

Smart Codec |_._._!_|
After smart codec is enabled, the device would stop supporting thethird bit
stream, ROI, and smart event detection.
The resolution of the video. The higher the value is, the clearer theimage will
Resolution

be, but the bigger the required bandwidth will be.

Frame Rate (FPS)

The number of frames in one second of video. The higher the value is,the
clearer and smoother the video will be.

The bitrate controltype during video datatransmission. You canselect bit rate
type from:

e (CBR (Constant Bit Rate): The bit rate changes a little and keepsclose to

the defined bit rate value.

Bit Rate Type
e VBR (Variable Bit Rate): The bit rate changes as monitoring scene
changes.
(1]
The Bit Rate Type can only be set as CBR when Encode Mode is setas MJPEG.
Quality This parameter can be configured only when the Bit Rate Type is setas VBR.

The better the quality is, but the bigger the required bandwidth will be.

Reference Bit Rate

The most suitable bit rate value range recommended to useraccording to the
defined resolution and frame rate.

This parameter can be configured only when the Bit Rate Type is setas VBR.
You can select the value of the Max Bit Rate according to the Reference Bit

Max Bit Rate ) o
Rate value. The bit rate then changes as monitoring scene changes, but the
max bit rate keeps close to the defined value.
This parameter can be configured only when the Bit Rate Type is setas CBR.
Bit Rate

Select bit rate value in the list according to actual condition.

| Frame Interval

The number of P frames between two | frames, and the | Frame Interval range
changes as FPS changes. It is recommended to set IFrame Interval twice as big
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Parameter Description

as FPS.

Scaled video coding, is able to encode a high-quality video bit stream that
contains one or more subset bit streams. When sending stream, to improve
fluency, the system will quit some data of relatedlays according to the network

Watermark String

SvC status.
e 1:The default value, which means that there is no layeredcoding.
e 2,3 and 4: The lay number that the video stream is packed.
Watermark You can verify the watermark to check if the video has beentampered.

e Click n to enable watermark function.

e  Enter watermark string. The string is Digital CCTV by default.

Step 3 Click Apply.

4.3.2.2, Overlay

Configure overlay information, and it will be displayed on the Live page.

4.3.2.2.1. Privacy Masking

You can enable this function when you needto protect the privacy of some area onthe video image.

- |+ |+
[0} [0} [0}
w N -

Select @ - Camera = Encode = Privacy Masking.
Select Enable.
Click Add, select Color Block or Mosaic, and then draw the blocks on the screen.

e Youcandraw 8 blocks at most. The same screen can add up to 4 mosaic blocks.

. . Cl .
o  Click Cleartodelete all blocks; select the block you want to delete, cI|ckto deletethe corresponding

block.

Figure 4-14
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Step4  Adjust block size to protect the privacy.
Step5 ClickApply.

43.2.2.2, Channel Title

You can enable this function when you need to display channel title in the video image.

Stepl Select @ -> Camera - Encode - Overlay - Channel Title.

Step2 Select Enable.
Step3 Configure channel title, and then select the text alignment.
L]

e  Click +to add the channel title, and you can add 1 line at most.

Figure 4-15

Step4 Movethetitle boxtothe positionthat you wantinthe image.
Step5 Click Apply.

4.3.2.2.3. Time Title

You can enable this function when you need to display time title in the video image.

Select @ - Camera = Encode = Overlay 2 Time Title.

Select Enable.

v |
—+ |+
N =

(Optional) Select Week Display to display the day of week on the video image.

w
—+
w

Move the time boxtothe position that you want onthe image.
Figure 4-16

w
—
N

Refresh Default

Step5 Click Apply.

31



4.3.2.2.4. 0SD Info

If you want to represent such information in video images as preset dots, PTZ/geography location, zoom and touring
pattern, you can enable this function.

Stepl Select @ -> Camera - Encode - Overlay 2 0SD Info

Figure 4-17

Titl

Time Title
Font Properties

Input Text

Text Alignment =

Step2 Configure OSD information.

Table 13

Parameter Description

Select Enable, and the preset name is displayed on the imagewhen the
camera turns to the preset, and it will disappear 3 s later.

Presets

Select Enable, and the PTZ coordinates information is displayedon the
PTZ Coordinates

image.
Zoom Select Enable and the zoom information is displayed on theimage.
Select Enable, and the north direction is displayed on the image.When
North you enable the due north orientation function, the systemwill prompt
you to restart the PTZ.
Pattern Select Enable, and the pattern information is displayed on theimage.
RS485 Select Enable, and the RS485 information is displayed on theimage.
Location Select Enable, and the geographical location is displayed in thetext.
Text Alignment Set the alighment mode of the displayed information on theimage.

Step3 Movethe OSD boxtothe position that you want on the image.
Step4 Click Apply.

4.3.2.2.5. Font Properties

You can enable this function if you need to adjust the font size in the video image.

Stepl Select @ - Camera = Encode = Overlay = Font Properties.

Step2 Select the font color and size. You can set the RGB value to customize the font color.
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Figure 4-18

Refresh Default

Step3  Click Apply to complete the settings.

After saving the settings, the color and size of the fontin the video image changeaccordingly.

4.3.2.2.6. Picture Overlay

You can enable this functionif you need to display image information onthe video image.
11

Text overlay and picture overlay cannot work at the same time.

Stepl Select @ - Camera = Encode - Overlay = Picture Overlay.

Step2 Selectchannel and thenselect Enable.
Step3 Click Upload, and then select the overlaid image.

The image shows in the Picture Preview.
Figure 4-19

Refresh Default

Step4 Youcan move the overlaid image tothe position you want inthe image.

Step5 Click Apply.

4.3.2.2.7. Custom Title

You can enable this function if you need to display custominformation on the video image.

Step1 Select @ -> Camera = Encode = Overlay - Custom Title.
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Step2 Select Enable.
Step3 Configure custom overlay, and then select the text alignment.

Click + to add the custom overlay, and you can add 1 line at most.

Figure 4-20

Enable

Input Text

Refresh Default

Step4 Movethe custom boxtothe position that you wantintheimage.

Step5 ClickApply.

4.3.2.2.8. Exception Overlay

You can enable this function to display the overlaid abnormal information of the cameras onthescreen.
Step1 Select [B] > Camera - Encode > Overlay > Exception Overlay.

Figure 4-21

Refresh Default

Step2 Select Enable, andthen click Apply.

4.3.2.3. ROI

Select ROI (region of interest) on the image and configure the image quality of ROI, and then the selected imageis

display at defined quality.

Stepl Select @ - Camera = Encode = ROI.
Step2 Select channel, and then select Enable.
Step3 Click Add, draw an area on the image, and then configure the image quality of ROL.
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e  Youcandraw 4 area boxes at most.
e The higher the image quality value is, the better the quality will be.

e Click Clear to delete all the area boxes; select one box, and then click E to delete it

Figure 4-22
Quality

Enable

Add

Delete

-

GRIPZam

Apply Refresh Default

Step4 ClickApply.

4.3.3. Audio

Configurethenoisefilter and sampling frequency of the Camera. When enabling audio encoding,the network stream

contains both audio and video, otherwise, it is only video stream.

You need to click @ on the upper-right corner of the page, and then select Camera 2 Encode - Encode to enable

the video stream of Sub Stream before enabling the audio.
Step1l Click @ on the upper-right corner of the page, and then select Camera = Audio.
Step2  Select Mainstream or Sub Stream to enable audio encoding.

For the cameras with multiple channels, select the channel number.

A\

Please carefully activate the audio acquisition function according to the actual requirements ofthe application scenario.
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Noise Filter

Refresh Default

Figure 4-23

Lineln

Step3 Configure audio parameters.

Compression

Table 14

Parameter Description

Configure audio compression. The configured audio encode mode appliesto both
audio and intercom. The default value is recommended.

Sampling number per second. The higher the sampling frequency is, themore the

Sampling

Frequency sample in a second will be, and the more accuracy the restored signal will be.
Noise Filter Enable this function, and the system automatically filters ambient noise.
Microphone

Volume Adjusts microphone volume.

Speaker Volume

Adjusts speaker volume.

Step4  Click Apply.
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4.4. Network

This section introduces network configuration.

4.4.1. TCP/IP
4.4.1.1. TCP/IP

You can configure IP address and DNS (Domain Name System) server and other information accordingto network
planningto ensurethe device is properly connected to other devices in thenetwork.

Prerequisites
The camera has connected to the network.

Procedure

Step1 Select @ -> Network = TCP/IP.
Step2 Configure TCP/IP parameters.

Figure 4-24

Host Name

ARP/Ping

Apply Refresh Default

Table 15

Parameter Description

Enter the host name.

Host Name |..-..!.|
The maximum length is 32 characters.

Click m to enable ARP/Ping to set IP address service. Get the camera
MAC address, and then you can change and configure the device IP
address with ARP (Address Resolution Protocol) /ping command. This is
ARP/Ping enabled by default. During restart, you will have no more than 2 minutes to
configure the device IP address by a ping packet with certain length, the
server will be turned off in 2 minutes, or it will be turned off immediately
after the IP address is successfully configured. If this is not enabled, the IP
address cannot be configuredwith ping packet.
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Parameter ‘ Description

Select the Ethernet card that need to be configured, and the defaultone is
NIC Wire.

The mode that the camera gets IP:
e Static

Configure IP Address, Subnet Mask, and Default Gateway manually, and then
click Save, the login page with the configuredIP addressis displayed.

Mode
e  DHCP(Dynamic Host Configuration Protocol)
When there is DHCP server in the network, select DHCP, and thecamera
acquires IP address automatically.
MAC Address Displays host MAC (Media Access Control) address.
IP Version Select IPv4 or IPv6.
IP Address When you select Static as Mode, enter the IP address and subnetmask
Subnet Mask according tothe network plan.

e |Pv6does not have asubnet mask.

Default Gatewa .
¥ e The default gateway must be on the same network segment with

the IP address.

Preferred DNS IP address of the preferred DNS.
Alternate DNS IP address of the alternate DNS.
Step 3 Click Apply.

Related Operations
Configuring IP address with ARP/Ping.

a. Keep the camera that needs to be configured and the PC within the same local network, andthen get a
usable IP address.
b. Get the MAC address of the camera from device label.
c. Opencommand editor onthe PCand enters the following command.
Figure 4-25

Windows syntax+

arp —s <IPAddress= <MAC> +«
ping -l 480 -t <IPAddress= &

Windows examples

arp - 192.168.0.125 11-40-8c-18-10-11+
ping - 480 -t 192.168.0.125¢

UNIX/Linux/Mac syntaxs

arp —s <IP Address= <MAC»> «
ping —s 480 <IPAddress» ¢

UNIX/Linux/Mac examples

arp -5 192.168.0.125 11-40-8c-18-10-11+
ping -5 430 192.168.0.125+
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d. Restartthe Camera.

e. Checkthe PCcommand line, ifinformation such as Reply from 192.168.0.125...is displayed, theconfiguration
succeeds.

f.  Enterhttp.//(IPaddress)inthe browser address bartologin.

4.4.1.2. InstaOn Cloud

InstaOn Cloud technology enables users to manage devices easily without requiring DDNS, portmapping or transit
server.
Scan the QR code with your smartphone, and then you can add and manage more devices on themobile phone

client.

Step1 Select @ - Network = TCP/IP = InstaOn Cloud.

Figure 4-26
Enable ®

After enabling the function and connecting Intemnet, we will collect device information such as IP address,
MAC address, name and serial number. The collected information is only used for remote access of the
device. If you do not agree to enable the function, please cancel the selection of check bos

Status
InstaCn Cloud ID 8

InstaCn Cloud ID

2 ooy W | =
Please Scan the QF code
on the actual interface

L] ol - -'
ll o

e When InstaOn Cloudis enabled, remote management on device issupported.

e When InstaOn Cloud is enabled and the device accesses to the network, the status shows online. The
information of the IP address, MAC address, device name, and device SN will be collected. The collected
information is for remote access only. You can cancel Enable selectiontorejectthe collection.

Step2 Login to mobile phone client and tap Device management.
Step3 Tap+atthe upper-right corner.

Step4 Scanthe QR code on the InstaOn Cloud page.

Step5 Follow the instructions to finish the settings.

4.4.2, Port

Configure the port numbers and the maximum number of users (includes web, platform client andmobile phone

client) that can connect to the device simultaneously.
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Step1 Select @ - Network = Port.
Step2 Configure port parameters.

e The configuration of Max Connection, RTSP Port, RTMP Port, HTTPS Port take effect immediately, and others
will take effect after reboot.

e 0—1024,1900,3800,5000,5050,9999,25001, 37780—37880,39999,42323 are occupied for specific uses,
do not use them.

e Donotusethesame value of any other port during port configuration.

Figure 4-27

Max Connection

TCP Port

UDP Port

HTTP Port 80
RTSP Port 554
HTTPS Port 443
PTZ Linkage [ ]

Apply Refresh

Table 16

Parameter ‘ Description

Max Connection

The max number of users (web client, platform client or mobile phone client)
that can connect to the device simultaneously. Thevalueis 10 by default.

TCP Port Transmission Control Protocol port. The value is 25001 by default.
UDP Port User Datagram Protocol Port. The value is 25002 by default.
Hyper Text Transfer Protocol Port. The value is 80 by default. If it is configured
HTTP Port to another value, you need to add the new port numberto the IP address
when loggingintothe system using abrowser.

o  Real Time Streaming Protocol Port, and the value is 554 by default. If
you play live view with QuickTime, VLC (Video LAN Client) or Blackberry
smart phone, the following URL (Uniform Resource Locator) format is
available.

o  When the URL format requires RTSP, you need to specify channel

RTSP Port

number and bit stream type in the URL, and also username and
password if needed.

o When playing live view with Blackberry smart phone, you need to turn
off the audio, and then set the codec mode to H.264B and resolution to
CIF.
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Parameter

‘ Description
URL format example:
rtsp://username:password@ip:port/cam/realmonitor?channel=1&subtype=0

Among that:
e  Username: The username, such as admin.
e  Password: The password, such as admin.
o |P: The device IP, such as 192.168.1.112.
e  Port: Leave it as default (554).
e  Channel: The channel number, which starts from 1. For example, if you
are using channel 2, then the channel=2.
e Subtype: The bit stream type; 0 means mainstream (Subtype=0) and 1
means sub stream (Subtype=1).
Example: If you require the sub stream of channel 2 from a certain device, then
the URL should be:

rtsp://admin:admin@10.12.4.84:554/cam/realmonitor?channel=21&= 1

If username and password are not needed, then the URL can be:
rtsp://ip:port/cam/realmonitor?channel=11&=0

RTMP Port

Real Time Messaging Protocol Port. This is the port that RTMP provides service.
It is 1935 by default.

HTTPS Port

Hyper Text Transfer Protocol over Secure Socket Layer Port. It is 443 by default.

Step3 Click Apply.

4.4.3. PPPoE

Point-to-Point Protocol over Ethernet is one of the protocols that device uses to connect to the internet. Get the PPPoE

username and password from the internet service provider, and then set up network connection through PPPoE, the

camera will acquire a WAN dynamic IP address.

Prerequisites

e The camera has connected to the network.

e Youhave gotten the account and password from ISP (Internet Service Provider).

Procedure

Stepl Select @ - Network - PPPoE.

Step2 Click [_ ,and then enter username and password.

Figure 4-28

Enable L ]

Usemame none

cESssINRREIRIRERRREY

Apply Refresh Default
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1

e Disable UPnP while using PPPoE.

e After making PPPoE connection, the device IP address cannot be modified throughweb page.

Step3 Click Apply.

The success prompt box is displayed, and then the real-time WAN IP address is displayed.You can visit camera
through the IP address.

4.4.4. DDNS

Properly configure DDNS (Dynamic Domain Name System), and then the domain name on the DNSserver matches
your IP address and the matching relation refreshes in real time. You can always access the camera with the same

domain name no matter how the IP address changes.

Prerequisites
Checkthe type of DNSserver supported by the camera.
Procedure

Stepl Select @ - Network - DDNS.

1

e Third-party server might collect your device information after DDNS is enabled.

e Registerandlogintothe DDNS website, and then you can view the information of all the connected
devices in your account.

Step2 Click E. to enable the function.
Step3 Configure DDNS parameters.
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Domain Mame
MAC Address
Link State

Mote:

Figure 4-29

CP Plus DDMNS

.opplusddns.com

sessdsdedsds .opplusddns.com

1.To add the domain name

- Check Enable

- Input the domain name and pra

we the domain name

Apphy Refresh Default

Table 17

Parameter

Type

Server Address

Description

The name and web address of the DDNS service provider, see thematching
relationship below:

e CPPLUS DDNS web address: www.cpplusddns.com
e NO-IPDDNS web address: dynupdate.no-ip.com
e Dyndns DDNS web address: members.dyndns.org

Domain Name

The domain name you registered on the DDNS website.

Only when selecting CPPLUS DDNS type, you can click Test to checkwhether the

Test domain name registration is successful.
Username Enterthe username and password that you got fromthe DDNS serverprovider.
You need to register an account (includes username and password) on the
Password DDNSserver provider's website.
The update cycle of the connection between the device and the server,and the
Interval

time is 10 minutes by default.

Step4  Click Apply.

Result

Open the browser on PC, enter the domain name at the address bar, and then press Enter, the login page is displayed.
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4.4.5. Email

Configure email parameter and enable email linkage. The system sends email to the defined address when the

correspondingalarmistriggered.

Step1 Select @ - Network = Email.

Step2 Click E‘ to enable the function.
Step3  Configure email parameters.

Figure 4-30
Enable
SMTP Server

Port 23

AnCnymaous ®

Lsemame anonymity

F'a:-E-'\'n'l:'rij LA DL L Ly Ll L]l

Sender

Encryption Type S{Recommended)

Subject CPIP Cam N + « Attachment

Add

Health Mail

sending Interval &0

Apply Refresh Default

Table 18
SMTP Server SMTP (Simple Mail TransferProtocol) server address.
Port The port number of the SMTPserver.
Username The account of SMTP server.
Password The password of SMTP server.
Anonymous Click m, and the sender's information is not displayed in the email.
Sender Sender’s email address.
Encryption Type Select from None, SSL (Secure Sockets Layer) and TLS (TransportLayer Security).
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Parameter Description

Enter maximum 63 characters in Chinese, English, and Arabic numbers.Click to

Sending Interval

Subject select title type, including Device Name, Device ID, and Event Type, and you can
set maximum 2 titles.
Attachment Select the checkbox to support attachment in the email.
e  Receiver’'s email address. Supports 3 addresses at most.
Receiver e Afterentering the receiver's email address, click Test to testwhether the
emails can be sent and received successfully.
The system sends test mail to check if the connection is successfully configured.
Health Mail

Click m and configure the Sending Interval, and then the system sends test
mail as the set interval.

Sending interval of health mail ranges from 1 second to 3,600 seconds.

Step4 ClickApply.

4.4.6. UPnP

UPnP (Universal Plug and Play) is a protocol that establishes mapping relation between local area and wide area

networks. This function enables you to visit local area device through wide area IP address.

Prerequisites

e Make sure the UPnP service is installed in the system.

e logintotherouter, andthen configure WAN IP address to set up internet connection.

e Enable UPnP in the router.

e  Connect your device to the LAN port of the router.

e Select @ - Network = TCP/IP, inIP Address, enter the local area IP address of the router orselect DHCP and
then the system acquires IP address automatically.

Procedure

Stepl Select @ - Network = UPnP.

Step2 Click m next to Enable, and there are two mapping modes: Custom and Default.
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Figure 4-31

Enable [ ]

Enable Device Di... ()

Status Mapping Failed

-

No Data

Refresh Default

o
e  Select Custom, click andthenyou can change external port.

e  Select Default, and then the system finishes mapping with unoccupied portautomatically, and you cannot
edit mapping relation.

e Select Enable Device Discovery to search for the device through the PC's onlineneighbors. The device name
isthe serial number.

Step3 ClickApply.
Open web browser on PC, enter http:// wide area IP address: external port number, and thenyou can visit the local area

device with corresponding port.

4.4.7. SNMP

SNMP (Simple Network Management Protocol) can be used to enable software such as MIB Builderand MG-SOFT

MIB Browser to connect tothe camera, and then manage and monitor the camera.

Prerequisites
e Install SNMP monitoring and managing tools such as MIB Builder and MG-SOFT MIB Browser.

e  Get the MIB file of the matched version from technical support.

Procedure
Stepl Select B - Network > SNMP.
Step2 Select SNMP versionto enable SNMP,

o Select V1, and the system can only process information of V1 version.

o Select V2, and the system can only process information of V2 version.

e Select V3 (Recommended), and then V1 and V2 become unavailable. You can configure username, password
andauthenticationtype. It requires correspondingusername, password and authentication type to visit your

device from the server.

Using V1 and V2 might cause data leakage, and V3 isrecommended.

Step3 InTrap Address, enter the IP address of the PC that has MIB Builder and MG-SOFT MIB Browser installed, and
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leave other parameters as default.

Figure 4-32
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Trap Port

Figure 4-33
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Table 19

Parameter Description

SNMP Port

The listening port of the software agent in the device.

Read Community

Write Community

Theread and write community string that the software agent
supports.

1

You can enter number, letter, underline and dash to form the name.

The target address of the Trap information sent by the softwareagentin

Trap Address the device.
The target port of the Trap information sent by the software agentin
Trap Port thedevice.

Read-only Username

Set the read-only username accessing device, and it is public bydefault.

I.-.._—_l

You can enter number, letter, and underline to form the name.

Read/Write Username

Set the read/write username access device, and it is private bydefault.

I.-.._—_l

You can enter number, letter, and underline to form the name.

Authentication Type

You can select from MD5 and SHA. The default type is MD5.

Authentication Password

It should be noless than 8 digits.

Encryption Type

The default is CBC-DES.

Encryption Password

It should be noless than 8 digits.

Step4  Click Apply.

Result

View device configuration through MIB Builder or MG-SOFT MIB Browser.
» Run MIB Builder and MG-SOFT MIB Browser.
» Compilethetwo MIB files with MIB Builder.
» Loadthegenerated modules with MG-SOFT MIB Browser.
>

Enter the IP address of the device you need to manage in the MG-SOFT MIB Browser, and thenselect

version to search.

» Unfold all the tree lists displayed in the MG-SOFT MIB Browser, and then you can view the configuration

information, video channel amount, audio channel amount, and software version.

Use PC with Windows and disable SNMP Trap service. The MG-SOFT MIB Browser will display prompt whenalarm

istriggered.

4.4.8. Bonjour

Enable this function, and the OS and clients that support Bonjour would find the camera automatically. You can

have quick visit to the camera with Safari browser. When the device is automatically detected by Bonjour, the name is

displayed as the defined server name.
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Bonjour is enabled by default.

Procedure

Stepl Select @ -> Network - Bonjour.
Step2 Click [‘, and then configure server name.
Figure 4-34
Enable

Server Name

Refresh Cefault

Step3 ClickApply.

Result
In the OS and clients that support Bonjour, follow the steps below to visit the network camera with Safari browser.

»  Click Show All Bookmarks in Safari.

> Enable Bonjour. The OS or client automatically detects the network cameras with Bonjour enabled in the
LAN.

» Clickthe camera to visit the corresponding web page.

4.4.9. Multicast

When multiple users are viewing the device video image simultaneously through network, it might fail due to the
limited bandwidth. You can solve this problem by setting up a multicast IP (224.0.0.0— 239.255.255.255) for the

camera and adopt the multicast protocol.

Stepl Select @ - Network 2 Multicast.
Step2 Click [_, and then enter IP address and port number.
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Figure 4-35

Main Stream Sub Stream

Enable Enable o

IP Versi... Sub Str... | Sub Stream 1

IP Addr...

Port 40000

40016 (1025-65500)

Refresh Default

Table 20

Parameter Description

. The multicast IP address of Mainstream/Sub Stream is 224.1.2.4by default,
Multicast Address and the range is 224.0.0.0-239.255.255.255.

Therange of multicast portis 1025-65500.

e Single-channeldevice: The multicast port of correspondingstream:
Mainstream: 40000; Sub Stream1: 40016; Sub Stream2: 40032.

e  Multi-channel device:

a. Channel 1: The multicast port of corresponding stream:

Port Mainstream: 40000; Sub Stream1: 40016; Sub Stream2:40032.

b. Channel 2: The multicast port of corresponding stream:
Mainstream: 40048; Sub Stream1: 40064; Sub Stream2:40080.

¢. Channel 3: The multicast port of corresponding stream:
Mainstream: 40096; Sub Stream1: 40112; Sub Stream2:40128.

d. Channel 4: The multicast port of corresponding stream:
Mainstream: 40144; Sub Stream1: 40160; Sub Stream2:40176.

Step3 Click Apply.

Result

e Inthe web page, click @ andthen select local. In the Play Parameter area, select Protocol as Multicast.

o C(lickLive on the main page of the web page, and then monitor the video image of corresponding
streamin a multicast form onthe Live page.

4.4.10. Register

After you enable this function, when the camera is connected into Internet, it will report the currentlocation to the

specified server which acts as the transit to make it easier for the client software to access the camera.
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Stepl Select @ -> Network - Register.
Step2 Click [-, and then configure Server Address, Port and Sub-Device ID.

Figure 4-36

Enable
Server Address
Port (1025-65535)

Sub-Device ID

Apply Refresh Default

Table 21
Server Address The IP address or domain name of the server to be registered.
Port The port number of the server to be registered.
Sub-Device ID The custom ID for the camera.

Step3 Click Apply.

4.4.11. QoS

You cansolve problemssuch as network delay and congestion with QoS (Quality of Service) function.It helps to assure

bandwidth, reduce transmission delay, packet loss rate, and delay jitter to improve experience.

Step1l Select @ -> Network - QoS.
Step2 Configure QoS parameters

Figure 4-37

Real-time Monitoring

Operation Command

Apply Refresh Default
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Table 22

Parameter Description

' o Configure the priority of the data packets that used for networksurveillance. 0
Real-time Monitoring for the lowest and 63 the highest.

Configure the priority of the data packets that are used for Configure or

Operation Command checking. 0 for the lowest and 63 the highest.

Step3 ClickApply.

4.4.12, Platform Access
4.4.12.1. ONVIF

The ONVIF verification is enabled by default, which allows the network video products (including video recording

device and other recording devices) from other manufacturers to connect to yourdevice.
11
ONVIF is enabled by default.

Stepl Select @ -> Network = Platform Access = ONVIF.

Step2 Click [- next to Login Verification.

Login Verification .

Refresh Default

Step3  Click Apply.

4.4.12.2. RTMP

Through RTMP, you can access a third-party platform (such as Aliand YouTube) to realize video live view.

1

e  RTMP can be configured by admin only.

e RTMP supports the H.264, H.264 B and H.264H video formats, and the AAC (Advanced Audio Coding)
audioformatonly.

Stepl Select @ - Network = Platform Access = RTMP.

Step2 Click [-
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A\

Make sure that the IP address is trustable when enabling RTMP.

Step3 Configure RTMP parameters.

Figure 4-38

Enable [ ]

Stream Type O Main Stream @ Sub Stream 1 @ Sub Stream 2

Address Type O Non-custom @ Custom

Encryption [ ]

IP Address

Port 1935 (0-65535)

Custom Address

Apply Refresh Default

Table 23

Parameter Description

The stream for live view. Make sure that the video format is H.264,

Stream Type H.264 B or H.264H, and the audio format is AAC.

e Non-custom: Enter the server IP and domain name.
Address Type

e  Custom: Enterthe path allocated by the server.
Encryption Click [. to enable encryption function.
IP Address When selecting non-custom, you need to enter server IP addressand port.
Port e IPaddress: Support IPv4 or domain name.

e  Port: Keepthe default value.
Custom Address When selecting Custom, you need to enter the path allocated bythe server.

Step4 Click Apply.

4.4.13.

Basic Service

Configure the IP hosts (devices with IP address) that are allowed to visit the device. Only the hosts in the trusted sites

list can login to the web page. This is to enhance network and data security.

Step1 Select @ -> Network > Basic Service.
Step2 Enable the basic service according to the actual needs.
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Table 24

Parameter Description

SSH

You can enable SSH (Secure Shell) authentication to perform safety
management. This function is disabled by default.

Multicast/Broadcast Search

Enable this function, and then when multiple users are viewingthe device
video image simultaneously through network, they can find your device
with multicast/broadcast protocol.

Cal

ONVIF

Genetec

Enable this function, and then other devices can access through this
service. The function is enabled by default. CGl: Common Gateway
Interface.

Mobile Push Notification

Enable this function, and then alarm capture picture triggered bythe
Camerais sent to your mobile phone. This is enabled by default.

Private Protocol
Authentication Mode

Select the authentication mode from Security Mode and Compatible
Mode. Security mode is recommended.

RTSP Login Mode

Compatible with the old platform login mode. The default isdigest mode.

Step3 Click Apply.
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4.5. PTZ

This section introduces the configuration of PTZ parameters, such as preset, tour, and PTZ speed.
11

e The panorama camera channel and the detail camera channel support different functions and might differ

fromthe actual page.

e Some models of panorama camera channels do not support focus, zoom and iris adjustmentfunctions, and

might differ from the actual page.

You can enter the page of PTZ through two methods. The following content of the chapter uses thebutton entry from

the upper right corner of the page as an example.

e  Click PTZ on the main web page.
e  C(lick @ on the upper right corner of the page, and then click PTZ.

4.5.1. Configuring Presets

The camera saves parameters (such as current status of PTZ pan/tilt, focus) to the memory, so thatyou can quickly call

these parameters and adjust the PTZ to the correct position.

Procedure

Stepl Click @ and then select PTZ - Preset.

e -~ .
b o LW

Step2 Set step length and click the direction buttons to adjust PTZ Direction. Click aea
zoom, focus and iris to adjust the camera to the proper position.

to adjust

Step3  Click Add Preset.

Add the current position to be a preset, and the preset is displayed in preset list.

Figure 4-40

Add Preset Clear

MName

Presestl

Presst?

Step4 Double-click Preset Title to change the name of the corresponding preset in the screen.
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Step5 Click tosavethepreset.

Related Operations
e Deletepreset:Click T to delete corresponding preset.

e  Clearall presets: Click Clear to delete all added presets.

4.5.2. Configuring Tour

Configure Tour and the PTZ camera repeats performing tours among the configured presets afterconfiguration.

Prerequisites

You needto setup several preset pointsin advance.

Procedure

Stepl Click @ and then select PTZ - Tour.
Step2 Click Add Tour Group, and then double click Name to change the name of tour.
Step3 Select tour group and then select the presets from the Preset Point drop-down list on the left.

Repeat this step to add several presets for the tour group.

Step4 Configure Stay Time(S) and Speed to set the stay time of the Camera at the preset pointand its rotating
speed.

Stay timeis measured in seconds. The value ranges from 15 seconds to 3600 seconds.

Figure 4-41

Add Tour Group Clear Refresh

No. Name Delete

[ | Tour Group -

Add Preset

Step5 Select Tour mode.

e  QOriginal Path: The camera rotates in the order of selected preset points.
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e Shortest path: The camera rearranges the preset points according to distance, and then rotates them
according tothe shortest path.

This function is available on select models.

Step6 Click Apply to complete settings.
Step7 Click n tostarttour.

e Theongoingtourstopsif any operationis madetothe PTZ.

e Click to stop tour.

Related Operations
e Delete tour group: Click @ to delete corresponding tour group.

e  Clear all tour groups: Click Clear to delete all added tour groups.

4.5.3. Configuring Scan

Scan meansthe Camera moves horizontally at a certain speed between the defined left and right boundaries.

Procedure

Stepl Click E] and then select PTZ - Scan.

Step2 Click Add Scan, and then double click Name to change the name of scan.
Step3 Configure the left and right boundaries of the scan.
a. Adjust the direction of the camera to the left edge of the scan and click on the Left Limit to set the current
position to the Left Limit of the camera.
b. Adjust the direction of the camera to the right edge of the scan and click on the Right Limit to set
the current position to the Right Limit of the camera.

Figure 4-42

Add Scan Clear Refresh

Scanl

Scan?

Step4 Click n to start scanning.
Click - tostop scanning.
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Related Operations
e Deletescan:Click @ todelete correspondingscan.

e  (Clearallscans:Click Clear to delete all added scans.

4.5.4. Configuring Pattern

Pattern records a series of operations that makes to the Camera. The operations include horizontal and vertical
movements, zoom and preset calling. After recording and saving the operations, you can call the pattern path

directly.

Procedure

Step1l Click @ and then select PTZ = Pattern.
Step2 Click Add Pattern, and then double click Name to change the name of pattern.
Step3 Click ® to adjust the direction, focus, zoom and other parameters according to actualneeds.

Step4 Click 1l tocomplete records.
Figure 4-43

Add Pattern Clear Refresh
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>
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Step5 Click n to start scanning.
Click - tostop scanning.

Related operations
e Delete pattern:Click @ to delete the corresponding pattern.

o  (learall patterns: Click Clear to delete all added patterns.

4.5.5. Configuring Pan

Pan refers to the continuous 360° rotation of the Camera in a horizontal way at a certain speed.

Stepl Click @,and thenselect PTZ=> Pan.
Step2 Configure the rotation speed.
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e  Click Start and PTZ starts horizontal rotation.

o  Click Stop to stop the pan.

Figure 4-44
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4.5.6. Configuring PTZ Speed

Configuretherotation speed when manually controlling the PTZ.

Stepl Click @ andthen select PTZ - PTZ Speed.
Figure 4-45

.
Medium

Apply Refresh

Step2 Select PTZ speed, and then click Apply.
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4.5.7. Configuring Idle Motion

Idle motion refers to a preset motion when the PTZ does not receive anyvalid command within acertain period.

Prerequisites

You have set PTZ motions such as preset, tour, scan, and pattern in advance.

Procedure

Step1 CIick@ and then select PTZ - PTZ Speed.

Step2 Click m to enableidle motion.

Step3 Configure idle interval time, and then select idle motion type.

Figure 4-46

Apply Refresh

Step4 Click Apply.

4.5.8. Configuring Power Up

After configuring Power Up, the camera will automatically perform the set motion after being powered up.

Prerequisites

You have set PTZ motions such as preset, tour, scan, and pattern in advance.

Procedure

Step1l Click @ and then select PTZ = Power Up.

Step 2 Clickmto enable power up function.

Step3 Select power up type.
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Select Auto and the system will implement the last action performed for more than 20 seconds beforethe Camerais
shut down.

Figure 4-47

Enable )

PowerUp Auto

Apply Refresh

Step4  Click Apply.

4.5.9. Configuring PTZ Rotation Limit

Configure PTZ rotation limit to enable the Camera to move only within the defined PTZ area, and to rotate only within

the limit range when calling functions such as tour and pan.

Step1 Click @ and then select PTZ - PTZ Rotation Limit.

Step2  Adjust the device direction to the Up Limit, and then click up limit Setting to set thecurrent positionto the
up limit.

Step3  Adjust the device direction to the Down Limit, and then click down limit Setting to set thecurrent positionto
thedown limit.

Step4 Click Go to to preview the defined up/down limit.
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Figure 4-48

Enable ®

Up Limit Setting

Down Limit Setting

Step5 Select the elevation value from the drop-down list of Max Elevation Angle.

This function is available on select models.

Step6 Click Enable to enable PTZ Rotation Limit.

4.5.10. Configuring Scheduled Task

After setting scheduled task, the Camera performs the relevant motions during the set period.

Prerequisites

You have set PTZ motions such as preset, tour, scan and pattern in advance.

Procedure

Step 1 CIick@ and then select PTZ 2 Scheduled Task.
Step2 Click Add Scheduled Task.

Step3  Select Task Action.
Sometask actions need toselect corresponding action number.

Step4 Select Time Plan or click Add Schedule. Configure the name and time of the scheduledtaskin the pop-up page,
and then click Apply.
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Figure 4-49
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Janll,

Step5 Setthetime for Auto Home.

Auto Home: When the scheduled task is interrupted by an artificial call to the PTZ, thedevice will automatically resume

the scheduled task after the auto home time.

Step6 Click Apply.

4.5.11. Configuring PTZ Maintenance

PTZ Maintenance includes PTZ Restart and Default.

Stepl Click E] and then select PTZ & PTZ Maintenance.
Step2 ClickPTZRestart to restart PTZ or click Default to restore PTZ to defaults.

Figure 4-50

PTZ Restart Default
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Default PTZ will restore the Camera to defaults. Think twice before clicking Default.

4.6. Event

Click Event to configure general events, including alarm linkage, exception, video detection, and audio detection. You
can gotothe Event page through two methods. This following section uses method 1 as anexample.

e Method 1: Click @ on the right-upper corner of the main page, and then click Event.
e Method 2: Click Event on the page.

4.6.1. Alarm
4.6.1.1. Alarm-in

When analarmis triggered by the device connected tothe alarm-in port, the system performs thedefined alarm

linkage.

Stepl Select @ -> Event - Alarm.

Step2 Click m next to Enable to enable alarm linkage.

Figure 4-51

Enable [ ]

Alarm-in Port Alarm1

Schedule Full Time Add Schedule

Anti-dither 0 sec (0-100)
Sensor Type

+Event Linkage

Record Enabled

Snapshot Enabled

Alarm-out Port | Enabled

Post-alarm

Apply Refresh Default

Step3 Select an alarm-in port and a sensor type.

o Anti-Dither: Only record one alarm event during the anti-dither period.
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e Sensor Type:NO or NC.

Step4 Select the schedule and arming periods and alarm linkage action.

If the exiting schedules cannot meet the scene requirement, you can click Add Schedule to add new schedule.

Step5 ClickApply.

4.6.1.2. Event Linkage

When configuring alarm events, select Event linkages (such as record, snapshot). When the corresponding alarm is

triggered in the defined arming period, the system will trigger alarm linkage. Select @ - Event = Alarm, and then

click m next to Enable to enable alarm linkage.

Figure 4-52

Enable ®

Alarm-in Port Alarm

Schedule Full Time Add Schedule

Anti-dither 0 sec (0-100)

Sensor Type

+Bwent Linkage

Send Email | Enabled

Snapshot  Enabled

PTZ Linkage Enabled

Linkage Operation Mone

Alarm-out Port | Enabled

Post-alarm

Apply Refresh Default

4.6.1.2.1. Adding Schedule

Configure arming schedule. The system only performs corresponding linkage actionin the definedperiod.
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Step1l Click Add Schedule next to Schedule.
Step2 Click Time Plan Table.

You can set up multiple time plan tables for selection.

Step3 Configure the name of the Time Plan Table.
Step4 Configure arming periods.

a. Pressanddragthe left mouse button on the timeline to set arming periods. The greenarea on the timeline
means that this time period has been armed.

Figure 4-53

+ Time Plan Table Refresh Clear

b. Clickthe selected time period, and then enter the specific time in the text box toconfigure exact arming period.
Figure 4-54

+ Time Plan Table Refresh Clear

Full Time

Apply Cancel
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Step5 (Optional) Click Copy, select weeks, and then click Apply.

Time plans for the current week can be quickly copied to other weeks.
Step6 Click Apply.

4.6.1.2.2. Record Linkage

After enabling Record Linkage, the system can link record channel when an alarm event occurs. After the alarm, the
system stops recording after an extended time period according to the post-Record setting.
Prerequisites

e Enable the corresponding alarm type (Normal, Motion, or Alarm) before the record channel links recording.

e Enable auto record mode before the record linkage takes effect.
Setting Record Linkage

+Event Linkage
On the Alarm page, click to select record, select the channel, and then set post-Record to set

alarm linkage and record delay.

After Post-Record is configured, alarm recording continues for an extended period after the alarm ends.

Figure 4-55

Record | En

Post-Record 0 sec (10-300)

4.6.1.2.3. Snapshot Linkage

After snapshot linkage is configured, the system can automatically alarm and take snapshots whenan alarmiis

triggered.

Prerequisites
Enable the corresponding alarm type (Normal, Motion, or Alarm) before the snapshot channel links capturing.

Settingrecord linkage

+Event Linkage
On the Alarm page, click to select snapshot linkage, and select the channel.

Figure 4-56

4.6.1.2.4. Alarm-out Linkage

When an alarm is triggered, the system can automatically link with alarm-out device.
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On the Alarm page, click to select alarm-out linkage, select the channel and then configure Post

alarm.

When alarm delay is configured, alarm continues for an extended period after the alarm ends.

If the Camera has multiple alarm-out channels, you need to select the linkage alarm-out channel.

Figure 4-57

Alarm-out Port | Enabled

Post-alarm ( sec (10-300)

4.6.1.2.5. Email Linkage

When an alarm is triggered, the system will automatically send an email to defined users.

Prerequisites
Email linkage takes effect only when SMTP is configured.

Setting Email Linkage

+Event Linkage
On the Alarm page, click to Select email linkage.

Figure 4-58

4.6.1.3. Subscribing to Alarm

4.6.1.3.1. Alarm Types

Following are the alarm types and preparations of alarm events.

Table 25
Alarm Type Description ‘

Motion Detection Thealarmis triggered when amoving object is detected.

Disk Full The alarmis triggered when thefree space of SD card is less thanthe configured value.

Disk Error The alarm is triggered when there is a failure or malfunctionin the SD card.

The alarm is triggered when thecamera lens is covered or there isa defocus in video

Video Tampering )
images.

External Alarm The alarm is triggered when there is an external alarm input.
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Alarm Type Description ‘

Security Warning The alarmis triggered whenthere is a security warning.

Audio Detection The alarmis triggered whenthere is an audio connectionproblem.

VS Thealarmistriggered when anintelligent rule is triggered.

Scene Changing Thealarmis triggered when thedevice monitoring scene changes.
Voltage Detection The alarm is triggered when thedevice detects abnormal voltageinput.
Security Exception Thealarmis triggered when thedevice detects malicious attack.

4.6.1.3.2. Subscribing to Alarm Information
You can subscribe alarm event. When a subscribed alarm event is triggered, the system records detailed alarm

information on the bottom of the page.

Functions of different devices might vary.

Step1 Click uonthe right-upper corner of the main page.

Step2 Click m next to Alarm to enable alarm subscription, and then the system prompts andrecords alarm
information according to actual conditions.

e  Whenthe subscribed alarm event is triggered and the alarm subscription page is notdisplayed, a number

is displayed on , and the alarm information is recorded automatically. Click toview the detailsinthe
alarm list. You can click Clear to clearthe record.

e  Whenthesubscribed alarm event is triggered and the system is in the alarm page, thecorresponding alarm
information will be displayed in the alarm list below.
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Figure 4-59

Alarm
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Address Channel

Step3 Click [- next to Play Alarm Tone, and then select the tone path.

The system will play the selected audio file when the subscribed alarm is triggered.

4.6.2. Exception

Abnormality includes SD card exception, network exception and tampering detection.

1]

Only the device with SD card function has exception setting functions, including No SD Card, SD Card Error, and Low
SD card space.

4.6.2.1. SD Card Exception

In case of SD card exception, the system performs alarm linkage. The event types include No SD Card, Low SD Card

Space, and SD Card Error. Functions might vary with different models.

Stepl Select @ - Event - Exception - SD Card Exception.
Step2 Select event type, and then enable SD card exception detection.

When the event type is Low SD card space, you can configure Free Space. When theremaining free space is less than

this value, an alarmiis triggered.
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Figure 4-60

Mo 5D card

+Event Linkage
Send Email | Enabled

Alarm-out Port | Enabled

Post-alarm 0 sec (10-300)

Low SD card space

ED card error

Apply Refresh

Step3 Click [- to enable the SD card detection functions.
When Low SD Card Space is enabled, set Capacity Limit. When the remaining space of SDcard is less than this value,
the alarmis triggered.

Step4 Setalarmlinkage actions.
Step5 Click Apply.

4.6.2.2. Network Exception

In case of network exception, the system performs alarm linkage. The event types include Offline and IP Conflict.

Step 1 Select @ - Event = Exception = Network Exception.
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Figure 4-61
Offline

+BEvent Linkage

Record | Enabled

Post-Record } sec (10-300)

Alarm-out Port | Ena

Post-alarm } sec (10-300)

IP Conflict 9

Apply Refresh Default

Step2 Click [. to enable the network exception detection.
Step3 Setalarm linkage actions.

Step4 Click Apply

4.6.2.3. Voltage Detection
Stepl Select @ - Event - Exception = Voltage Detection.

Step2 Click [_ to enable the voltage detection function.
Step3 Configure alarm parameters.

Figure 4-62

Voltage Exception
Owverlay

+Event Linkage

Send Email | Enabled

Alarm-out Port | Enabled

Post-alarm 0 sec (10-300)

Apply Refresh Default
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Step4 ClickApply.

4.6.3. Video Detection

Check whether there are considerable changes on the video by analyzing video images. In case ofany considerable

change onthe video (such as moving object, fuzzy image), the system performs analarm linkage.

4.6.3.1. Motion Detection

The system performs analarm linkage when amoving object appears intheimage andits movingspeed reachesthe
defined sensitivity.

e If you enable motion detection and smart motion detection simultaneously, and configure the linked
activities, the linked activities take effect as follows:

o When motion detection is triggered, the camera will record videos and take snapshots, butother
configured linkages such as sending emails, PTZ operation will not take effect.

o When smart motion detection is triggered, all the configured linkages take effect.

e |If you only enable motion detection, all the configured linkages take effect when motion detection is
triggered.

Stepl Select @ -> Event = Video Detection = Motion Detection.

Figure 4-63

Enable
schedule Full Time Add Schedule
Anti-dither sec (0-100)

Area

PTZ movement ri... [ ]

+Event Linkage

Record | Enabled

Snapshot | Enabled

Alarm-out Port | Enabled

Post-alarm

Apply

Step2 Click [‘ to enable the motion detection function.
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Step3 Settheareafor motion detection.

a. Click Setting next to Area.

Figure 4-64
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b. Select a color and set the region name. Select an effective area for motion detection inthe image and set

Sensitivity and Threshold.

O-

e Sensitivity: Sensitive degree of outside changes. The higher sensitivity is, the easier to triggerthealarm.

e Select acoloron to set different detection parameters for each region.

e Threshold: Effective area threshold for Motion Detection. The smaller the thresholdis, the easier the
alarmis triggered.

e The whole video image is the effective area for Motion Detection by default. Select color blocks to
configure different detection parameters for different regions.

o The red line in the waveform indicates that the Motion Detection is triggered, and the green line
indicates that there is no motion is detected. Adjust sensitivity and threshold according tothe waveform.

c. Click OK.

Step4  Set arming periods and alarm linkage action.
If the exiting schedules cannot meet the scene requirement, you can click Add Schedule to add a new schedule.

Anti-dither: After the Anti-dither time is set, the system only records one motion detectioneventinthe period.

Step5 Click Apply.

4.6.3.2. Video Tampering

The system performs alarmlinkage whenthe lensis covered, or video outputis mono color causedby light and other

reasons.
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Stepl Select @ -> Event > Video Detection - Video Tampering.
Step2 Select Channel and then click [. to enable the video tampering detection.

Figure 4-65

Full Time Add Schedule
Record | Enabled
Send Email  Enabled

Snapshot | Enabled

PTZ Linkage | Enabled

Linkage

Alarm-out Port | Enabled

Post-alarm

Apply

Step3 Set arming periods and alarm linkage action.

If the exiting schedules cannot meet the scene requirement, you can click Add Schedule to add a new schedule.

Anti-dither: After the Anti-dither time is set, the system only records one motion detectioneventin the period.

Step4 Click Apply.

4.6.3.3. Scene Changing

The system performs alarm linkage when the image switches from the current scene to another one.

Stepl Select @ - Event - Video Detection - Scene Changing.

Step2 Select Channel and then click [. toenable the scene changing detection.
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Figure 4-66

Tampering

Enable

Schedule Add Schedule

+Event Linkage

Record | Enabled

Post-Record

Snapshot | Enabled

Alarm-out Port | Enabled

Post-alarm

Apply Refresh

Step3 Set arming periods and alarm linkage action.
If the exiting schedules cannot meet the scene requirement, you can click Add Schedule to add a new schedule.

Anti-dither: After the Anti-dither time is set, the system only records one motion detectioneventin the period.

Step4 Click Apply.

4.6.4. Audio Detection

The system performs alarm linkage when vague voice, tone change, or rapid change of soundintensity is detected.

Stepl Select @ - Event - Audio Detection.
Step2 (Optional) Select audio channels.

When the camera supports multiple audio channels, you can select different audio channels.

Step3 Configure parameters of audio detection.

e Inputabnormal: Click uto enable Audio Exception, and the alarm is triggered when the systemdetects
abnormal soundinput.

e Intensity change: Click u to enable Intensity Change and then configure Sensitivity and Threshold. The
alarm is triggered when the system detects that thesound intensity exceeds the configured threshold.

o The alarm is easier to be triggered with higher sensitivity or smaller threshold. Set ahigh threshold
for noisy environment.

o Thered line in the waveform indicates audio detection is triggered, and the green one indicates no
audiois detected. Adjust sensitivity and threshold according to thewaveform.
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r Change
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Schedule Full Time

Anti-dither

+Event Linkage

Record | Enabled

Alarm-out Port | Enabled

Post-alarm

Apply

Figure 4-67

Add Schedule

Step4  Set arming periods and alarm linkage action

If the exiting schedules cannot meet the scene requirement, you can click Add Schedule to add a new schedule.

Anti-dither: After the Anti-dither time is set, the system only records one motion detectioneventinthe period.

Step5 Click Apply.

4.7.

Storage

Display the information of the local SD card. You can set it as read only or read & write; you can alsohot swap and

formatSD card.

Background Information

If you enter an incorrect password for five consecutive times during authentication, password change or

password clearing, the account will be locked for five minutes.

Before using the recording and playback function, ensure that the SD card has been authenticated.

The health status of the SD card is classified as follows.

o Green: The SD card status is optimal.

o  Blue: The SD card status is good.

o Orange: The SD card status is moderate.
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o Red: The SD card status is bad. Change the SD card in time.

e  Functions might vary with different models.

Procedure

Stepl Select @ -> Storage.
Step2 Select the SD card to be configured, and then perform the following operations as needed.

e  Click Read-Only, and then the SD card is set to read only.

e C(lick Read & Write, and then the SD card is set to read & write.
e  Click Hot Swap, and then you can pull out the SD card.

e  Click Format, and you can format the SD card.

e ClickOKinthe pop-up dialog boxto format the SD card.

Figure 4-68

Format Read Only Read/Write Hot Swap Refresh

Name Status Property Used Space/Total Space

Local Diski Normal Read/Write ——— ()
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4.8. System

This section introduces system configurations, including general, date & time, account, peripheral management,
manager andupgrade.
You can goto the System page through two methods. This following section uses method 1 as anexample.

e Method 1: Click @ on the right-upper corner of the main page, and then click System.
e Method 2: Click System on the main page.

4.8.1. General
4.8.1.1. Basic

You can configure device name and video standard.

Stepl Select @ - System - General = Basic.
Figure 4-69
Date & Time
Device Name 2] & PP § .

Video Standard PAL

Apply Refresh Default

Step2 Configure general parameters.

Table 26

Parameter Description

Enter the device name. When a device is added by another device, the
device nameis displayed as the defined device name.

Name |_.__!_|
Different devices have different names.
Video Standard Select video standard from PAL and NTSC.
This function is available only for devices that support analogoutput.
L1
e Some devices automatically turn off Al function when enabling
Analog Output analog output, and automatically turn off analog output when

enabling Al function.

e Some devices support SDI (Serial Digital Interface) and HDCVI

(High-Definition Composite Video Interface) function.
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Step3 ClickApply.

4.8.1.2, Date & Time
You can configure date and time format, time zone, current time, DST (Daylight Saving Time) or NTP (Network Time
Protocol)server.

Step1 Select @ - System - General - Date & Time.

Figure 4-70
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Time and Time Zone

Date
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Time

15:54:56

Time Q' Manual Settings
System Time 02 2 15:54:56 Sync with PC
Time Format

Time Zone

DST

Enable ®

Type O pate @ Week

Start Time 01-01

End Time 02-01

Apphy Refresh Default

Step2 Configure date and time parameters.

Table 27
Parameter ‘ Description
o Manually Setting: Configure the parameters manually.

o NTP: When selecting NTP, the system then syncs time with theinternet
Time serverinreal time.

You can also enter the IP address, time zone, port, and interval of a PCrunning
NTP servertouse NTP.

System Time Configure system time.

Click Sync with PC, and the system time changes to the PC time.
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Parameter ‘ Description

Time Format Configure the time format.
TimeZone Configure the time zone that the camera is at.
Enable DST as needed.
DST
Click m, andthen configure start time and end time of DST with Date or Week.

Step3 Click Apply.

4.8.2. Account

You can manage users, such as add, delete, or edit them. Users include admin, added users and ONVIF users. Only
administrator users can manage users and groups. The operations include adding or deletingusers and user groups,

modifying user information.

e The max. length of the user or group name is 31 characters which consist of number, letter, underline, dash,
dotand @.

e The password must consist of 8-32 non-blank characters and contain at least two types of the following

characters: Uppercase, lowercase, numbers, and special characters (excluding'" ; : &).

e  You can have upto 18 users (excluding the admin user) and 1 anonymous user, and you can havesix user

groups (excludingthe admin and user groups).

e You can manage users through a single user or group, and duplicate usernames or group namesare not
allowed. A user can only be in one group at a time, and the group users can only ownauthorities within

the group authority range.
e Online users cannot edit their own authority.
e The default username of the system is admin, which has the highest authority.

e Select Anonymous Login, and then log in with only IP address instead of username and password.
Anonymous users only have preview authorities. During anonymous login, clickLogout to log in with

anotherusername.

4.8.2.1. Adding User

You are admin user by default. You can add users and configure different authorities.

Procedure

Stepl Select @ - System = Account = User.
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Figure 4-71

OMNVIF User
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Username Password Strength Remarks

admin Medium admin's account
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u forgot the password, you can receive security codes through the email address left in advance to reset

the pa rd
Email Addres

Apply

Step2 ClickAdd

Figure 4-72
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Figure 4-73
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Figure 4-74
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Group admin

Remarks

IF Address

Pwd

Validity Period

Period ®

Time Plan

Figure 4-75

Apply Cancel

Step3 Configure user parameters.

Figure 4-76
Parameter Description
User’s unique identification. You cannot use existing username. The max.
Username length of the user or group name is 31 characters whichconsist of
number, letter, underline, dash, dot and @.
Password Enter password and confirm it again.

Confirm Password

The password must consist of 8-32 non-blank characters and contain
at least two types of the following characters: Uppercase, lowercase,
numbers, and special characters (excluding ' " ; : &). Seta high-security
password based on the password strength prompt.

The group that users belong to. Each group has differentauthorities.

Group
Remarks Describe the user.

Select system authorities as needed.
System |!_!_|

We recommend giving fewer authorities to normal usersthan premium

84



Parameter Description

users.
Live Select the live view authority for the user to be added.
Search Select the search authority for the user to be added.

Set the PC address that allows the defined user to log in to thecamera
and the validity period and time range. You can log in tothe web page
with the defined IP in the defined time range ofvalidity period. Set as
follows:

o Enable IP address, select IP type and then configure IPaddress.
Restricted Login o IP address: Enter the IP address of the host to be added.

o IPsegment: Enter the start address and end address of thehost
tobe added.

o Enable Validity Period, and then configure start and endtime.

o Enable Period, and then click Time Plan to set the login period.

Step4 ClickApply.
The newly added user is displayed in the user list.

Related Operations

e  Modify user group information.
CIick to edit password, group, remarks or authorities.
11

For admin account, you can only edit the password.

e Delete user group.

Click todelete the added user group.
1]

The admin account and user group cannot be deleted.

4.8.2.2. Resetting Password

When you need to reset the password for the admin account, there will be a security code sent tothe linked email

address which can be used toreset the password.

Stepl Select @ - System = Account = User.
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Figure 4-77

Email Address

Apply Refresh Default

Step2 Click [_ to enable Password Reset.

If the function is not enabled, you can only reset the password by resetting the camera.

Step3 Enter the reserved email address.

After configuring the reserved email address, you can set a new password by clicking Forgot password? on the login
page.

Step4 ClickApply

4.8.2.3. Adding User Group

You have two groups named admin and user by default, and you can add new group, delete added group or edit

group authority and remarks.

Stepl Select @ - System = Account = Group.

Figure 4-78

ONVIF User

Group Remarks Operation

admin administrator group 4 o

user user group [ i

Step2 ClickAdd.

Step3 Enterthe user group name and remarks, and then select the system, preview and playbackauthorities for
theusergroup. The max length of the user or group name is 31 characters which consist of number, letter, underline,
dash, dotand @.
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Figure 4-79
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Apply Cancel

Table 28
Group Authority ‘ Admin Functions
System YES NA System time settingand more.
System Info YES NA Version information,system logs and more.
Manual Control YES NA PTZ settings.
File Backup YES NA File backup.
Storage YES NA S-torage p-omt c.onflgu ratlon,. snap..shot recording
time configuration, SFTP configurationand more.
Event VES NA Video dete:ct|on settings, audio detection settings,
alarm settings andmore.
IP settings, SMTP settings, SNMP settings, AP
Network YES NA Hotspotsettings and more.
Peripheral YES NA External light, wiperand serial port settings.
Camera property settings, audio andvideo settings
Camera YES NA andmore.
PTZ YES NA Preset settings, toursettings and more.
Security YES NA HTTPS settings, RTSP over TLS settings andmore.
Maintenance YES NA Automatic maintenance settingsand more.

o Anyuserinthe Admin group has User authorities to modify group authorities. The User group does not have

this authority.

o The functions of the device correspond to the authority control respectively. Only user with specified
authority can use corresponding function; the Admin group has all the authorities.

Step4 Enter the group name and remarks, and then select group authorities.
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Step5 ClickOKto finish configuration.
The newly added group displays inthe group name list.

Related Operations

e  Modify user group information.
Click to edit password, group, remarks or authorities.
L1

For admin account, you can only edit the password.

e Deleteusergroup.

Click to delete the added users.
L1

The admin accountand user group cannot be deleted.

4.8.2.4. ONVIF User

You can add, delete ONVIF user, and change their passwords. The default ONVIF user is admin.

Stepl Select @ - System = Account > ONVIF User.

Figure 4-80

Username Group Password Strength Operation

admin admin Medium 4 i

Step2 Click Add.

Figure 4-81

Username
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Apply Cancel
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Step3 Configure user parameters.

Table 29

Parameter Description

User’s unique identification. You cannot use existed username. The max
Username length ofthe user or group nameis 31 characters whichconsist of number,
letter, underline, dash, dot and @.

Confirm Password

Password Enter password and confirm it again.

The password must consist of 8 to 32 non-blank characters andcontain
at least two types of characters among upper case, lowercase, number, and
special character (excluding'" ; : &).

Group Name The group that users belong to. Each group has differentauthorities.

Step4 Click OK.
The newly added user displays in the username list.

Related Operations

e Modify user group information.

Click to edit password, group, remarks or authorities.

For admin account, you can only edit the password.

e Deleteuser group.
Click @ to delete the added users.

The admin account cannot be deleted.

4.8.3. Peripheral Management
Stepl Select @ - System - Peripheral 2> Heater.

Step2 Click [‘ to enable the Heater for removing Ice and fog from Camera lens.

Figure 4-82
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Apply

Refresh

Default
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4.8.4. Manager
4.8.4.1. Requirements

To make sure the system runs normally, maintain it as the following requirements:
e Check surveillance images regularly.
e  Clear regularly user and user group information that is not frequently used.
e Change the password every three months.
o Viewsystemlogs andanalyze them and process the abnormity in time.
e Back up the system configuration regularly.
e  Restart the device and delete the old files regularly.

e  Update firmware in time.

4.8.4.2. Maintenance

You can restart the system manually, and then set the time of auto reboot and auto deleting old files.
Thisfunctionis disabled by default.

Stepl Select @ - System = Manager = Maintenance.

Figure 4-83

Default
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Restart Time
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Enable [ ]

Apply Refresh Default

Step2 Configure auto maintain parameters.

o  C(lick [. next to Auto Reboot in Restart System, and setthe reboot time, thesystem automatically restarts

at the set time every week.

o  C(lick [. next to Auto Delete in Delete Old Files, and set the time, the systemautomatically deletes old

files at the set time. The time range is 1to 31 days.

When you enable and confirm the Auto Delete function, the deleted files cannot be restored. Operateit carefully.

Step3 Click Apply.



4.8.4.3. Import/Export

e  Export the system configuration file to back up the system configuration.
e Import system configuration files to make quick configuration or recover system configuration.

Stepl Select @ -> System - Manager - Import/Export.

Figure 4-84

Maintenance Default

Export Configuration File

Select File Import File

Step2 Import and export.

e Import: Select local configuration file and click Import File to import the local systemconfigurationfile to the
system.

e  Export: Click Export Configuration file to export the system configuration file to local storage.

4.8.4.4. Default

Restore the device to default configuration or factory settings.
1]

This function will restore the device to default configuration or factory settings. Operate it carefully.

Select @ - System > Manager = Default.

e  Click Default, and then all the configurations except IP address and account are recovered to default.

e  Click Factory Default, and all the configurations are restored to factory settings.

Figure 4-85

Maintenance

Default

Other con ations will be recovered to default
cept n ¢, user management and so on.

Factory Default

All the parameters will be restored to factory
default settings.
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4.8.5. Upgrade

Upgrading to the latest system can refine camera functions and improve stability.

1

If wrong upgrade file has been used, restart the device otherwise, some functions might not workproperly.

a. Online Upgrade

Step1 Select @ - System = Upgrade.

Step 2 Click on Manual check button to check new firmware release on server, System detects the new
version on the cloud.

Step 3 Click on online upgrade.

Step 4 After successful operation, system pops up upgrade successful dialogue box.

b. Manual Upgrade
Stepl Select @ - System = Upgrade.

Figure 4-86

System Version: 3.000.00AT000.0.R Build Date: 2022-10-20

Online Update

eck for Updates: .

Manual Check

File Update

Browse = Update

Step2 Click Browse, and then upload upgrade file.
The upgrade file should be a .bin file.

Step3 Click Upgrade.
The upgrade starts.
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4.9. System Information

You can view the information, including version, log and online user, and back up or clear log.

4.9.1. Version

View the ONVIF Version, System Version, Web Version, and other information of the Camera.

Select @ - System Info = Version to view the version information of the Camera.

4.9.2. Online User

View all the current users logging into the web.

Select @ - System Info = Online User to view all the current users logging into the Camera.

4.9.3. Legal Info

View the Software License Agreement, Privacy Policy, Open-Source Software Notice of theCamera.

Select @ - System Info = Legal Info to view the legal information of the Camera.
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4.10. Log
4.10.1. Log

You can view and back up logs.

Stepl Select @ - Llog 2 Log.
Step2 Configure Start Time and End Time, and then select the log type.

The start time should be no earlier than January 1, 2000, and the end time should be no later than December 31,
2037.
The log type includes All, System, Setting, Data, Event, Record, Account, and Security.

e System: Includes program start, abnormal close, close, program reboot, deviceclosedown, device reboot,

system reboot, and system upgrade.
e  Setting: Includes saving configuration and deleting configuration file.
e Data: Includes configuring disk type, clearing data, hot swap, FTP state, and recordmode.

e Event (records events such as video detection, smart plan, alarm and abnormality): Includes event start and

event end.
e Record: Includes file access, file access error, and file search.

e Account: Includes login, logout, adding user, deleting user, editing user, adding group, deleting group, and

editinggroup.

e  Security: Includes password resetting and IP filter.

Step3  Click Search.

e C(Click or click a certain log to view the detailed information in Details area.

e  Click Backup to back up all found logs to local PC.
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Figure 4-87

Start Time 0412

Backup . Encrypt Log

Time Username
2022-12-051 54 admin
2022-12-05 11:04:49 System
2022-12-05 02:01:36 System

2-05(
System
System

System

System

4.10.2. Remote Log

Configureremote log, and then you can getthe related log by accessing the set address.

Stepl Select @ - Log > Remote Log.

Step2 Click m to enable remote log function.

Step3 Configure address, port and device number.
Step4 Click Apply

Figure 4-88
Enable

-

Server Addre

Apply Refresh

Search

Type
Login
End Event
Hot Swap
e Config
Certificate Management
Certificate Management
Certificate Management
Certificate Management
Certificate Management

ate Management

Default

@

0 0 0 0 0 600 Q@
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5. Live

This chapter introduces the layout of the page and function configuration.

5.1. LivePage
This section respectively describes the Live page for single-channel and multi-channel devices. Click Live on the main
web page to enter Live page.

Pages might vary with different models.

Figure 5-1

P mEE®E

Table 30
Number Function Description
1 Display mode Switches the video display mode. It includes general mode, face
mode and metadata mode
4 Image adjustment Adjusts the images in the live viewing.
Live view Displays the real-time monitoring image.

Live view function Displays the shortcut for av§|lable funct!ons. Arpong them,
6 bar some shortcut buttons of multi-channel devices are in the upper-
right corner of the channel screen.
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5.2. Configuring Encoding

Onthe left side of the Live page, click * ontheright side of the video channel to select the videostream.
Figure 5-2

Video Stream

o Channel 1 w

Main Stream

Sub Stream 1

Sub Stream 2

e Mainstream: It has large bit stream value and image with high resolution, but also requires large bandwidth.
This option can be used for storage and monitoring.
e  Sub Stream: It has small bit stream value and smooth image and requires less bandwidth. This option is

normally used to replace mainstreamwhen bandwidth is not enough.

e means the current stream is mainstream; . means the current stream is sub stream 1; . meansthe

currentstreamissub stream 2.

Click thisicon to choose whether to display the video image.

5.3. Live View Function Bar

This sectionintroduces the shortcuts supported when viewing live video.
e  Whether it is single-channel or multi-channel, the icons of "Force Alarm", "Aux Focus" and "Talk" are the

same, allabove Live page.

e |consforotherfunctions are onthetop of the Live page for single-channel devices and on thetop right corner

of the Live page for multi-channel devices.

Table 31

Icon Function Description

Displays alarm output state of the corresponding channel. Whenthe
alarmoutput pageis connected tothe alarm output device, click the icon

(A
n ForceAlarm | toforceto enable or disable alarm output.

L
e Red: Alarm output enabled.

e Black: Alarm output disabled.

Zoominthe selected area, drag the screeninthe zoomed-instatus to
view other areas.

You can zoom video image through two operations.

Digital
Zo0m e C(lick the icon, and then select an area in the live image to zoom in;

right-click on the image to resume the original size.

e Click the icon, and then scroll the mouse wheel in the videoimage to
zoom in or out.
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o Snapshot Capt'ure one image of the current screen, and it will be saved tothe
configured storage path.
Triple Capture three images of the current screen, and they will besaved tothe
Snapshot configured storage path.
:E Record Record video, and it will be saved to the configured storage path.
r+1 Manual Select the area in the panorama camera screen, and the detail camera
=" d Position screen will be automatically positioned to the selected area.

Sound Enable or disable audio output of corresponding channel.

T )
Talk Enable or disable the audio talk.

5.4. Window Adjustment Bar

5.4.1. Adjustment

This section introduces the adjustment of image.

Table 32
Icon Function Description
Only single-channel devices display this icon. Click thisicon and
@ o _ when the icon changes to [, the actual sizeof the screen is
Original Size displayed. Click the icon again to restore the screen to the
appropriate size
Click the icon to resume original ratio or change ratio.lt supports
— W ck .
: Original and Adaptive.

Fluency
Adjustment

Click the icon to adjust the fluency of the image. Itsupports
Realtime, Fluentand General.

® Realtime: Guarantees the real time of the image.When the
bandwidth is not enough, the image might not be
smooth.

® Fluent: Guarantees the fluency of the image. There might
be delay between live view imageand real-time image.

® General: Itis between Realtime and Fluent.

AlRule

Click the icon, and then select Enable to display Alrules and
detection box; select Disable to stop thedisplay. Itis enabled by
default.

5.4.2. PTZ Control

You can rotate device, zoom image, and adjust iris through PTZ control. On the Live page, click the PTZ control on the
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lower left corner to adjust the current video screen.

Function

Figure 5-3

Table 33
Description
Control device toward eight directions, including up, down, left, right, left up, right
up, left down and right down. Click Q , and then select an area in the monitor

frame, the PTZ will rotate and zoom quickly to the specified area.

Speed: The speed value changes device rotate speed. The bigger the value is, the
faster the device rotates. For example, the rotation with a speed of 8 is much faster
than that of 1.

Zoom: Adjust the zooming of images.

Focus: Adjust the focal length of the Camera.

Iris: Adjust the brightness of images.

Area Focus: Focus on the selected area. Select the Live page, click the icon, and select
the area on the Live page. Then the device will automatically focus on this area.
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5.4.3. PTZ Function

On the Live page, click the PTZ Function on the lower left corner of the page.

The value range of the PTZ function (such as preset and tour) depends on the specific PTZ protocol.

Figure 5-4

PT/ Function

Parameter

Scan

Table 34

Description

Configure the scan number. Click Start, and the device will scan back and
forth at a certain speed according to the set boundary.Click Stop to finish
scan.

Preset

Configure preset number, and then click View to position the deviceto the
corresponding point. The preset contains PTZ's horizontal angle, tilt
angle, lens focal length and other parameters.

Tour

Configure tour number. Click Start and the device automatically rotates
back and forth in the order of the set preset points. Click Stop to finish tour.

Pattern

Configure pattern number. Click Start and the device automatically rotates
back and forth according to the set operating record. Click Stop to finish
pattern. The operation record includes the manual operations that the
performed to the PTZ, and the changes in focus and zoom.

Pan

Click Start, and then the Camera starts continuous 360° rotation in a
horizontal way at a certain speed.

Goto

Configure horizontal angle, vertical angel and zoom. Click Go to pinpoint to
a point.
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5.4.4. Peripheral Management

Manage peripherals of PTZCamera.
Step1 OntheLive page, click the Peripheral Management on the lower left corner of the page.

Figure 5-5

Peripheral

Step2 Click to enable or disable water removal function.

5.4.5. Image Adjustment

Click Image Adjustment on the lower-left corner of Live page, and click + or=icon, or drag theslider to adjust image

parameters, including brightness, contrast, hue and saturation.

The adjustment is only available on the web page, and it does not adjust the camera parameters.

Figure 5-6

. E (Brightness adjustment): Adjusts the overall image brightness and changes the value when theimage

istoo bright ortoo dark. The bright and dark areas will have equal changes.

. m (Contrast adjustment): Changes the value when the image brightness is proper, but contrast isnot
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enough.

‘h

. (Saturation adjustment): Adjusts the image saturation, this value does not change imagebrightness.

. ﬂ (Hue adjustment): Makes the color deeper or lighter. The default value is made by the lightsensor, and
itisrecommended.

Click Reset to restore focus to default value.

1

You canrestore the zoomifthe image has poor clarity or has been zoomed too frequently.
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6. Record

This chapter introduces the functions of video playback and operations of record control, record plan and record

storage.

6.1. Playback

This section describes the operations of video playback and management. It supports editing anddownloading

videos.

6.1.1. Playing Back Video

Query and playback video files stored in the SD card.

Prerequisites
e  This function is available on the camera with SD card.

e Before playing back video, configure record time range, record storage method, record schedule and record
control.
Procedure

Stepl Select Record - Search Video.
Step2 Select the channel, the record type, and record time, and then click Search.

e  Click All, and then select the record type from the drop-down list, you can select from All, General, Event,
Alarm, and Manual. When selecting Event as the record type, you can select the specific event types, suchas
Motion Detection, Video Tamper and Scene Changing.

e The dates with blue dots indicate there are videos recorded on those days.
Figure 6-1
Record Control Time Plan

Channel List Total 143 records [} All Delete

@ 2 cAM1

Soml O O

Mhe00
General-CAM 1 General-CAM 1 General-CAM 1

All

05-12-20.

05-12-2022 2

Search

4
Step3 Point to the searched video, and then click to play back the selected video.
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Time Plan

General-C

General-C

General-C

General-C

General-C

General-C

Table 35

Function ‘ Description

Displays all searched recorded video files.Click

any files to view the recording.

1 Recorded video list Click Back at the upper-left corner to go tothe

Search Video page.

You can zoom in or out video image of theselected
area through two operations.
e (lick theicon, and then select an area in the
video image to zoom in; right-click onthe
Digital Zoom image to resume the original size. In zoom in

state, drag the image to check other area.

e (lick the icon, and then scroll the mouse

wheel inthe videoimage to zoom in orout.

Click the icon, and then select Enable todisplay Al
rules and detection box; select Disable to stop
displaying Al rules. It is disabled by default.

1

Al rules are valid only when you enabled therule
during recording.

2 AlRule

Controls playback.
e I4: Click the icon to play the previous

recorded video in the recorded video list.

Play control bar e 4 Clickthe icon to slow down theplayback.

e l: Click the icon to stop playing recorded

videos.

Theicon changesto P, click theicon toplay recorded
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No Icon

Function

‘ Description

videos.
[ ]

B> Click the icon to speed up theplayback.
P1: Click the icon to play the next recorded
video in the recorded video list.

* : Click the icon to play the next frame.

i)

Sound

Controls the sound during playback.

1{©: Mute mode.

@) : Vocal state. You can adjust the sound.

Snapshot

Click B tocapture oneimage ofthecurrentscreen,
and it will be saved to the configured storage path.

Video clip

it.

Click &, and clip a certain recorded video and save

Full screen

full scr
to exit.

Click ®s, and the image is displayed in

een: double-click the image or press Esc key

Progress bar

period.

Displays the record type and the corresponding

Click any point in the colored area, and the
system will play back the recorded video from

the selected moment.

Each record type has its own color, and you

can see their relations in Record Type bar.

6.1.2. Clipping Video

Step1 Click B belowthe video during playback.

Step2 Dragtheclipping boxonthe progress bartoselect the start time and endtime of thetarget video.

n @

11:00 14:00

"

16200

Step3 Click OK to download the video.

Step4 Select the download format and storage path.

Figure 6-3

v {74558 L 20:15:28 B A X "
b4

17:00

-

20:00 D Cancel
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Figure 6-4

Download Video X

Start Time End Time Duration

Download Odav @ mp4

Format

Storage Path W wnload\VideoClips

Start Download

Step5 Click Start Download.

The playback stops and the clipped file is saved in the configured storage path.

6.1.3. Downloading Video

Download videos to a defined path. You can download a single video or download videos inbatches.

L1
e Playbackand download at the same time is not supported.

e  QOperations might vary with different browsers.

Select Record - Search Video.
Step 2 Select the channel, the record type, and record time, and then click Search.
Select videos to be downloaded.

w
—
[EY

w
—+
w

o  Select D at the upper-right corner of each video file to select one or more videos. Theicon
at the upper left corner of the selected file changes to.

e Select D next to Select All to select all searched videos.
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Figure 6-5

i Download Delete

Total 5records « All

. g." “iv“ r;.“ “‘P’ g.‘ L g.‘~ *‘%*"
800 N W00

General-CAM 1 General-CAM 1 General-CAM 1 General-CAM 1 General-CAM 1

Step4 Click Download.
Step5 Select the download format and storage path.

Figure 6-6

Download Video X

Scheduled

Scheduled

Scheduled

Scheduled

Scheduled

Start Time

2022-12-06 08:57:00

2022-12-06 09:05:00

2022-12-06 09

2022-12-06 09:21:00

2022-12-06

End Time

2022-12-06 09:05:00

022-12-06 09:13:00

2022-12-06 09:21:00

022-12-06 09:29:00

2022-12-06 09:37:00

Duration

00:08:00

00:08:00

00:08:00

00:08:00

00:08:00

Size

88.6M

88.6M

88.6M

88.6M

88.6M

Sized43

Download Q dav @ mp4

Format

Storage Path C: \shah_\WebDownload\PlaybackRecord Browse...

Start Download

Step6 Click Start Download.

The system starts to download the video and displays the download progress. After thevideo is downloaded

successfully, the videofile is saved in the configured storage path.

6.2. Record Control

Set parameters such as pack duration, pre-event record, disk full, record mode and record stream.

Step1l Click Recordinthe main page, andthen click the Record Control tab.
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Figure 6-7

Search Video Time Plan Storage

Max Duration min (1-120)

Pre-Record sec (0-5)

Record Mode O Auto @ Manual @@ Off

Record Stream Main Stream

Apply Refresh Default

Step2 Set parameters.

Table 36
Parameter ‘ Description

Max Duration The time for packing each video file.

The time to record the video in advance of a triggered alarm. Forexample, if
the pre-event record is set to be 5 s, the system savesthe recorded video 5 s
before the alarm.

Pre-Record [T]
When an alarm or motion detection links recording, and the recordingis

not enabled, the system saves the recording within thepre-event record
time to the video file.

e  Manual: the system starts recording.

Record Mode e Auto: the system starts recording in the configured time periodof
record plan.

e  Off: the system does not record.

Record Stream Select record stream, including Mainstream and Sub Stream.

Step3 Click Apply.

6.3. Time Plan

Configure daily and holiday record plan, After the corresponding alarm type (General, Event, and Alarm) is enabled,
the record channel links recording.

Background Information
Set certain days as holiday, and when the Record is selected in the holiday schedule, the system records videoasthe

holidayschedule.
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Procedure
Step1 Click Record on the main page, and then click the Time Plan tab.

Step2 Select record channel and then set record plan.

e  Green represents normal record plan (such as timing recording).
o Yellowrepresents motionrecord plan (such as recording triggered by intelligentevents).
e  Red represents alarm record plan (such as recording triggered by alarm-in).

a. Select arecord type and left click and drag on the timeline to set the recording periodof each event.

Record plan from top to bottom are respectively normal record plan, motion recordplan and alarmrecord plan.
Figure 6-8

Holiday

General ® Motion Alarm Clear Delete

Apply Refresh Default

b. Click the selected time range and then set an accurate start and end time.

Figure 6-9

Event Type: General ® Motion Alarm

e  Click Copy and select the days that you want to copy to in the prompt page.

e Select the Select All checkbox to select all day to copy the configuration.
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e Youcan set 6 time periods per day.

Step3 ClickApply.
Step4 Click Holiday to set holiday record plan.

Figure 6-10

Holiday

OK Cancel

e Click [- to enable the holiday plan and select the days that you need to set asholiday.

The selected dates are shown in blue.
e  C(Click Clear to cancel the selection.

When holiday schedule setting is not the same as the general setting, holiday schedule setting is prior to the general
setting. For example, with holiday schedule enabled, if the day is holiday, the system snapshots or records as holiday

schedule setting; otherwise, the system captures or records as general setting.
Step5 Click OK.

6.4. Storage

This section introduces the configuration of the storage method for the recorded videos.

Stepl SelectRecord > Storage.
Step2 Select the storage method that you need for different types of recorded videos.
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Search Video

Event Type

Disk Full

Storage Method

Parameter Description

Figure 6-11

Record Control Time Plan

~ General « Ewent «~ Alarm
O Overwrite @ Stop
Local Storage

Apply Refresh Default

Table 37

Event Type Select from General, Event and Alarm.
Recording strategy when the disk is full.
Disk Full e  Overwrite: Overwrite the earliest video when the disk is full.

e  Stop: Stop recording when the disk is full.

Storage Method

Select from Local storage and Network storage

e Local storage: Save the recorded videos in the internal SD card.
[L]

Local storage is displayed only on models that support SD card.
e Network storage: Save the recorded videos on the FTP (File
Transfer Protocol) server or NAS (Network Attached

Storage).

Step3  Click Apply.

6.4.1. Local Storage
Stepl Select Record - Storage.

Step2 Select the recording strategy in Disk Full.
Step3 Select Local storage in Storage Method to save the recorded videos in the internal SDcard.

Event Type
Chsk Full

Storage Method

Step4 Click Apply.

Figure 6-12

+ General + Event - Alarm

0O Overwrite ) Stop

Local Storage

Apply Refresh Default
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6.4.2. Network Storage

You can select from FTP and NAS.

When the network does not work, you can save all the files to the internal SD card for emergency.

6.4.2.1.

FTP

Enable this function, and you can save all the files in the FTP server.

Select Record - Storage.

Event Type

Disk Full

Storage Method

Mode

Enable

Server IP

Port

Usermame

Password

Storage Path

Directo tructure

Level 1 Directory

Level 2 Directory

Level 3 Directory

Urgently store to I._.

Select the recording strategy in Disk Full.

Overwrite: Cyclically overwrite the earliest video when the disk s full.

Stop: Stop recording when the disk is full.

Select Network storage in Storage Method and select FTP to save the recorded videos inFTP server.

Select FTP or SFPT from the drop-down list. SFPT is recommended to enhance networksecurity.

Click [- next to Enable to enable the FTP function.

Figure 6-13

~ General -« Event -« Alarm
O Overwrite @ Stop
Metwork Storage

FTP

SFTP(Recommended)

0.000
{0~65535)
anonymity
SRR BRRRRRRRRRERRE
shar
Use Level 3 Directory
Device Mame
Date

File Type_Channel No.

Test

Apply Refresh Default

Step6 Configure FTP parameters.
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Step7
Step 8

Table 38

Parameter Description ‘

Server IP The IP address of the FTP server.

Port The port number of the FTP server.
Username The username to login to the FTP server.
Password The password to log in to the FTP server.
Storage Path The storage path in the FTP server.

Select a directory level for the storage path and then set the

Directory Structure
y directory name for the level.

Urgently store to local Click m ,and when the FTP server does not work, all the files are
saved totheinternal SD card.

Click Apply.
Click Test to test whether FTP function works normally.

6.4.2.2, NAS

Enable this function, and you can save all the files in the NAS.

Stepl
Step 2

Step 5

Select Record = Storage.
Select the recording strategy in Disk Full.

Overwrite: Cyclically overwrite the earliest video when the disk s full.

Stop: Stop recording when the disk is full.

Select Network storage in Storage Method and select NAS to save the recorded videosin NAS server.
Select NAS protocol type.

NFS (Network File System): A file system which enables computers in the same network sharefilesthrough

TCP/IP.

SMB (Server Message Block): Provides shared access for clients and servers.

Figure 6-14

Event Type + General s« Event -« Alarm
Diisk Full O Overwrite ) Stop
Storage Method Metwork Storage

MAS

Enable .

server IP 0.0.0.0

Storage Path

Apply Refresh Default

Select m toenable NAS function, and then configure NAS parameters.



Step 6

Parameter Description

Table 39

Server IP The IP address of the NAS server.
Storage Path The destination path in the NAS server.
Password Password for logging intothe NAS server.
[L1
Thisis required when the protocol type is SMB.
Username Username for logging intothe NAS server.
[
Thisis required when the protocol type is SMB.
Click Apply.
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7. Picture
This chapter introduces the related functions and operations of image playback, includingconfiguring snapshot

parameters, configuring snapshot plan and snapshot storage.

7.1. Playback

This section describes playing back and downloading images.

7.1.1. Playing Back Image

This section introduces the operation of image playback.

Prerequisites
e This function is available on the camera with SD card.

e Before playing backimage, configure snapshot time range, snapshot storage method, snapshotplan.
Procedure

Stepl SelectRecord - Picture Query.
Step2 Select the channel, the snapshot type and snapshot time, and then click Query.

e  Click All, and select the snapshot type from the drop-down list, you can select from All,General, Event, and
Alarm.
When selecting Event as the snapshot type, you can select the specific event types, such as Motion

Detection, Video Tamper and Scene Changing.

e Thedates with blue dots indicate there are snapshots on those days.

Figure 7-1

Search

00 56 O ©EE) e

Step3 Point to the searched image, and then click g to play back the selected image.
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Table 40

Function Description
Displays all searched snapshots. Click any files to play backit.
1 Snapshot st Click Back at the upper-left corner to go to the PictureQuery page.
o Click I to display the previous snapshot in thesnapshot
2 Manual display list.
o Click I todisplaythe nextsnapshotinthe snapshotlist.
. Click E to display the snapshots list one by one inslide show
3 Slide show
mode.
4 Full screen Click . , and the snapshot is displayed in full-screen mode;
double-click the image or press Esc to exit full-screen mode.

7.1.2. Downloading Image

Download images to a defined path. You can download a single image or download images inbatches.

e  QOperations might vary with different browsers.

te

d

Select Picture = Picture Query.

Step2 Select the channel, the snapshot type, and snapshot time, and then click Query.

te

:

Select theimages to be downloaded.

o Select D at the upper-right corner of each image file to select one or multiple images.The icon in the

upper left corner of the selected file changes to .
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e Select D next to All to select all searched images.

Figure 7-3

Search

® Event-CAM 1

AN [EEEE
I - s - - e

Step4 Click Download.
Step5 Select the download format and storage path.

Figure 7-4

Size
0.11M
0.11M
0.11M
0.11M
0.11M

0.11M

Size3.07TM

Download

Format

Storage Path ah \ ad\Play psho Browse._.

Start Download

Step6 Click Start Download.

The downloaded images are saved in the configured storage path
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7.2. Snapshot Parameters

Set the snapshot parameters, including type, size, quality and Interval.

Stepl Select Picture - Snapshot.
Step2 Select the channel, and then set the parameters.

Figure 7-5
General
1080P (1920*1080)

Quality

Interval 1 sec

Apply Refresh Default

Table 41

‘ Parameter Description

You can select from Scheduled and Event.

e Scheduled: Capture images in the defined period.

e Event: Capture images when configured event is triggered, such as Motion

Type Detection, Video Tamper and Scene Changing.

Make sure that you have enabled the corresponding event detection and the
snapshot function.

Size Set the size of the snapshot. It is the same with the resolution of the Mainstream.
Quality Set the quality of the snapshot. The higher the value, the better the quality.
Interval Set the frequency of snapshot. You can select Custom to set the frequency.

Step3 Click Apply.

7.3. Setting Snapshot Plan

Configure daily and holiday snapshot plan. After the corresponding alarm type (General, Event, and Alarm) is enabled,
the snapshot channel links snapshot.

Background Information

Set certain days as holiday, and when the Snapshot is selected in the holiday schedule, the system records video as
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the holiday schedule.

Procedure
Step1 Click Picture on the main page, and then click the Time Plan tab.

Step2 Select snapshot channel andthen set snapshot plan.

e Greenrepresents normalsnapshot plan (such as timing snapshot).
o Yellowrepresents motion snapshot plan (such as snapshot triggered by intelligentevents).

e Redrepresents alarm snapshot plan (such as snapshot triggered by alarm-in).

a. Select a snapshot type and left click and drag on the timeline to set the snapshot period of each event.
Snapshot planfromtopto bottom are respectively normal snapshot plan, motionsnapshot plan and alarm snapshot
plan.

Figure 7-6

Channel Holiday

Event Type: ® General ® Motion ® Alarm Clear Delete

] 1 2 3 4 5 8 7 ] o0 2 1 4 15 1® W 18 W @»m 2 = B 2
Copy

-

Mon [
I ———
e EEEEEEEEEEEEEEEEEE———

Wed Copy
-

Apply Refresh Default

b. Click the selected time range and then set an accurate start and end time.

Figure 7-7

Event Type: General ® Motion Alarm Clear Delete

Apply Refresh Default
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e Click Copy and select the days that you want to copy to in the prompt page.
o Select the Select All checkbox to select all day to copy the configuration.
e Youcan set 6 time periods per day.

Step3 Click Apply.

Step4 Click Holiday to set holiday snapshot plan.

Figure 7-8

Holiday

Enable

0K Cancel

o Click [. to enable the holiday plan and select the days that you need to set asholiday.
The selected dates are shown in blue.

e Click Clear to cancel the selection.
11

When holiday schedule setting is not the same as the general setting, holiday schedule setting is prior to the general
setting. For example, with holiday schedule enabled, if the day is holiday, the system snapshots or records as holiday

schedule setting; otherwise, the system captures or records as general setting.

Step5 Click OK.
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7.4. Storage

This sectionintroduces the configuration of the storage method for the snapshot.

Stepl Select Picture - Storage.

Step 2 Select the storage method that you need for different types of snapshots.

Event Type
Disk Full

Storage Method

Parameter Description

Figure 7-9

s General « Event -+ Alarm

0O Overwrite @ Stop

Local Storage

Apply Refresh Default

Table 42

Event Type Select from General, Event and Alarm.
Recording strategy when the disk is full.
Disk Full e  Overwrite: Cyclically overwrite the earliest video when the disk isfull.

e  Stop: Stop recording when the disk is full.

Storage Method

Select from Local storage and Network storage

e Local storage: Save the snapshots in the internal SD card.

Local storage is displayed only on models that support SD card.

o Network storage: Save the snapshots in the FTP server or NAS.

Step3 Click Apply.

7.4.1. Local Storage
Stepl Select Picture = Storage.

Step2 Select the snapshot strategy in Disk Full.

e Overwrite: Cyclically overwrite the earliest snapshot when the disk is full.

e  Stop: Stop recording when the diskis full.
Step3 Select Local storage in Storage Method to save the snapshots in the internal SD card.
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Figure 7-10

Event Type neral + Event « Alarm

Diisk Full QO Overwrite @ Stop

Storage Method Local Storage

Apply Refresh Default

Step4 Click Apply.

7.4.2. Network Storage

You can select from FTP and NAS.

When the network does not work, you can save all the files to the internal SD card for emergency.

7.4.2.1. FTP

Enable this function, and you can save all the files in the FTP server.
Stepl Select Picture - Storage.
Step 2 Select the snapshot strategy in Disk Full.

e Overwrite: Cyclically overwrite the earliest snapshot when the disk is full.
e  Stop: Stop snapshot when the disk is full.
Step3 Select Network storage in Storage Method and select FTP to save the snapshots in FTPserver.

You select FTP or SFPT from the drop-down list. SFPT is recommended.

Step4 Click [. next to Enable to enable the FTP function.
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Event Type
Drisk Full

Storage Method

Mode

Enable

Server IP

Port

Username

rd

Storage Path

Diirectory Structure

Level 1 Directory

Level 2 Directory

Level 3 Directory

Customized Picture Ma...

Urgently store to local

Figure 7-11

« General «~ Ewent -« Alarm

O Cverwrite @ Stop

MNetwork Storage
FTP
SFTP(Recommended]

anomnymity
RN SRR RN
share

Use Level 3 Directory
Drevice Mame

Drate

File Type_Channel Mo.

Channel Mo._Date & Time_

Crefault

Step5 Configure FTP parameters.

Parameter

Description

The IP address of the FTP server.

Server IP

Port The port number of the FTP server.
Username The username tologin to the FTP server.
Password The password to log in to the FTP server.
Storage Path The storage path in the FTP server.

Directory Structure

forthelevel.

Select a directory level for the storage path and then set thedirectory name

Urgently store to local

totheinternal SD card.

Click [_ , and when the FTP server does not work, all the files aresaved

Step6 Click Apply.

Step7 Click Test to test whether FTP function works normally.
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7.4.2.2. NAS

Enable this function, and you can save all the files in the NAS.

Step 1
Step 2

Select Picture - Storage.
Select the snapshot strategy in Disk Full.
Overwrite: Cyclically overwrite the earliest snapshot when the disk is full.

Stop: Stop snapshot when the disk is full.

Step3 Select Network storage in Storage Method and select NAS to save the snapshots in NASserver.

Step4 Select NAS protocol type.

e NFS (Network File System): A file system which enables computers in the same network share files through

TCP/IP.

e SMB (Server Message Block): Provides shared access for clients and servers.

Event Type
Disk Full

Storage Method

Enable
Server IP

Storage Path

Figure 7-12

+ General + Event .« Alarm

O Overwrite @@ Stop

Network Storage
NAS

Apply Refresh Default

Step5 Select [‘ toenable NAS function, and then configure NAS parameters.

Table 7-5 Description of NAS parameters

Parameter Description

Server IP The IP address of the NAS server.
Storage Path The destination path in the NAS server.
Username forloggingintothe NASserver.
Username L]
Thisis required when the protocol type is SMB.
Password forloggingintothe NAS server.
Password |_!_!_|
Thisis required when the protocol type is SMB.

Step6 Click Apply.
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8. Al

This chapter describes how to configure device Al events, including face recognition, IVS and videometadata.

8.1. Configuring SmartPlan
Smart plans include face recognition, intelligence behavior analysis, video metadata and so on. The smart functions
of the camera cannot take effect until the smart plan has been enabled.

Step1 Click Al - Al Config - Smart Plan.
Step2 Enablethe smartfunctions of the global and preset plan based on actual needs and thenclick Next.

Before configuring the preset plan, please add the appropriate presets in advance.
Step3 Enable the intelligent functions of the Global and Preset as required, and then click Next.

Figure 8-1

Smart Plan Rule Config

Apply Refresh Default

Step4 Configure smart function rule as required.

8.2. Smart Function Rule

8.2.1. Configuring Face Recognition

When a face is detected or recognized in the detection area, the system performs alarm linkage.
e  Face detection: When a face is detected in the area, the system performs alarm linkage, such asrecording

and sending emails.

e  Face recognition: When a face is detected in the area, the system compares the captured face image with the

informationinthe face database, and links alarm according to the comparisonresult.
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Figure 8-2

Enable Face Configure Face Configure Face Configure Alarm View the
Recognition Detection Databas Linkage result

View Results on the Live

Create Face Database Interface

View Results on the

Add Face Picture Search Interface

Maintain Face
Information

Face Modeling

S e e e e m E m e — e — . ——m—m—————— ===

Sub Task

8.2.1.1. Configuring Face Recognition Rule
When a face is detected or recognized in the detection area, the system performs alarm linkage.

Stepl Click Al> Al Config2>SmartPlan.
Step2 Click Rule Config and then select Face Recognition.
Step3 (Optional) Click the icon on the right of the screen to draw detection area, exclusion areaand filtering target

model on the monitoring screen.

o Click . to draw a face detection area in the image, and right-click to finish thedrawing.

The default detection area is the whole screen.

o Click to draw an exclusion area for face detection in the image, and right-click tofinish the drawing.

o Click E to draw the minimum size of the target and click k! todrawthe maximumsize of the target.
Only when the target size is between the maximum size and the minimum size, can the alarm be triggered.

[m)ss)
o  Click , and then press and hold the left mouse button to draw a rectangle, the pixel size is displayed.

o Click to delete the detection line.

Step4 Configure relevant parameter of face detection.
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Smart Plan Rule Config

Face Recognition

Figure 8-3

Face Database Canfig

Enable

Face Enhancement

One-inch Photo
Optimized
Property
Face Beautifying

Level

Face Target Erightness

Face sure Interval Det.. L

Time Plan Full Time Add Schedule

Advanced n

Back Apply Refresh Default

Table 43

Parameter Description

Select Face Enhancement to preferably guarantee clear faces with low
stream.

Face Enhancement

Target Box Overlay

You can add a bounding box to the face in the captured image tohighlight
the face. The captured face image is saved in SD card or the Snapshot Path.

Face Cutout

Set a range for the captured face image, including face and one-inchimage.
It supports custom setting. When selecting

Custom, click on the right side, configure the parameters onthe
prompt page, and then click Apply.

e Customized width: Set snapshot width; enter the times of the

original face width. The value ranges from 1to 5.

e Customized face height: Set face height in snapshot; enter the

times of the original face height. The value ranges from 1 to 2.

e Customized body height: Set body height in snapshot; enterthe
times of the original body height. The value ranges from Oto 4.

When the value is 0, it cuts out the face image only.

Snap Mode

e Recognition Priority: The device takes snapshot immediatelywhen

it detects faces.

e  Optimized Snapshot: The device captures the clearest imageswithin

the optimized duration after it detects faces.
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Parameter Description
[ 1]

Optimized duration is configured in the Advanced below.

Property Click Property to enable the properties display during facerecognition.

Optimized Duration: Set a time period to capture the clearest imageafter

Advanced the camera detects face.

Step5 Setarming periods and alarm linkage action.

e  C(lick Add Schedule to add time plan.

e Click + Event Linkage to set the linkage action and configure linkage parameters.

Step6 Click Apply.

8.2.1.2. Configuring Face Database

By configuring face database, the face database information can be used to compare with the face captured. The
configuration process includes creating face database, adding face image, and face modeling. The operations for

configuring face databases are all performed on Face Database Config.

8.2.1.2.1. Creating Face Database

Face database is the management center of face data information, including face image and face data. It also provides

comparison data for the captured face images.

Procedure

Step1 Click Al 2 Al Config 2 Smart Plan.

Step2 Click Rule Config and then select Face Recognition, and then

Step3 Click Face Database Config to enter the face database configuration page.
Step4 Click Add to configure the name of face database.

Figure 8-4

Step5 Click OK.

The added face database information is displayed onthe page.
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Figure 8-5

Related Operations
e Change the name of face database.
Click the text box under the name to change the name of face database.
e Armalarm.
Click @ to configure relevant parameters of face database control and alarm.
e Managingface database.
Click B to manage face database. You can set search conditions, register people, modifypeople information and
face modeling.
e  Deleting face database.
Click @ to delete face database.

8.2.1.2.2, Adding Face Images

Add face images to the created face database. You can add them one by one or in batches.Requirements on face
images:

e Asingleimagesizeis 50 KB—150KBin JPEG format. The resolution is less than 1920 x 1080.

e  Facesizeis 30%—60% of the whole image. There must be at least 100 pixels between the ears.

e  Takenin full-face view directly facing the camera without makeup, filters, glasses, and fringe. Eyebrow, mouth
and other face features must be visible.

Single Adding
Addfaceimages one by one. Select this way when you need to add a small number of face images.

Step1 Click Al=>AlConfig = SmartPlan.

Step2 Click Rule Config and then select Face Recognition.

Step3 Click Face Database Config to enter the face database configuration page, and then click Bl next to the face
database to be configured.

Step4  Click Register.

Step5 Click Upload to select the face image you want to upload, and then click Open.

After uploading the image, select a face area and click OK to save the face image. If thereare multiple faces in a image,

select the target face and click OK to save the face image.
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Step 6 Enter the information about face image according to the actual situation, and then click Add to task list.

Figure 8-6

MName

Gender Male

Birthday | Select date

Region All f all

Credent | 1D Card

Credent

Address

Remark

ask Lis
Step7 Click at the upper-right corner, and then click Operation.

o Ifimage adds successfully, it shows Stored successfully. Modeling successful.

o If adding user fails, the error code is displayed on the page. View the fail reasonaccording to error code table.

¢ If image modeling fails, the error code is displayed on the page. Please modify theimage and remodel the

image.
Table 44
Parameter Error Description
0x1134000C The image is too large, and the upper limit is 150 KB.
0x1134000E Image importing The number of the added images is to the upper limit.
0x11340019 error The space of the face database exceeds the upperlimit.
1 The image format is not correct. Import the image inJPG
format.
2 No face in the image or the face is not clear. Changethe
image.
Multiple faces in the image. Change the image.
4 . Failed to decode theimage. Change theimage.
5 Image modeling error The image is not suitable to be imported to the face
database. Change theimage.
6 Database operation error. Restart the camera andmodel
faces again.
7 Fails to get the image. Import the image again.
8 System error. Restart the camera and model facesagain.
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Batch Adding
Import face images in batches when you need to add a large number of face images.

Prerequisites
Before importing images in batches, name face image in a format of "Name#SGender#BDate of

Birth#NRegion#PProvince#CCity#TCredentials ~ Type#MID  No.jpg" (for example, "John#S1#B1990-01-
01#NIN#PNewDelhi#CNewDelhi#T1#M000000199001010000).

[

e  The max.size of asingle face image is 150 KB, and the resolution is less than 1920px 1080p.

e  When naming images, Name is required, and others are optional.

Table 45

I

Name Enterthe corresponding name.

Gender "1"is male and "2" female.

Date of Birth Format: yyyy-mm-dd, such as 2020-10-23.

Region Enter the abbreviation name of the country or region, such as IN (for India), BR (for Brazil).

Province :Eerl'izl;)the corresponding name of the province. Supports letters (capitalize the initial

City Enter the corresponding name of the city.

Credential Type "1"is ID card, "2" is passport, "3" is Officer Card and "4" is others.

ID number Enter ID number.
Procedure
Step1 Click Al 2 Al Config 2 Smart Plan.
Step2 Click Rule Config and then select Face Recognition.
Step3 Click Face Database Config to enter the face database configuration page.
Step4 Click Bl nexttothe face database to be configured.
Step5 Click Batch Register.
Step6 Click Select Picture and select storage path of the file.

131



Figure 8-7

Maming

Format Name#5Gender#BBirthday#MNRegion#PProvince#CCy#TCredential
NET1#M3I 3050119900101 622 2#A#R,

Gender 1.Male2 Female

Credential Type 1.D Card2 Passportd Other

Import Cancel

Step7 ClicklImporttoimport the face images.

After the importing is completed, the result will be displayed.

e [fthe image is imported successfully, click Next to do modeling operation.
e |f the image importing failed, click Query to view the details of the images and errorcode. Click Export to

export the error details. Modify and reimport the face image accordingto the error prompt.

Step8  Click Next to do modeling operation.

The modeling result is displayed. If modeling failed, click Query and the failure details willbe displayed in the list. Point

to the modeling status to view the details. Then you can change image according to the failure reason.

8.2.1.2.3. Managing Face Images

Addfaceimages toface database, and then manage and maintain face images to ensure theinformationis correct.

Modifying Face Information

Step1 Click Al & Al Config = Smart Plan.

Step2 Click Rule Config and then select Face Recognition.

Step3 Click Face Database Config to enter the face database configuration page.
Step4 Click next to the face database to be configured.

Step5 Click Query, setthe criteria as needed, and then click Search.
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Step 6 Select the row where the image or the personnel information is located, and then click &4,

Step 7 Edit face information according to the actual need. Click Add to task list.

Figure 8-8

Register

Gender

Birthday

Region All f all

Credent ID Card

Credent

Address

Remark

Add to task list Cancel

ask Lis
Step8 Click ,andthen click Operation.

2tepe

Deleting Face Data

Step1 Click Al Al Config = Smart Plan.

Step2 Click Rule Config and then select Face Recognition.

Step3 Click Face Database Config to enter the face database configuration page.

Step4 Click next to the face database to be configured.

Step5 Click Query, and then set the search criteria. Click Search, and then select the faceinformation that needs to be

deleted and deleteiit.

e Single delete: Select the row where the face image or the personnel information is located and click @ to

delete the face image.

o Delete in batches: Select E] at the upper-right corner of the face image or E] of the row where the

Task List 1
personnel information is located. Select the information, click Delete, then click -.ClickOperation

to delete the selected face images.
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e Delete all: When viewing face images in a list, click E] of the row where the serial number is located; when
Task List 1
viewing by thumbnail, select All to select all face images. ClickDelete, then click , andthen click

Operation to delete all face images.

8.2.1.2.4. Face Modeling

Extract and import the relevant information of face images through face modeling and create a face feature model for

smart detection such as face recognition.

e The more face images you select, the longer the face modeling process will take.

e During the modeling process, some smart detection functions (such as face comparison) aretemporarily
unavailable and can be resumed after the modeling is completed.

Step1 Click Al 2 Al Config - Smart Plan.

Step2 Click Rule Config and then select Face Recognition.

Step3 Click Face Database Config to enter the face database configuration page.
Step4 Click B nextto the face database to be configured.

Step5 Start modeling.

e Modelingsomeimages: Select the faceimages to be modeled, and then click Modeling.
L]

If there are many face images in the face database, you can set search criteria to selectthe images that need to be
modeled.

e Modeling all images: Click Modeling All, and the face images in invalid state in the facedatabase are
modeled

Step6 View the modeling result.

When the modeling failed, click Query to view the details.

Figure 8-9

Modeling completed.

) Succeed O

Click - toview the face image in list format; click - to view the face image inthumbnail format.
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When the modeling status is Valid in the list or is displayed at the lower-left corner ofthe thumbnail, it means
the modeling is successful.
When the modeling status is Invalid in the list or is displayed at the lower-left corner of the thumbnail, it
means the modeling failed. Point to the modeling status in the list toview the details of the failure. Change
the images according to the reasons.

Figure 8-10

- o . Credential _ Modeling
Gender Birthday Region T Credential No. Status

Modify Delete

Male d Valid

8.2.1.3. Configuring Arming Alarm

When face recognition succeeded or failed, the device outputs alarms.
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Click Al = Al Config = Smart Plan.
Click Rule Config and then select Face Recognition.
Click Face Database Config to enter the face database configuration page.

Click next to the face database to be configured.

Arm face database.

Click [. to enable arm function.

The snapshot will be comparedto theimagesinthe armed face database.

b.

Set similarity.

The detected face will only match the face features in the face database when the defined similarity is reached. After

successful match, the comparison result is displayed on the Live page.

Figure 8-11

Arming Alarm X

Add Schedule

sec (1-300)

Report Mode

‘ General Mode | Stranger Mode
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Step6 Select Alarm Mode.

e  All: The camera outputs alarms whether the detected face matches the face picture inthe database or not.
e  General: The camera outputs alarms when the detected face matches that in the facedatabase.
e  Stranger: The camera outputs alarms when the detected face fails to match that in the face database.

e Select none: The camera does not output alarms whether the detected face matchesthe face picture in the

database or not.
Step7 Setarming periods and alarm linkage action.
e  C(lick Add Schedule to add time plan.

e Setthe linkage action and configure linkage parameters.

Step8 Click Apply.

8.2.1.4. Viewing Face Recognition Result
On the Live page, select Face Mode from the display mode drop-down list on the upper-rightcorner to view the Live

page of face recognition.
e The live image is displayed at the left side, and the captured face images and attribute information are
displayed at the right side. When the recognition is successful, the captured face images, images in the
database and the similarity of the faceimages andimages in the database are displayed at the right side; the

snapshot count and thumbnails are displayed at the bottom ofthe liveimage.

e C(Click Q to set the attributes.
Figure 8-12

P1168kbps

2022-12-07 14:17:44 Shah(Test)

8.2.2. Configuring IVS

This section introduces scene selection requirements, rule configuration, and global configuration for IVS (intelligent

videosurveillance).
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Here are the basic requirements on the scene.

Thetarget should occupy no more than 10% of the whole image.

Thetargetsizeintheimageshould be no morethan 10x 10 pixels. The size of abandoned objectin the image
should be no less than 15 x 15 pixels (CIF image). The target height and width should no more than a
third of the image height and width. The recommended target height is 10% of the image height.

The brightness difference of the target and the background should be no less than 10 gray levels.

Thetargetshould be continuously presentintheimage for noless than 2seconds, and the moving distance
should be largerits width and noless than 15 pixels (CIFimage) at the sametime.

Reduce the complexity of surveillance scene as much as you can. Intelligent analysis functions are not
recommended to be used in scene with dense targets and frequent illumination change.

Avoid areas such as glass, reflective ground, water surface, and areas interfered by branch,shadow and
mosquito. Avoid backlight scene and direct light.

8.2.2.1. Global Configuration

Set global rules for IVS, including calibration drawing, calibration verification and sensitivity.

Background Information

Determine corresponding relationship between 2D image captured by the camera and 3D actualobject according to

one horizontal ruler and three vertical rulers calibrated by the user and the correspondingactual distance.

Here is the applicable scene.

Medium or distant view with installation height of more than three meters. Scenes with parallel view or

ceiling-mounted are not supported.
Calibrate horizontal plane, not vertical walls or sloping surfaces.

This function is not applicable to scenes with distorted view, such as the distorted views captured by super

wide-angle camera.

Pay attention to the following points.

Calibration Drawing
o Calibration area: The calibration area drawn should be on one horizontal plane.

o Vertical ruler: The bottom of three vertical rulers should be on the same horizontal plane. Select
three reference objects with fixed height in triangular distribution as vertical rulers, such as vehicle
parked at roadside orroadlamp poles. Arrange three personstodraw at eachofthe three positions
inthe monitoring scene.

o Horizontalruler: Select reference object with known length on the ground, such as sign onthe road,
or use atape to measure the actual length.

Calibration Verification

After setting the ruler, draw a straight line on the image, check the estimated value of the straightline, and then

compare this value with the value measured in the actual scene to verify calibration accuracy. In case of major

difference between the estimated value and the actual one, fine-tune or reset parameters until the error requirement is

met.
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Procedure
Click Al - Al Config 2 > Smart Plan.

w
—
—

Click Rule Config, and then select IVS.

w
—
N

Click Global Config.

w
—
[0

w

Configure calibration area and rulers on the left screen.

w
—
[0

N

a. Click & anddraw a calibration areain the image, and right-click to finish the drawing.

b. Click the rulericon to draw one horizontal ruler and three vertical rulers in thecalibration area.

o [ indicates vertical ruler,and @& indicates horizontal ruler.
e Selectan added ruler and click T todelete the ruler.

c. Configure the actual length.

Step 5 Configure parameters for the IVS of global configuration.
Sensitivity: Adjust the filter sensitivity. With higher value, it is easier to trigger an alarm when low-contrast object and

small object are captured, and the false detection rate ishigher.

Figure 8-13

Smart Plan Rule Config
Rule Config
1. Draw an area. ->2. Draw three vertical lines and one horizontal line.
Actual Length 1 m

Calibration Verification Width Verification

Global Sensitivity . .
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@ o
5
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Back Apply Refresh Default

Step6 Click Apply.

Related Operations
a. Select the verification type, and then click Calibration Verification.

To verify vertical ruler and horizontal ruler, respectively select Height Verification and Width Verification.

b. Draw astraight line in the image to verify whether the rulers are correctly set.
In case of major difference between the estimated value and the actual one, fine-tune or resetparameters until the

error requirementis met.
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8.2.2.2,

Rule Configuration
This section introduces the rules used on IVS, including tripwire, intrusion, abandoned object, missing object, fast

moving, parking detection, crowd gathering, crossing virtual fence and loitering detection.

Prerequisites

The global configuration for IVS has been completed.

Background Information

The roles and applicable scenes of various rules are as follows. The following section uses tripwire as an example to

introduce the rule configuration of IVS.

Rule

Crossing Virtual
Fence

Table 46
Functions
When a target crosses the fence toward the
defined direction, the alarm is triggered, and
thelinkage isexecuted.

Applicable Scene

Scenes such as roads, airports, andother
isolation zones.

When a target crosses the line towardthe

Scenes with sparse targets and no
occlusion among targets, such as the
perimeter protection of unattended area.

Tripwire defined direction, the alarm is triggered, and
the linkage is executed.
When the target enters, leaves, or appears in
Intrusion the detection area, an alarmis triggered, and
the system performs defined alarm linkages.
When an object is abandoned in thedetection
Abandoned area over the defined time, an alarm is
Object triggered, and then the system performs

defined alarm linkages.

Missing Object

When an object is taken out of the detection
area over the defined time, an alarm is
triggered, and then the system performs
defined alarm linkages.

Scenes with sparse targets and without
obvious and frequent light change.
Simple scene in the detection area is
recommended.

Missed alarm mightincrease inthe scenes
with dense targets, frequent occlusion,
and peoplestaying.

In scenes with complex foreground and
background, false alarm might be
triggered for abandoned or missing
object.

When the motion speed is higher thanthe

Scenes with sparse targets and less
occlusion. The camera should be

within the time interval of alarm, then alarm
will be triggered again.

Fast Moving defined speed, an alarm is triggered, and then | installed right above the monitoringarea.
the system performs defined alarm linkages. The light direction should be vertical to the
motion direction.
Parkin Whenthetarget stays overthe definedtime, an | Road monitoring and traffic
g alarm is triggered, and then the system | management.
Detection - .
performs defined alarm linkages.
Scenes with medium or long distance,
Crowd When the crowd gathers orthe crowddensity | such as outdoor plaza, government
. is large, an alarm is triggered, and then the | entrance, station entrance and exit. Itis
Gathering ' . . . .
system performs definedalarm linkages. not suitable for short-distance view
analysis.
When the target loiters over the shortest alarm
time, an alarm is triggered, and then the
Loiterin system performs defined alarm linkages. After
. & Y . P . . .g Scenes such as park and hall.
detection alarm is triggered, if the target stays inthe area
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Procedure

Step1 Click Al > Al Config - Smart Plan.

Step2 Click Rule Config and then select IVS.

Step3  Click Rule Config.

Step4 Click Add Rule on the Rule Config page, and then select Tripwire from the drop-downlist.

The added rules are displayed in the drop-down list. Click the name, and you can edit the rule name; the rule is enabled
by default.

Figure 8-14

Type

Tripwire

Step5 Click . to draw rule lines in the image. Right-click to finish drawing.
Different rules have slightly different drawing requirements. After drawing rules, drag corners of the detection area to

adjust the area range.

Table 47

Rule Description

Crossing Virtual

Fence Draw a detection line.

Tripwire

Intrusion Draw a detection area.

Abandoned Object e During the detection of abandoned objects, the alarm is also triggered if
Missing Object pedestrian or vehicle stays for a long time. If the abandoned object is smaller
Fast Moving than pedestrian and vehicle, set the target size to filter pedestrian and vehicle
Parking Detection or properly extend duration to avoid false alarmtriggered by transient staying
Crowd Gathering of pedestrian.

e During the detection of crowd gathering, false alarm might be triggered by

low installation height, large percentage of single personin an image or
Loitering Detection obvious target occlusion, continuous shaking of the camera, shaking of
leaves and tree shade, frequent opening or closing of retractable door, or
dense traffic or people flow.

Step 6 (Optional) Click other icons at the right side of the image to filter targets in the image.

o C(lick E to draw the minimum size of the detection target and click E to draw themaximum size

of the detection target. Only when the target size is between the maximum size and the minimum size, can

thealarm be triggered.
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e Whentherule of crowd gathering is configured, you need to draw the minimum gathering area. Click n
to draw the minimum gathering area in the scene. The alarmis triggered when the number of people in the

detection area exceeds the minimum and the time exceedsthe duration.
OE
o Click EZI® and then press and hold the left mouse button to draw a rectangle, the pixelsize is displayed.

e C(Click Im to delete the detection line.

Step7 Setrule parameters for IVS.
Figure 8-15

Direction

Target Filter ®

Effective Target « Human + Motor Vehicle

Time Plan Full Time Add Schedule

+Event Linkage

Record | Enabled

Post-Record

Snapshot | Enabled

Alarm-out Port | Enabled

Alarm Channel

Post-alarm

Apply Refresh Default
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Table 48
‘ Parameter Description
Set the direction of rule detection.
Direction o When setting tripwire, select A> B,B > A, orA € B.

e  When settingintrusion, select Enter, Exit, or Both.

After enabling Target filter, effective targets are not detected, and alarms will not be
triggered. This function is currently supported by tripwire, intrusion, and fast moving.

Target Filter /
Effective Target m

Effective targets include Human and Motor Vehicle. Among them, non-motor vehicle
belongs to the category of People.

Action When setting intrusion action, select Appear or Cross.

e  For abandoned object, the duration is the shortest time for triggering an alarm

after an object is abandoned.

e  For missing object, the duration is the shortest time for triggering an alarm after

Duration T
an object is missing.
e  For parking detection, crowd gathering, or loitering detection, the duration is the
shortest time for triggering an alarm after an object appears in the area.
e  For fast moving, sensitivity is related to the triggering speed. Lower sensitivity
requires faster moving speed to trigger the alarm.
Sensitivity

o  For crowd gathering, sensitivity is related to the alarm triggering time. It is easier

to trigger the alarm with higher sensitivity.

Step8 Setarming periods and alarm linkage action.

o  (Click Add Schedule to add time plan.
e  Click + Event Linkage to set the linkage action and configure linkage parameters.

Step 9 Click Apply.

If you need to click u on the upper-right corner of the page to view alarm information,you need to subscribe
relevant alarm event.

8.2.3. Configuring Video Metadata

Classify people, non-motor vehicles and motor vehicles in the captured video and display the relevant attributes on

theLive page.

8.2.3.1. Global Configuration

Configure global rules for video metadata, including global parameters for faces and scenes.
Step1 Select Al 2 Al Config = Smart Plan.

Step2 Click Rule Config, and then select Video Metadata.
Step3 Click Global Config.
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Step4 Configure global configuration parameters.

Figure 8-16

Rule Config

Privacy Protection .

Target Box Overlay .

v Face v Human v Non-Motor Vehicle + Motor Vehicle

Face Enhancement .
Remove Duplicate Fac... ()

Face Cutout One-inch Photo

Face Beautifying o

NR Level

Face Exposure .
Face Target Brightness —

Face Exposure Interva...— @

Apply Refresh

Table 49

Parameter ‘ Description
Overlay target box onthe captured imagesto mark thetargetposition.
Target Box Overlay Four types of target boxes are supported. Select the target box asneeded.

The capturedimages are stored in SD card or the configuredstorage path.

Enable Face Enhancement to preferably guarantee clear face with low
Face Enhancement stream.

Face Cutout Setarange for matting faceimage, including face image andone-inchimage.

o  Default: Apply default image parameters to capture images.

e Number Plate Priority: Apply the image parameters correspondingto
Picture mode the number plate to capture theimage.

e  Face Priority: Apply the image parameters corresponding to theface
tocapturetheimage.

Step5 Click Apply.

8.2.3.2. Rule Configuration

Configure detection scenes and rules, including the rule configuration of people, non-motor vehiclesand motor

vehicle.
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Prerequisites
Global configuration for video metadata has been completed.

Procedure

Step1 Select Al » Al Config = SmartPlan.

Step2 Click Rule Config, and then select Video Metadata.

Step3  Click Rule Config.

Step4 Click Add Rule and then select rule type from the drop-down list.

The added rules are displayed in the drop-down list. Click the text box under Name to edit the rule name. The rule is
enabled by default.
Figure 8-17

Global Config

Add Rule

Type

People Detection

Non-motor Vehicle Detection

Step5 Configureimageinformation.

a. Clickthe E after the corresponding rule.
b. Configure overlay information and adjust its position.

This section uses the configuration of non-motor vehicle as an example.

Figure 8-18

Picture Overlay

v Vehicle Type v Color
v Number of v Top
Passengers

B Top Color

v Hat

B Time

B Location

Upload Picture

v Panoramic Image v Vehicle Body Picture
v Face

Apply Default
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c. Click Apply.

Step6 (Optional) Click the icon on the right of the screen to draw detection area, exclusion areaand filtering target

model on the monitoring screen.

e After enabling the rule, the detection area is displayed in the monitoring screen. Click -, and then drag any

corner of the box to adjust the size of the area
e Click ¥} todraw an area exclusion area for face detection in the image, and right-clickto finish the drawing.

e Click & to draw the minimum size of the detection target and click LI todraw themaximum size of the
detection target. Only when the target size is between the maximum size and the minimum size, can the

alarmbetriggered.
e Click T to delete the drawn filtering rule detection line or area.

Step7 Configure the rule parameters of video metadata.

Figure 8-19
Smart Plan Rule Config Video Metadata

Global Config

Type

Motor Vehicle Detection

Traffic Flow Sta... @)

Snapshot Mode | ‘Optimized

Time Plan Full Time Add Schedule

+Event Linkage

Alarm-out Port |

Alarm Channel

Post-alarm

Refresh Default

Table 50
People Flow Click m next to People Flow Statistics to count the number of people inthe
Statistics detection area.
Traffic Flow

Click [‘ next to Traffic Flow Statistics (Non-motor Vehicles) to countthe number

Statistics (Non- . . )
of non-motor vehicles in the detection area.

Motor Vehicles

Traffic Flow Click [_ next to Traffic Flow Statistics to count the number of motorvehiclesin
Statistics the detection area.
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Parameter Description

e  Optimized: Capture the images until the vehicle disappears from the Images

and upload the clearest image.

e Tripwire: Capture the images when the vehicle triggers tripwire as the

configured direction. The steps are as follows:
Snapshot Mode
a. Select Tripwire.

b. Selectthedirection fromAto B, Bto A and Both.

c. Adjust the position of rule line as needed.

Step8 Setarming periods and alarm linkage action.

e  C(lick Add Schedule to add time plan.

e  Click + Event Linkage to set the linkage action and configure linkage parameters.

Step9 ClickApply

8.2.3.3. Viewing Video Metadata Report

Select Metadata Mode on the upper-left corner of the Live page to view the live video image of video metadata.

e The left side displays real-time live screen; the right side displays large view of the snapshot and detailed
attribute information; the bottom displays the face, human body, non-motor vehicle and motor vehicle

snapshot statistics and snapshot thumbnails.

e C(Click @ to change the attributes shownintheimage.

Figure 8-20
(oI o T T TR R Dl

2688 = 1528

(= el "
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8.3. Configuring Tour Plan

You can configure the tour mode and time plan for different periods.
Step1 Select Al Tour Plan.

Step2 Select Enable to enable tour plan function.

Step3  Select tour mode andidleinterval.

o Tourmode Select: It only supports Scene Priority at present. The Camera toursaccording to the set duration of
the scene.
o Idle Interval: The time between the user manually operates the Camera and theCamera automatically rotates

to the smart plan scene.

Step4 Configure tour plan.
a. Setthe start time and end time of the tour.
b. Select period, and then click Setting to configure multi-scenario tour.
Figure 8-21

Multi-scenario tour config

Table 51

Parameter Description

Set the time that the Camera stays in the scene. Double-click the staytime to

Stay Ti
ay fime modify the time.

Priority Sorting . .
Set the priority of multiple scenes. Click or to adjust the order.

Delete Click @ to delete the scene.

Add Scenario Click Add Scenario to add a new tour scene.

c. Click OK to complete the configuration of multi-scenario tour.

Step5 (Optional) Click Copy to copy the configuration to the selected date.
Step6 ClickOK
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9. Security
9.1. Security Status

Background Information
Detect the user and service and scan the security modules to check the security status of the Camera, so that when

abnormality appears, you can process it timely.

e User and service detection: Detect login authentication, user status, and configuration security to check

whether the current configuration meet requirement.

e Security modules scanning: Scan the running status of security modules, such as audio/videotransmission,

trusted protection, securing warning and attack defense, but not detect whether they are enabled.

Procedure
Step1 Select Security = Security Status.
Step2 Click Rescan to scan the security status of the Camera.

During the scanning, theiconis grey. When theicon turns blue, the scanning is complete.
Figure 9-1

Security Status

n help al time e th einam way Rescan

Login Authentication

Security modules Scanning(Scan the running status of security modu pt whether they are enabled)

Trusted Protection Security Warning Attack Defense Firmware Encryption 802.1x Secure She Configuration Files

ty

CA Certificate 0g Security ion Security

Related Operations
After scanning, different results will be displayed in different color. Yellow indicates that the securitymodules are

abnormal, and green indicates that the security modules are normal.
a. Click Details to view the details of the scanning result.
b. Click Ignore toignore the exception, and it will not be scanned in next scanning.

c. Click Optimize, and the corresponding page is displayed. You can edit the configuration to clear the

exception.
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Figure 9-2

9.2. System Service

Service functions can be used only after system services are enabled.

9.2.1. 802.1x

Cameras can connect to LAN after passing 802.1x authentication.

Step1 Select Security > System Service > 802.1x.
Step2 Select the NIC name as needed and click [. to enable it.

Step3 Select the authentication mode, and then configure parameters.

e PEAP (Protected EAP protocol).

a. Select PEAP as the authentication mode.

b. Entertheusername and password that has been authenticated ontheserver.

c. (Optional) Click (M next to CA certificate and select the trusted CA certificate inlist.
11

If there is no certificate in the list, click Certificate Management at the leftnavigation bar.

Figure 9-3

NIC Name

Enable )
Authentication ... PEAP
Username none

ssss.

fy the validity of peer authentication sei witch or Radius server).

A Certificates

Custom Name Certificate Serial Number

Apply Refresh Default
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e TLS (Transport Layer Security). It is applied in two communication application programs to guarantee the
security and integrity of the data.
a. Select TLS as the authentication mode.
b. Enter the username.

c. Selectthecertificate from the certificate list on the Device Certificate page.

1

If there is no certificate in the list, click Certificate Management at the leftnavigation bar.

d. (Optional) Click [- next to CA certificate and select the trusted CA certificate inlist.

1

If there is no certificate in the list, click Certificate Management at the leftnavigation bar.

Figure 9-4

B802.1x is a netw cess control protocol which can effectively prevent access from unauthorized hosts.

NIC Name

Enable
Authentication ...
Username
CA Certificate o
Use a trusted CA certificate to verify the validity of peer authentication server (switch or Radius server).

Device Certificate

Custom Name Certificate Serial Number Validity Period User Issued by Used by

2052-12-01 125707 BHOBFDCI 515 General Device IPC CA HTTPS, RTSP over TLS

Refresh Default

Step4 Click Apply.

9.2.2. HTTPS

Create a certificate or upload an authenticated certificate, and then you can log in through HTTPS with your PC. The
HTTPS can protect page authenticity on all types of websites, secure accounts, and keep user communications, identity,

and web browsing private.

o  We recommend enabling the HTTPS. Otherwise, the device data may be leaked.

o  After HTTPS is enabled, TLSv1.1 and earlier versions are supported by default. However, earlier version of TLS
might have security risks. Please select carefully.
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Procedure
Step1 SelectSecurity - System Service - HTTPS.

Step2 Click [- toenable HTTPS.
Step3 Select the certificate.

[

If thereis no certificate in the list, click Certificate Management at the left navigation bar.
Figure 9-5

Enable

ed on Transp: ity (TLS s ervice and RTSP

ustom Name Certificate Serial Number Issued by

66616136363 30343 07 g L 5 General Device IPC CA

Apply Refresh Default Download Root Certificate

Step4 Click Apply.

Related Operations
Enter https://IPaddress in the browser.
e If you have already installed the certificate, the normal login page will be displayed.

e Ifyou have not installed the certificate, the browser displays a certificate error message.
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9.3. Attack Defense
9.3.1. Firewall

Configure firewall to limit access to the camera.

Step1 SelectSecurity - Attack Defense = Firewall.

Step2 Click [. to enable the firewall function.
Figure 9-6

Account Lockout Anti-DoS Attack

t @ Blocklist

P/MAC are in the following list are allowed to access corresponding ports of

Host IP/MAC

f —

Mo Data

Apply Refresh Default

Step3 Select Allowlist or Blocklist as the mode.

Operation

e Allowlist: Only when the IP/MAC address of your PC is in the allowlist, can you accessthe camera. Ports are

the same.

e Blocklist: When the IP/MAC address of your PC is in the blocklist, you cannot access the camera. Ports are

thesame.

Step4 Click Add to add the host IP/MAC address to Allowlist or Blocklist, and then click OK.

Figure 9-7

Add Mode

IP Version

all Device P__. (]

Step5 Click Apply.
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Related Operations
e (Click - to edit the host information.

e Click . to delete the host information.

9.3.2. Account Lockout

If you consecutively enter awrong password more thanthe configured value, the account will belocked.

Step1 Select Security - Attack Defense = Account Lockout.
Step2 Configure the login attempt and lock time for device account and ONVIF user.
e Login attempt: Upper limit of login attempts. If you consecutively enter a wrong password more than the
defined value, the account will be locked.

e Locktime: The period during which you cannot login after the login attempts reachesupper limit.

Figure 9-8

Firewall Anti-DoS Attack

Device Account

Login Attempt 5time(s)

Lock Time min
ONVIF User

Login Attempt J0time(s)

Lock Time min

SNMP User

Enable .

Login Attempt 30time(s)

Lock Time min

Apply Refresh Default

Step3 Click Apply.
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9.3.3. Anti-DoS Attack

You can enable SYN Flood Attack Defense and ICMP Flood Attack Defense to defend the deviceagainst DoS (Denialof
Service) attack.

Step1 Select Security = Attack Defense - Anti-DoS Attack.

Step2 Select SYN Flood Attack Defense or ICMP Flood Attack Defense to defend the deviceagainst Dos attack.

Figure 9-9

Firewall Account Lockout

SYN Flood Attack Defense ®

An attacker might send out repeated SYN messages to the device, leaving many half-open
TCP connections on the device, which will make the device crash. When hit by an SYN flood
attack, the device will defend itself by discarding the first message.

ICMP Flood Attack Defense .

An attacker might send out an abnormally large number of ICMP packets to the device,
which will use up all computing resources and thus make the device crash. When hit by an
ICMP flood attack, the device will defend itself by using the ICMP message filtering tactic.

Apply Refresh Default

9.4. CA Certificate

9.4.1. Installing Device Certificate

Create a certificate or upload an authenticated certificate, for example when you log in through HTTPS with your PC,

you need to verify device certificate.

9.4.1.1. Creating Certificate

Creating certificate in the device.

9.4.1.1.1. Procedure
Stepl Select Security = CA Certificate = Device Certificate.

Step2  Select Install Device Certificate.
Step3  Select Create Certificate and click Next.

Step4 Enterthe certificate information.
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IP or domain name of the device is automatically entered in IP/Domain Name.

Figure 9-10

Step 2: Fill in certificate information.

Custom Mame
IP/Domain Na
Organization U
Organization
Validity Period
Region
Province

City Name

Create and install certificate

Step5 Click Create and install certificate.

After the certificate is created successfully, you can view the created certificate on the Device Certificate page.

Related Operations
e  Click Enter Edit Mode, you can edit the custom name of the certificate.

e Click to download the certificate.
e C(lick E to delete the certificate.

9.4.1.2. Applying for and Importing CA Certificate
Import the third-party CA certificate to the camera.

Procedure

Step1 Select Security = CA Certificate = Device Certificate.

Step 2  Select Installing Device Certificate.

Step3  Click Apply for CA Certificate and Import (Recommended), and then click Next.
Step4 Enterthe certificate information.

IP or domain name of the device is automatically entered in IP/Domain Name.
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Figure 9-11

Step 2: Fill in certificate information.

IP/Domain Na | 192.1
Organization U
Organization

Validity Period

Region
Province

City Mame

Create and Download

Step5 ClickCreate and Download. Save the request file to your PC.
Step 6  Apply for the CA certificate from the third-party certificate authority.
Step7 Import the signed CA certificate.

a

b

c

d

Save the CA certificate to the PC.

Select Install Device Certificate, click Apply for CA Certificate and Import (Recommended), and then click Next.
Click Browse to select the signed CA certificate.

Click Install and

After the certificate is created successfully, you can view the created certificate on the Device Certificate page.
o  C(lick Recreate to create the request file again.

o  ClickImportLater toimport the certificate next time.

Related Operations
o  C(lick Enter Edit Mode, you can edit the custom name of the certificate.
e Click todownload the certificate.

e C(lick to delete the certificate.

9.4.1.3. Installing Existing Certificate
Import the existing third-party certificate to the Camera. When apply for the third-party certificate, you also need to

apply for the private key file and private key password.
Step1 SelectSecurity - CA Certificate = Device Certificate.
Step2 Select Install Device Certificate.
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Step3 Select Install Existing Certificate and click Next.
Step4 Click Browse to select the certificate and private key file and enter the private key password.
Figure 9-12

Step 2: Select certificate and private key.

Certificate Path

Private Key

Private Key Pass

Import and Install

Step5 Click Import and Install.

After the certificate is created successfully, you can view the created certificate on the Device Certificate page.

Related Operations

e  Click Enter Edit Mode, you can edit the custom name of the certificate.
4
o Click to download the certificate.

e C(Click E to delete the certificate.

9.4.2. Installing Trusted CA Certificate

CA certificate is a digital certificate for the legal identity of the camera. For example, when thecamera accesses the LAN
through 802.1x, the CA certificate is required.

Step1 SelectSecurity - CA Certificate - Trusted CA Certificates.

Step 2  Select Install Trusted Certificate.

Step3 Click Browse to select the certificate.

Figure 9-13

Certificate
A trusted CA certificate is used to verify the legal status of a host. For example, a switch CA certificate shall be installed for 802.1x authentication.
Install Trusted Certificate Save Config

‘Custom Certificate Serial

Name Number . by

4d306d996ad7 1eb 2049-06-13 08:2 General Device IP  General Device R
9 CCA oot CA

- 20 24 Sener: vice General Device R Ce
625¢21e64320135a ; > - : Normal
! oot CA
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Step4 Click OK.

After the certificate is created successfully, you can view the created certificate on the Trusted CA Certificate page.

Related Operations

o  Click Enter Edit Mode, you can edit the custom name of the certificate.

B
e Click to download the certificate.

e Click E to delete the certificate.

9.5. Encryption

The device supports audio and video encryption during data transmission.

A\

We recommend you enable A/V Encryption function. There might be safety risk if this function is disabled.

Stepl Select Security - A/V Encryption.

Step2 Configure the parameters.

Figure 9-14

Private Pretocol

Enable ®

Stream tra on is encrypted by using pnvate protocol
*Please make sure that the corresponding device or software supports video decryption.
Encryption Type
Update Period of...
RTSP over TLS
Enable ®
RTSP stream is encrypted by using TLS tunnel before transmission.
*Please make sure that the corresponding device or software supports video decryption.

*Select a device certificate
No. Custom Name  Certificate Serial Number Validity Period

[o] 1 6 613 2052-12-01 1225707

Apply Refresh Default

Table 52

User Issued by Used by

8HOBFDCPAGB3615  General Device IPCCA  HTTPS, R

‘ Parameter

) Enable
Private Protocol

Description

Enables stream frame encryption byusing
private protocol.

I.-.._—_l

There might be safety risk if thisservice is
disabled.

Encryption Type

Use the default setting.
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Area ‘ Parameter Description

Secret key update period. Value range: 0—
720 hours. 0 means never update the

Update Period of Secret Key secret key

Default value: 12.

Enables RTSP stream encryption byusing
TLS.

Enable (1]

There might be safety risk if thisservice is
RTSP over TLS disabled.

Select a device certificate for RTSP over
Select a device certificate TLS.

Certificate Management

Step3 ClickApply.

9.6. Security Warning

When security exception event is detected, the camera sends a warning to remind you to process ittimely, to avoid
securityrisk.

Stepl Select Security > Security Warning.

Step2 Click [. to enable security warning.
Step3 Configure the parameters.

Figure 9-15

Enable ()

Event Monitoring

Invalid executable programs attempting to run Session ID bruteforcing

\Web directory bruteforcing Login not in the specified time range.

Number of n connections exceeds limit Brute force attack of

s in real time, and keep you informed of

Alarm Channel

Post-alarm

Apply Refresh Default

Step4 Set arming periods and alarm linkage action. Click + Event Linkage to set the linkage action.
Step5 Click Apply.
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10. Report

View the statistics result of video metadata in report form.

Procedure
Step1 Click Report > Report - Video Metadata.

Step2 Setthe period for the report.
L1

For multi-channel camera, select the channel first.

Step3 Click Search.

Figure 10-1

Q Search

B Motor Vehicle Bl Non-h

L3
2022/12/08
Motor Vehicle: 0
@ Non-Motor Vehicle: 0
People: 51

Related Operations
e Select thereport form.
o Click todisplaythe reportin line chart.
o Click todisplaythe reportin bar chart.
o  Select the statistics type on the upper-right corner.
The statistics result of unselected types will not be displayed.
e  Exportreports.
Select the file format, and then click Export.
o Select png: Displays the report in image format.

o Select csv: Displays the report in list format.

160



11. Appendix 1 Cybersecurity Recommendations

Cybersecurity is more than just a buzzword: it's something that pertains to every device that is connected to the
internet. IP video surveillance is not immune to cyber risks but taking basic steps toward protecting and strengthening
networks and networked appliances will make them less susceptible to attacks. Below are some tips and

recommendations on how to create a more securedsecuritysystem.

Mandatory actions to be taken for basic equipment network security:

1. Use Strong Passwords
Please referto the following suggestions to set passwords:
e  The length should not be less than 8 characters.
e Include at least two types of characters; character types include upper- and lower-case letters,numbers and
symbols.
e Donotcontaintheaccount name orthe account namein reverse order.
e Do not use continuous characters, such as 123, abc, etc.
e Do not use overlapped characters, such as 111, aaa, etc.

2. Update Firmware and Client Software in Time

e According to the standard procedure in Tech-industry, we recommend keeping your equipment (such as
NVR, DVR, IP camera, etc.) firmware up to date to ensure the system is equipped with the latest security
patches and fixes. When the equipment is connected to the public network, it is recommended to enable the
“auto-check for updates” function to obtain timely information of firmware updates released by the

manufacturer.

e  Wesuggestthat you download and use the latest version of client software.

"Nice to have" recommendations to improve your equipment network security:

a. Physical Protection
We suggest that you perform physical protection to equipment, especially storage devices. Forexample, place the
equipment in a special computer room and cabinet, and implement well-done access control permission and key
management to prevent unauthorized personnelfrom carrying out physical contacts such as damaging hardware,

unauthorized connection ofremovable equipment (such as USB flash disk, serial port), etc.

b. Change Passwords Regularly

We suggest that you change passwords regularly to reduce the risk of being guessed or cracked.

c. Set and Update Passwords Reset Information Timely
The equipment supports password reset function. Please set up related information for passwordreset in time,
including the end user’s mailbox and password protection questions. If the information changes, please modify it in

time. When setting password protection questions, it is suggested not to use those that can be easily guessed.

d. EnableAccountLock

The account lock feature is enabled by default, and we recommend you keep it on to guarantee the account security.
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If an attacker attempts to log in with the wrong password several times, the corresponding account and the source IP
address will be locked.

e. ChangeDefaultHTTP and Other Service Ports
We suggest you change default HTTP and other service ports into any set of numbers between 1024~65535,

reducing therisk of outsiders being able to guess which ports you are using.

f. Enable HTTPS

We suggest you enable HTTPS, so that you visit Web service through asecure communicationchannel.

g. MACAddress Binding
We recommend you bind the IP and MAC address of the gateway to the equipment, thusreducing the risk of ARP

spoofing.

h. Assign Accounts and Privileges Reasonably
According to business and management requirements, reasonably add users and assign a minimum set of

permissionstothem.

i. Disable Unnecessary Services and Choose Secure Modes
If not needed, it is recommended to turn off some services such as SNMP, SMTP, UPnP, etc., to reducerisks.
If necessary, itis highly recommended that you use safe modes, including but not limited to thefollowing services:
e SNMP: Choose SNMP v3 and set up strong encryption passwords and authenticationpasswords.
e SMTP: Choose TLS to access mailbox server.
e  FTP:Choose SFTP and set up strong passwords.
e AP hotspot: Choose WPA2-PSK encryption mode and set up strong passwords.

j. Audio and Video Encrypted Transmission
If your audio and video data contents are very important or sensitive, we recommend that youuse encrypted
transmission function, toreduce the risk of audio and video data being stolen during transmission.

Reminder: encrypted transmission will cause some loss in transmission efficiency.

k. Secure Auditing
o Checkonline users: we suggest that you check online users regularly to see if the device is loggedin without

authorization.

o Check equipment log: By viewing the logs, you can know the IP addresses that were used tolog in to your

devices and their key operations.

. Networklog
Due to the limited storage capacity of the equipment, the stored log is limited. If you need to save the log for along
time, itis recommended that you enable the network log function to ensure that the critical logs are synchronized to

the network log server for tracing.
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m. Construct aSafe Network Environment

In order to better ensure the safety of equipment and reduce potential cyber risks, werecommend:

Disable the port mapping function of the router to avoid direct access to the intranet devicesfrom external

network.

The network should be partitioned and isolated according to the actual network needs. If there are no
communication requirements between two sub networks, it is suggested to useVLAN, network GAP and

other technologies to partition the network, so as to achieve the networkisolation effect.

Establish the 802.1x access authentication system to reduce the risk of unauthorized access to private

networks.

Enable IP/MAC address filtering function to limit the range of hosts allowed to access the device.
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Thanks for Choosing CP Plus!

3= CP PLUS

Website: - www.cpplusworld.com
Email id: - sales@cpplusworld.com; support@cpplusworld.com
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